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A Complete Clinical Data
repository based on HL7 FHIR




Background

Smile is a database for shared health records built on an abstract data
model that mirrors FHIR information model

Use cases include:

« Storage and retrieval of longitudinal records for jurisdictional health organizations
+ Storage and retrieval of large numbers of records generated by medical devices
+ Terminology server

* Accelerator and cache for clinical data

» Archival storage of clinical records

* Rapid development for health applications that need to store data

Prior work with large SHR and longitudinal record implementations

exposed us to the challenges of implementing solutions with exisfing
tools.




Complete FHIR Support

Powered by HAPI FHIR

We support all published versions of
FHIR in parallel

This includes stable long term support
for published versions and immediate
bleeding edge support for upcoming
versions
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Integrated Terminology Services

Terminology support is
built in
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asy Management: Web Console

A complete
administrative
console may be
used to manage
and monitor the
system
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Node: SmileDemo1

Configuration

This section may be used to configure storage modules, endpoints, security, and other features. Simpatico CDR
is divided into modules which are individually configured according to the needs of the deployment.

Admin JSON Services 9000 @

Admin Web Console 9100 @

Cluster Manager =] Manage Node Modules

FHIR REST Endpoint (STU3) 8000 @

FHIR Storage (STUS Relational) P A node is a single running process and hosts any number of modules. These modules perform individual

functions and are configured and wired together via their individual configuration.

Listening Endpoint - HL7v2 7000 @

Local Inbound Security e Add Module of Type  Admin JSON Services j to Node  SmileDemo1 j

SMART App Host 9201 @

SMART OAUth2/0IC Server =] Node ID Module ID Description Status
SmileDemo1 admin_json Admin JSON Services @ Running
SmileDemo1 admin_web Admin Web Console @ Running
SmileDemo1 clustermgr Cluster Manager @ Running
SmileDemo1 fhir_endpoint FHIR REST Endpoint (STU3) @ Running
SmileDemo1 persistence FHIR Storage (STU3 Relational) @ Running
SmileDemo1 hi7v2_in_endpoint Listening Endpoint - HL7v2 @ Running
SmileDemo1 local_security Local Inbound Security @ Running



Management: JSON/Swagger API

Confrol the system
with scripts
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https://cdr.simpatico.ai:9000/swagger-ui.html#/

) swagger

Smile CDR JSON Admin API

API Version 2017.01.R02-SNAPSHOT

Copyright(c) 2016 Simpatico Intelligent Systems Inc

module-config-controller : Module Config Controller

openid-connect-clients : OpenlID Connect Clients
/openid-connect-clients/

Jopenid-connect-clients/{node_id}/{module_id}

Jopenid-connect-clients/{node_id}/{module_id}/{client_id}

Jopenid-connect-clients/{node_id}/{module_id}/{client_id}

runtime-status : Runtime Status
transaction-log : Transaction Log

[ BASE URL: /, API VERSION: 2017.01.R02-SNAPSHC
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Show/Hide ListOperations Expand Operations

Fetch all clients
Create a new client

Fetch a client by client-1D

an existing client by chent-1D




ecurity: Authorization

Set up roles and
permissions for
your users
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User is allowed to access the server's capability statement (this permission is often
granted to anonymous users)

Encounter Fetch (Severything)
Search/fetch across the entire encounter (all resources belonging to that patient's
compartment)

Patient Search Chart (Severything)
Search/fetch across the entire patient’s record (all resources belonging to that
patient's compartment)

FHIR Read ANY in Compartment X

User is allowed to read resources of any type in the given compartment. This
permission takes an argument which should take the form of the name of the
compartment, e.g. | Patient/123 |

FHIR Read ANY of type

User is allowed to fetch (read, search, history, etc) resources of the specified
type. This permission takes an argument which should be the name of the
resource type, e.g. | Patient

FHIR Transaction

User is allowed to perform a FHIR transaction (note that this permission only
allows the transaction operation to happen, the user still needs to have other
appropriate permissions for the operations in the transaction or it will be blocked)

FHIR Write ANY in Compartment X

User is allowed to write resources of any type in the given compartment. This
permission takes an argument which should take the form of the name of the
compartment, e.g. | Patient/123

FHIR Write ANY of type
User is allowed to write (create, update, etc) resources of the specified type. This




ecurity: Audit

Understand who
has seen and
changed what
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Audit Log (User Actions)

Id
2154
2153
2152
2111
2110
2109

2108

Date/Time
02/09/2016

2017-02-13 03:08:09

2017-02-10 18:49:44

2017-02-04 11:33:48

2017-01-31 13:39:06

2017-01-30 08:23:21

2017-01-30 08:19:41

2017-01-30 08:19:41

o Runtime ~

User

ADMIN
GenericUser Admin

ADMIN ¥
GenericUser Admin

ADMIN
GenericUser Admin

ADMIN y
GenericUser Admin

ANONYMOUS
Anonymous Anonymous

ANONYMOUS
Anonymous Anonymous

ANONYMOUS
Anonymous Anonymous

Endpoint

SmileDemo1
admin_web

SmileDemo1
admin_web

SmileDemo1
admin_web

SmileDemo1
admin_web

SmileDemof

fhir_endpoint

SmileDemo1

fhir_endpoint

SmileDemo1

fhir_endpoint

Action

Log into the admin web Ul

Log into the admin web Ul

Log into the admin web Ul

Log into the admin web Ul

FHIR System History
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FHIR Resource Search (Type-specific)

FHIR Resource Search (Type-specific)




Security: User Manager

@ - O User Manager - Mozilla Firefox
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Users

local_security j\:]
C reO Te U Sers O n d Module Usemame Family Name  Given Name Last Active Date  Roles and Permissions Flags

. . . Modify N S-niie.Demol ADMIN Admin GenericUser  2017-02-17 Superuser
assign permissions L
Modify Nede: SmileDemot ANONYMOUS  Anonymous Anonymous 2017-01-30 Anonymous | FHIR Client (Superuser System User
v ocal_security
Modify Node: SmileDemot FSMITH Smith Frederic 2017-01-15

ocal_security




Secvurity: Federated Models

Integrate with existing
authentication infrastructure
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Monitoring

Understand how the system is
performing

@ - 0 Monitors and Health Checks - Mozilla Firefox
+

J & Monitors and Healt... x L

4 | ® | localhost:9100/runtime/status/xolo/persistence

L 4 &
TR RES | EIURI (S 10 ow w
FHIR Web Tester 8001  ©
Listening Endpaint - HL7v2 7000 @
Local Inbound Security @
SMART App Hest 9201 @
SMART OAuth2/0IC Server @

T e & f O

< Runtime ~

Ll Health

Latency (ms) Invocations / minute

Connections

== FHIR Storage (STU3 Relational)

= Writes

+) Reads

Invocation Counts

N N o, o % G %

k2 i % g % % o

M invocations / minute

Invocation Latency

100
50
o 3= =3
o, o o, o, % % %
] e Yo % % % ]

- Minimum - Mean -& Maximum

Database Connection Pool

o, o, ) o, %,
2] I
M Active Connections

7

&

M idle Connections




Profiling and Validation

Smile CDR can be used as a profile registry
to store and manage profile resources

A complete validation engine can be
used to enforce compliance
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Flexible Data Integration Options

In addition fo FHIR data APIs, an
integrated set of HL7 v2.x
inferfaces may be used to keep
data up to date

ETL tools can also be used for
batch imports

HL7 v2.x MLLP

ETL

Smile CDR

'

Clinical
Data
Storage



Flexible Deployment Models

Smile CDR is designed to scale horizontally as you grow

HE

Load Balancer

Admin FHIR SMART
Portal Endpoint IdP

FHIR SMART
Endpoint IdP

Smile CDR Persistence
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Deployment models

Smile CDR supports several configurations:

-
« Cloud deployment, fully managed N—

» Local deployment, fully managed S

* Local deployment, locally managed
F’DstgrESQL

Configurable options:

ORACLE
+  Multiple database options; Oracle, MariaDB, m}
PostgreSQL, MySQL, Derby MySOoL.

+ Clustered configuration for high availability
« Geo diversity across disparate data centers




Visit smilecdr.com or email
info@simpatico.ai to realize the
promise of interconnected healthcare.




