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What (if any) should HL7 
do about 

blockchain?

Question for today



® Health Level Seven and HL7 are registered trademarks of Health Level Seven International, registered with the United States Patent and Trademark Office.

Let’s Google “do I need a 
blockchain?”
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From: Karl Wüst∗ , Arthur Gervais† ‐ “Do you need a Blockchain?”
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“In general, using (...) Blockchain only 
makes sense when multiple mutually 

mistrusting entities want to interact and 
change the state of a system, and are 

not willing to agree on an online trusted 
third party.”

So what is blockchain good at?
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Recommended reading
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What is blockchain (simplified)
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Bitcoin distributed network
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• Low throughput (for example 7-66 
transactions/second for the Bitcoin 
network)

• Data is copied across multiple nodes

• Works best with small amounts of 
data

• Data is public & verifiable

• Ordered in time 

• Is a ledger – not a database

Aspects of a blockchain
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“Healthcare is very suitable for 
blockchain, because a lot of data is still 
stored in data silos at hospitals, doctors, 

health insurers and other institutions. 
With cryptographic technology can 

enable secure exchange, so that they 
communicate with each other.”

So, what about this?
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• EU GDPR “right to be forgotten” logging
• Small amount of data

• Lack of trust

• Not privacy sensitive (but what about other 
kinds of consent?)

So, let’s try some use cases
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• Medication intake, blood pressure 
monitors, IoT measurements
• Problem: How to extend trust from the digital 

to the physical?

• Small amounts of data, but possibly lots of it

• Privacy

So, let’s try some use cases
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• Organ Donor Registry
• Small amount of data, low # of transactions

• How to establish identity?

• Privacy versus accessibility

• Often there is a TTP

So, let’s try some use cases
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• Provider certification registry
• Little amount of data, low latency ok

• Small number of “writers”

• Pre-existing agreements between parties

• Needs trust “in the physical world”

So, let’s try some use cases
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• In the ubiquitous example – bitcoin – the 
information in the ledger represents the 
only reality – it’s fully digital. Even the 
identities!

• In Healthcare there’s an interface 
between the digital and physical world
• There is a human healthcare process 

involved
• Most of the time this requires a framework 

of trust outside of the blockchain
• In any case we need to connect digital 

identities 
to physical entities

Digital & Physical – effect on 
trust
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• “Open” blockchain less applicable, maybe put 
attention to more restricted types of blockchains 
(which may just be fancy distributed databases)

• (FHIR) Consent resource primary candidate
• Creating a fingerprint insensitive to “bit rot”
• Fixing the identity problem

• The last two are being piloted in other industries 
and will see resolution in the next 18 months –
just sit & wait

Conclusions so far
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QUESTIONS?

email: ewout@fire.ly
web: http://blog.fire.ly

skype: ewoutkramer
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To blockchain or not? A sliding 
scale...
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• Permissionless Blockchain
• Permissioned Blockchain (writers are 

known)
• When does a blockchain simply 

becomes a fancy new centralized 
database

• Solves technical trust, but most of the 
time you need to establish trust using 
regulations and out-of-band agreements 
on data standards etc. so you become a 
set of known-writiers -> BC still 
necessary?
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• GDPR “right to be forgotten”

• Organ Donor Registry

• Consent to data processing and sharing

• Immunization registry

• Provider certification registry

• Receipt of medication dispense

• Medication Administration log

• Claims & reimbursement

So, let’s try some use cases


