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SUMMARY RECOMMENDATION

Create a Compartment Security Label tag for CDS (Clinical Decision Support System) to support authorizing CDS to access information to which system end users may not be authorized due to restrictive privacy policies in order to enable patient safety alerts where e.g., an unauthorized provider may be ordering a medication or procedure, which is contraindicated based on masked information in the patient’s record.
VOCABULARY OBJECTS CHANGE SUMMARY
<<REQUIRED – fill in the numbers in the rightmost three columns that total the number of vocabulary changes in the proposal.  This is used to cross-check the accuracy of capturing and applying the requested changes>>
	Abbrev.
	Description
	# to add
	# to remove
	# to change

	S
	Code Systems
	
	
	

	C
	Concept Codes in a Code System
	1
	
	

	V
	Value Sets
	
	
	

	E
	External Terminology*
	
	
	


*please note that if external terminology elements (non-HL7 such as LOINC, SNOMED, ICD, etc.) are to be added or updated, the Harmonization External Terminology Request form must be also filled out and submitted with the harmonization request.
	POSITION OF CONCERNED ORGANIZATIONS:

<<REQUIRED - This table should contain one row for each organization (e.g., TC, SIG, other SDO) known to be interested, and should outline any consultation with – and feedback from – the organization.  Overwrite the examples below. >>

	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	Security WG
	Initial submission pending 10/29 approval.
	Security Labels and Consent Directive elements.

	
	
	

	
	
	


ISSUE:

To enable technical means for balancing patient safety and privacy by labeling information, which restricts access by end users to information based on privacy policies or consent directives, which may be critical for averting adverse event. By inclusion of a CDS Compartment in a restrictive security label, recipient access control system are authorized to share masked information with a CDS in the event that an unauthorized end user attempts to order a contraindicated e.g., medication or procedure. When triggered, the CDS throws a contraindication alert and advises the end user to “break the glass”, e.g., access the masked information in an accountable manner.
CURRENT STATE:
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A _ActPrivacyrolicy

_ActConsentDirective

A _ActPrivacylaw
A _InformationSensitivityPalicy

APT (compartment)

- L ACOCOMPT (accountable care organization compartment)
- L CTCOMPT (care team compartment)

- L FMCOMPT (financial management compartment)

- L HRCOMPT (human resource compartment)

- L LRCOMPT (legitimate relationship compartment)

- L PACOMPT (patient administration compartment)

- L RESCOMPT (research project compartment)

- L RMGTCOMPT {records management compartment)




OPTIONS CONSIDERED:

<<OPTIONAL – alternative approaches considered.  Include reason(s) for rejecting/selecting particular alternatives.>>

RATIONALE:

The addition of a CDS Compartment code enables HL7 implementers to develop privacy preserving/patient safety solutions as demonstrated during the HIMSS 2019 Consumer Centered Care Coordination Interoperability Vignette HIMSS 201902 Sharing with Protections 
RECOMMENDATION DETAILS:

Add a child to 

SPECIALIZABLE CONCEPT:

COMPT (compartment)

Description:

This is the healthcare analog to the US Intelligence Community's concept of a Special Access Program. Compartment codes may be used in as a field value in an initiator's clearance to indicate permission to access and use an IT Resource with a security label having the same compartment value in security category label field.

Leaf Concept

CDSCOMPT

Description

Description:

A security category label field value, which indicates that access and use of an IT resource is authorized for a Clinical Decision Support System (CDS) as programmed to respond to potential or definitive contraindicated orders by an end user, which may not be authorized to access the same information, based on e.g., allergies, contraindicated medications, procedures, or devices, until the CDS throws an alert advising the unauthorized orderer to “break the glass” by accepting accountability for that access.
DISCUSSION:

<< OPTIONAL - Any additional information needed to understand, evaluate or implement the recommendation, such as model fragments or other context that demonstrates use of the requested change.  Include implications.>>

ACTION ITEMS:

<< REQUIRED - Actions needed to address this recommendation.  Minimal recommended action item is: "M&M to implement recommendation".>>

RESOLUTION:

<< REQUIRED before recommendation can be closed.  Indicates how recommendation was brought to closure. Can include notes on further study or networking required, and by whom.>>

� identifier by which proposal is known to sponsor


� must be sponsored by an HL7 TC, the HL7 International Committee, an HL7 SIG, or an ANSI or ISO accredited SDO


� for sponsor tracking only; not for Harmonization identification


� for sponsor tracking only, Sponsor’s status must be “Approved” for submission to Harmonization





