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SUMMARY RECOMMENDATION

Role code system is missing a classifier Upgrader Role.  Other associated Roles are already included.  

VOCABULARY OBJECTS CHANGE SUMMARY
<<REQUIRED – fill in the numbers in the rightmost three columns that total the number of vocabulary changes in the proposal.  This is used to cross-check the accuracy of capturing and applying the requested changes>>
	Abbrev.
	Description
	# to add
	# to remove
	# to change

	S
	Code Systems
	
	
	

	C
	Concept Codes in a Code System
	1
	
	

	V
	Value Sets
	
	
	

	E
	External Terminology*
	
	
	


*please note that if external terminology elements (non-HL7 such as LOINC, SNOMED, ICD, etc.) are to be added or updated, the Harmonization External Terminology Request form must be also filled out and submitted with the harmonization request.
	POSITION OF CONCERNED ORGANIZATIONS:

<<REQUIRED - This table should contain one row for each organization (e.g., TC, SIG, other SDO) known to be interested, and should outline any consultation with – and feedback from – the organization.  Overwrite the examples below. >>

	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	Security WG

Sponsor
	Submission of initial approved 2019-10-22 Security WG Agenda/Minutes
	Security Labels

	CBCP WG

Cosponsor
	Initial submission approval 2019-11-12 CBCP Meeting Agenda/Minutes 
 

Final submission approval 2019-11-19 CBCP Meeting Agenda/Minutes
	Security Labels


ISSUE:

Need to specify the type of Role permitted to reclassify security labels when the classification is upgraded. E.g., Confidentiality code may need to be raised from Moderate to Normal when information about e.g., a condition covered by a Worker Compensation condition is added to the health record governed by another and likely more protective law, e.g., to a HIPAA governed health record. 
CURRENT STATE:

Currently, the RoleCode_AffiliationRoleType_AgentRoleType node includes the following and is missing an Upgrader Role code:
LEAF CONCEPT:

CLASSIFIER (classifier)

Description:

An individual authorized to assign an original classification to information, including compilations of unclassified information, based on a determination that the information requires protection against unauthorized disclosure. The individual marks the information with immutable, computable, and human readable security labels in accordance with applicable security labeling policies. The labeling policies provide instructions on whether and if so how the security labels may be later reclassified [i.e., upgraded, downgraded, used in derivative classification, or declassified] in a manner that preserves the overridden original classification binding and provenance.
LEAF CONCEPT:

DECLASSIFIER (declassifier)

Description:

An individual which is authorized to declassify information based on a determination that the information no longer requires protection against unauthorized disclosure. The individual marks the information being declassified using computable and human readable security labels indicating that this is copy of previously classified information is unclassified in accordance with applicable security labeling policies. The labeling policies provide instructions on whether and if so how the security labels may be later reclassified [i.e., upgraded or used in derivative classification] in a manner that preserves the overridden original classification binding and provenance.

LEAF CONCEPT:

DOWNGRDER (downgrader)

Description:

An individual authorized to lower the classification level of labeled content and provide rationale for doing so as directed by a classification guide.

LEAF CONCEPT:

DRIVCLASSIFIER (derivative classifier)

Description:

An individual who is only authorized to classify reproduced, extracted, or summarized classified information, or compile classified and unclassified information by applying classification markings derived from source material or as directed by a classification guide.

OPTIONS CONSIDERED:

<<OPTIONAL – alternative approaches considered.  Include reason(s) for rejecting/selecting particular alternatives.>>

RATIONALE:

Need the full spectrum of Roles that are permitted to classify or change the classification of content security labels.
RECOMMENDATION DETAILS:

Add UPGRDER as a child of RoleCode_AffiliationRoleType_AgentRoleType
LEAF CONCEPT:

UPGRDER (upgrader)

Description:

An individual authorized to raise the classification level of labeled content and provide rationale for doing so as directed by a classification guide.

DISCUSSION:

<< OPTIONAL - Any additional information needed to understand, evaluate or implement the recommendation, such as model fragments or other context that demonstrates use of the requested change.  Include implications.>>

ACTION ITEMS:

<< REQUIRED - Actions needed to address this recommendation.  Minimal recommended action item is: "M&M to implement recommendation".>>

RESOLUTION:

<< REQUIRED before recommendation can be closed.  Indicates how recommendation was brought to closure. Can include notes on further study or networking required, and by whom.>>

� identifier by which proposal is known to sponsor


� must be sponsored by an HL7 TC, the HL7 International Committee, an HL7 SIG, or an ANSI or ISO accredited SDO


� for sponsor tracking only; not for Harmonization identification


� for sponsor tracking only, Sponsor’s status must be “Approved” for submission to Harmonization





�Tech Review: 


Complete, acceptable As-Is.





