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SUMMARY RECOMMENDATION

At ActCode_ActPolicyType_ActPrivacyPolicy.COMPT create a Compartment Security Label tag for CDS (Clinical Decision Support System) to support authorizing a CDS to access and algorithmically process information, to which system end users may not be authorized (due e.g., to restrictive privacy policies), in order to enable patient safety alerts where e.g., an unauthorized provider (1) may be ordering a medication or procedure, which is contraindicated based on masked information in the patient’s record; (2) may encounter an emergency situation for a patient with masked information.  
VOCABULARY OBJECTS CHANGE SUMMARY
<<REQUIRED – fill in the numbers in the rightmost three columns that total the number of vocabulary changes in the proposal.  This is used to cross-check the accuracy of capturing and applying the requested changes>>
	Abbrev.
	Description
	# to add
	# to remove
	# to change

	S
	Code Systems
	
	
	

	C
	Concept Codes in a Code System
	1
	
	

	V
	Value Sets
	
	
	

	E
	External Terminology*
	
	
	


*please note that if external terminology elements (non-HL7 such as LOINC, SNOMED, ICD, etc.) are to be added or updated, the Harmonization External Terminology Request form must be also filled out and submitted with the harmonization request.
	POSITION OF CONCERNED ORGANIZATIONS:

<<REQUIRED - This table should contain one row for each organization (e.g., TC, SIG, other SDO) known to be interested, and should outline any consultation with – and feedback from – the organization.  Overwrite the examples below. >>

	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	CBCP WG sponsor
	Initial submission approval 2019-11-12 CBCP Meeting Agenda/Minutes 
 

Final submission approval 2019-11-19 CBCP Meeting Agenda/Minutes
	Security Labels and Consent Directive elements.

	Security WG cosponsor
	Submission of initial approved 2019-10-22 Security WG Agenda/Minutes 
Final submission approval 2019-11-19 Security Agenda/Minutes 
	Security Labels and Consent Directive elements.

	CDS WG
	Requested review and feedback 10/29 per CBCP instructions.  WG had no issue with the code for supporting the use case. 2019-11-13 Meeting Agenda 
	


ISSUE:

To enable technical means for balancing patient safety and privacy by labeling information, which restricts access by end users to information based on privacy policies or consent directives except where critical for averting an adverse event or emergency treatment. 
By inclusion of a CDS Compartment in a restrictive security label, recipient’s access control system is authorized to share masked information with a CDS for processing.  In the event that an unauthorized end user attempts to order a contraindicated e.g., medication or procedure or is unaware of masked information in an emergency situation, the CDS throws a contraindication alert and advises the end user to “break the glass”, e.g., access the masked information in an accountable manner, or to ask the patient about possibly masked information.
The proposed CDS Compartment label does not directly impact a CDS or the algorithms it uses.  Rather, it essentially makes a CDS a “super user” with authorization to see all labeled healthcare information in order to trigger any pertinent alerts that it may support per policies to which the sender and the receiver may have agreed, e.g., as terms of HIE participation.

It does not in any way stipulate CDS behavior.  This is an adjunct to what a CDS may be programmed to do.  The intended goal is to balance patient privacy with patient safety where achievable.

CURRENT STATE:
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APT (compartment)

- L ACOCOMPT (accountable care organization compartment)
- L CTCOMPT (care team compartment)

- L FMCOMPT (financial management compartment)

- L HRCOMPT (human resource compartment)

- L LRCOMPT (legitimate relationship compartment)

- L PACOMPT (patient administration compartment)

- L RESCOMPT (research project compartment)

- L RMGTCOMPT {records management compartment)




SPECIALIZABLE CONCEPT:

COMPT (compartment)

Description:

This is the healthcare analog to the US Intelligence Community's concept of a Special Access Program. Compartment codes may be used in as a field value in an initiator's clearance to indicate permission to access and use an IT Resource with a security label having the same compartment value in security category label field.

OPTIONS CONSIDERED:

<<OPTIONAL – alternative approaches considered.  Include reason(s) for rejecting/selecting particular alternatives.>>

RATIONALE:

The addition of a CDS Compartment code enables HL7 implementers to develop privacy preserving/patient safety solutions as demonstrated during the HIMSS 2019 Consumer Centered Care Coordination Interoperability Vignette HIMSS 201902 Sharing with Protections 
Discussions with interested parties about the use case needing support are recorded at CDS Compartment Proposal November 201911 Harmonization.  Essentially, there was initial misunderstanding that the CDS Compartment code was needed by an enterprise, which typically already makes their CDS a “super user”.  
The key use case is where a discloser wants to enforce a patient’s restrictions on end user access to sensitive information except in the case of an emergency or patient safety event.  
Specific examples are based on 3 HIE consent forms where a patient has the right to restrict sharing except in cases of emergency (assuming that a potential adverse event is considered an emergency.) Below are examples of such consent choices from the NY HealtheLink, Nevada and Utah HIE consent forms.

With this code, the HIE can prospectively share patient information with the provider.  The provider’s CDS acts as a gatekeeper to masked information by alerting unauthorized end users that they should either break the glass and/or get more information from the patient about possibly missing information if the patient is able/willing to do so.

Without this code, the HIE cannot "share with protections" because it won't be able to indicate that only a CDS has prospective access for purposes of notifying unauthorized providers to break the glass when there is a risk to patient safety. Instead, in an emergency, the end user would need to query the HIE for the patient information and assert an emergency purpose of use.  Outside of an emergency, an unauthorized end user would not know that there was masked information to be accessed from the HIE, and could order contraindicated treatments or medications.

From Nevada HIE Consent Form (also attached) 

[image: image2.jpg]Consent Choices: (CHECK ONE) Nevada Medicaid Patients are exempt from making a selection.
Your choice to give or to deny consent may not be the basis for denial of health services.

| 1 CONSENT for all HIE participants to access ALL of my electronic health information (including sensitive
information) in connection with providing me any health care services, including emergency care.

I CONSENT ONLY IN CASE OF AN EMERGENCY for all HIE participants to access ALL of my electronic
health information (including sensitive information) ONLY in the event of a medical emergency.

| 1 DO NOT CONSENT for any HIE participants to access ANY of my electronic health information EVEN in
the event of a medical emergency.





 

The Utah CHIE consent form (attached) also support Share with Protections.  A patient must choose a limited opt-in for emergency.  Implementation today would likely be similar what I described above for Nevada.

[image: image3.jpg]CONSENT OPTIONS (PLEASE CHOOSE ONLY ONE BOX BELOW):

O PARTICIPATE: | give consent to share and allow access to my medical records to participating healthcare
professionals through the cHIE.

O LIMITED: | give consent to share and allow access to my medical records to participating healthcare
professionals through the cHIE only in an emergency or only for this medical visit.

O NOT-PARTICIPATE: | do not want my medical records accessed by any healthcare professional through the
cHIE, even in an emergency.




 

Similarly, NY HealtheLink Consent Form (attached) supports Share with Protections. 
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1. YES

My Consent Choice. Only ONE box is checked to the left of my choice. I can fill out this form now or in the future. | can

also change my decision at any time bx completing a new form.

I GIVE CONSENT to all current and future Participants, who are involved in my care, to access ALL of
my electronic health information through HEALTHeLINK.

O

2. YES, EXCEPT

I GIVE CONSENT to all current and future Participants, who are involved in my care, to access ALL of

|

SPECIFIC my electronic health information through HEALTHeLINK, EXCEPT the Participant(s) listed below.
PARTICIPANT(S) . . . =

Participant's Name (Provider Office): Participant's address or phone number:
3. YES, ONLY 1 GIVE CONSENT ONLY to the specific Participant(s) listed below to access ALL of my electronic
SPECIFIC health information through HEALTHeLINK.
PARTICIPANT(S)

Participant's Name (Provider Office): Participant's address or phone number:

4. NO, EXCEPT IN
AN EMERGENCY

I DENY CONSENT EXCEPT IN A MEDICAL EMERGENCY for current and future Participants to
access my electronic health information through HEALTHeLINK.

O O

5. NO, EVEN IN
AN EMERGENCY

I DENY CONSENT for current and future Participants to access my electronic health information
through HEALTHeLINK for any purpose, even in a medical emergency.

T




RECOMMENDATION DETAILS:

At ActCode_ActPolicyType_ActPrivacyPolicy.COMPT add:
Leaf Concept

CDSCOMPT

Description

This compartment code may be used as a field value in an initiator’s clearance to indicate permission for its Clinical Decision Support system (CDS) to access and use an IT Resource with a security label having the same compartment value in the security category label field. 
This code permits a CDS to algorithmically process information with this compartment tag for the purpose of alerting an unauthorized end user that masked information is needed to address an emergency or a patient safety issue, such as a contraindicated medication.  The alert would advise the end user to “break the glass”, to access the masked information in an accountable manner, or to ask the patient about possibly masked information.
For example, releasing a list of sensitive medications with this compartment tag means that while the CDS system is permitted to use this list in its contraindication analysis, this sensitive information should not be shared directly with unauthorized end-users or end-user-facing Apps. Based on the results of the CDS analysis (e.g., warnings about prescriptions) the end-user (e.g., a clinician) may still have the ability to access to the sensitive information by invoking break-the-glass protocol”.
Usage Note

A security label with the CDS compartment may be used in conjunction with other security labels, e.g., a label authorizing an end user with adequate clearance to access the same CDS compartment tagged information.  For example, a patient may restrict sharing sensitive information with most care team members except in an emergency or to prevent an adverse event, and may consent to sharing with their sensitive service care team providers, e.g., for mental health or substance abuse.

TEXT File to deal with weird MSFT characters:

At ActCode_ActPolicyType_ActPrivacyPolicy.COMPT add:

Leaf Concept

CDSCOMPT

Description

This compartment code may be used as a field value in an initiator's clearance to indicate permission for its Clinical Decision Support system (CDS) to access and use an IT Resource with a security label having the same compartment value in the security category label field. 

This code permits a CDS to algorithmically process information with this compartment tag for the purpose of alerting an unauthorized end user that masked information is needed to address an emergency or a patient safety issue, such as a contraindicated medication.  The alert would advise the end user to "break the glass", to access the masked information in an accountable manner, or to ask the patient about possibly masked information.

For example, releasing a list of sensitive medications with this compartment tag means that while the CDS system is permitted to use this list in its contraindication analysis, this sensitive information should not be shared directly with unauthorized end-users or end-user-facing Apps. Based on the results of the CDS analysis (e.g., warnings about prescriptions) the end-user (e.g., a clinician) may still have the ability to access to the sensitive information by invoking "break-the-glass protocol".

Usage Note

A security label with the CDS compartment may be used in conjunction with other security labels, e.g., a label authorizing an end user with adequate clearance to access the same CDS compartment tagged information.  For example, a patient may restrict sharing sensitive information with most care team members except in an emergency or to prevent an adverse event, and may consent to sharing with their sensitive service care team providers, e.g., for mental health or substance abuse.

DISCUSSION:

<< OPTIONAL - Any additional information needed to understand, evaluate or implement the recommendation, such as model fragments or other context that demonstrates use of the requested change.  Include implications.>>

ACTION ITEMS:

<< REQUIRED - Actions needed to address this recommendation.  Minimal recommended action item is: "M&M to implement recommendation".>>

RESOLUTION:

<< REQUIRED before recommendation can be closed.  Indicates how recommendation was brought to closure. Can include notes on further study or networking required, and by whom.>>

� identifier by which proposal is known to sponsor


� must be sponsored by an HL7 TC, the HL7 International Committee, an HL7 SIG, or an ANSI or ISO accredited SDO


� for sponsor tracking only; not for Harmonization identification


� for sponsor tracking only, Sponsor’s status must be “Approved” for submission to Harmonization





