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SUMMARY RECOMMENDATION

At ActCode_ActPolicyType.SecurityPolicy.ObligationPolicy create a specialized parent Obligation Policy code with children specifying the type of Policy for which compliance is required.

 

Revise by adding usage notes and make CPLYCC, CPLYDC, CPLYJPP, CPLYOPP, CPLYOSP children.  
Create 2 additional children: CPLYJSP and CPLYCUI
VOCABULARY OBJECTS CHANGE SUMMARY
<<REQUIRED – fill in the numbers in the rightmost three columns that total the number of vocabulary changes in the proposal.  This is used to cross-check the accuracy of capturing and applying the requested changes>>
	Abbrev.
	Description
	# to add
	# to remove
	# to change

	S
	Code Systems
	
	
	

	C
	Concept Codes in a Code System
	2

	
	6


	V
	Value Sets
	
	
	

	E
	External Terminology*
	
	
	


*please note that if external terminology elements (non-HL7 such as LOINC, SNOMED, ICD, etc.) are to be added or updated, the Harmonization External Terminology Request form must be also filled out and submitted with the harmonization request.
	POSITION OF CONCERNED ORGANIZATIONS:

<<REQUIRED - This table should contain one row for each organization (e.g., TC, SIG, other SDO) known to be interested, and should outline any consultation with – and feedback from – the organization.  Overwrite the examples below. >>

	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	Security WG
	Submission of initial approved 2019-10-22 Security WG Agenda/Minutes
Submission of Final approved 2019-11-19 Security Agenda/Minutes 


	Security Labels

	CBCP WG

Cosponsors
	Initial submission approval 2019-11-12 CBCP Meeting Agenda/Minutes 
 

Final submission approval 2019-11-19 CBCP Meeting Agenda/Minutes
	Security Labels

	
	
	


ISSUE:

Too many “Comply with Policy” Obligation Codes are listed in the root code system.  
This proposal would add 2 additional “comply with policy” codes, CPLYCUI (comply with controlled unclassified information policy) and CPLYJSP (comply with jurisdictional security policy).

It makes sense at this time to create a specialized parent CPLYPOL (comply with policy) and nest all the specialize types of policy compliance codes beneath it.

CURRENT STATE:

Currently there are 6 Obligation Policy codes that specify “comply with policy”, 5 of which specify the type of Policy.  
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OPTIONS CONSIDERED:

Leave as is and continue to add CPLYPOL (comply with CUI) on the main node.
RATIONALE:

Need to make it simpler for implementers to select a specialized Obligation Policy code.
RECOMMENDATION DETAILS:

At ActCode_ActPolicyType.SecurityPolicy.ObligationPolicy 

Revise by adding Usage Note

CPLYPOL (comply with policy)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable policies associated with the target information.

Usage Note:   

CPLYPOL may be used as a security label code to inform senders and receivers of the tagged information to comply with applicable policy without specifying the specific policy type(s).

Make the following codes as revised children of CPLYPOL:
Revise LEAF CONCEPT:

CPLYCC (comply with confidentiality code)

Description:

Custodian security system must retrieve, evaluate, and comply with the information handling directions of the Confidentiality Code associated with an information target.
Usage Note:   

CPLYCC may be used as a security label code to inform senders and receivers of information tagged with a Confidentiality Code to comply with applicable level of protection required by the assigned confidentiality code.
Revise LEAF CONCEPT:

CPLYCD (comply with consent directive)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable information subject consent directives.
Usage Note:   

CPLYCD may be used as a security label code to inform senders and receivers of 
information tagged with an ActCode_ActPolicyType_ActConsent code or an ActCode_ActPolicyType_ActPrivacyPolicy_ActConsentDirective code to comply with applicable consent directives.
Revise LEAF CONCEPT:

CPLYJPP (comply with jurisdictional privacy policy)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable jurisdictional privacy policies associated with the target information.
Usage Note:   

CPLYJPP may be used as a security label code to inform senders and receivers of information tagged with an ActCode_ActPolicyType_ActPrivacyPolicy_ActPrivacyLaw code or an ActCode_ActPolicyType_ActInformationPolicy.JurisIP code to comply with applicable jurisdictional privacy policy.

Revise LEAF CONCEPT:

CPLYOPP (comply with organizational privacy policy)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable organizational privacy policies associated with the target information.
Usage Note:   

CPLYOPP may be used as a security label code to inform senders and receivers of information tagged with an ActCode_ActPolicyType_ActInformationPolicy.OrgIP code to comply with applicable organizational privacy policy.

Revise LEAF CONCEPT:

CPLYOSP (comply with organizational security policy)

Description:

Custodian security system must retrieve, evaluate, and comply with the organizational security policies associated with the target information.
Usage Note:   

CPLYOSP may be used as a security label code to inform senders and receivers of information tagged with an ActCode_ActPolicyType.SecurityPolicy code to comply with applicable organizational security policy.

Add two new codes as children of CPLYPOL
Add LEAF CONCEPT:

CPLYJSP (comply with jurisdictional security policy)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable jurisdictional security policies associated with the target information.
Usage Note:   

CPLYJSP may be used as a security label code to inform senders and receivers of information tagged with an ActCode_ActPolicyType.SecurityPolicy code to comply with applicable jurisdictional security policy.
Add LEAF CONCEPT:

CPLYCUI (comply with controlled unclassified information policy)

Description:

Custodian security system must retrieve, evaluate, and comply with applicable Controlled Unclassified Information (CUI) policies associated with the target information.
Usage Note:   
In the US, CPLYCUI may be used as a security label code to inform recipients of information designated by a US Federal Agency as Controlled Unclassified Information (CUI) to comply with the applicable laws, regulations, executive orders, and other guidances, such as included in DURSAs, to persist, mark, and enforce required CUI controls.
Background: 

In accordance with US 32 CFR Part 2002 and US Executive Order 13556 Controlled Unclassified Information, US Federal Agencies and their contractors are charged with classifying and marking certain information they create as Controlled Unclassified Information (CUI). 

The following definitions, which are provided for context, are based on terms defined by the CUI Glossary https://www.archives.gov/cui/registry/cui-glossary.html 

· CUI is defined as “information in any form that the Government creates or possesses, or that an entity creates or possesses for or on behalf of the Government, that a law, regulation, or Government-wide policy requires or permits an agency to handle using safeguarding or dissemination controls.” 

· Designating CUI occurs when an authorized holder, consistent with 32 CFR Part 2002 and the CUI Registry, determines that a specific item of information falls into a CUI category or subcategory. 

· The designating agency is the executive branch agency that designates or approves the designation of a specific item of information as CUI.

· The authorized holder who designates the CUI must make recipients aware of the information’s CUI status when disseminating that information.

· Disseminating occurs when authorized holders provide access, transmit, or transfer CUI to other authorized holders through any means, whether internal or external to the agency.

Once designated as CUI, US Federal Agencies and their contractors must assign CUI marks as prescribed by the National Archives and Records Administration (NARA) CUI Registry, and display marks as prescribed by the CUI Marking Handbook. 

CUI markings must be displayed on hard copy, on containers, electronic media, and to end users for IT systems.  

When HL7 content is designated as CUI, these computable markings can be interoperably conveyed using HL7 security label CUI tags, and may be included in HL7 text and narrative elements as human readable markings. 
Impact of CUI markings:

CUI Custodians must enforce CUI security controls per applicable CUI policies.  Federal agencies and their contractors must adhere to FISMA and NIST SP 800-53 security controls.  Custodians, who are not Federal agencies or agency contractors, and are receivers of CUI, must adhere to NIST SP 800-171 security controls and those dictated by the Authorities indicated by the assigned CUI markings.  

For most participants in US healthcare information exchange, including Federal Agencies and their contractors, additional controls are required by HIPAA Security standards for health information 42 USC 1320d-2(d)(2) https://www.govinfo.gov/content/pkg/USCODE-2016-title42/pdf/USCODE-2016-title42-chap7-subchapXI-partC-sec1320d-2.pdf

Federal Agencies and their contractors may be the CUI classifier of original CUI content; or a CUI derivative classifier, which reclassifies CUI content that has been aggregated with other CUI or Unclassified Uncontrolled Information (U) or dissembled from a larger CUI content; or declassifiers, depending on the designating agency’s policies.

Applicable CUI policies include the following and any future applicable updates to policies or laws related to CUI:

· Executive Order 13556 https://www.federalregister.gov/articles/2010/11/09/2010-28360/controlled-unclassified-information 

· 32 CFR Part 2002 https://www.govinfo.gov/content/pkg/CFR-2017-title32-vol6/pdf/CFR-2017-title32-vol6-part2002.pdf
· NIST SP 800-171 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf 

· NIST SP 800-171A https://doi.org/10.6028/NIST.SP.800-171A 

· CUI Marking Handbook https://www.archives.gov/files/cui/20161206-cui-marking-handbook-v1-1.pdf 

· CUI Registry - Health Information Category https://www.archives.gov/cui/registry/category-detail/health-info 

· CUI Registry: Limited Dissemination Controls https://www.archives.gov/cui/registry/limited-dissemination 

· CUI Policy and Guidance https://www.archives.gov/cui/registry/policy-guidance 

DISCUSSION:

<< OPTIONAL - Any additional information needed to understand, evaluate or implement the recommendation, such as model fragments or other context that demonstrates use of the requested change.  Include implications.>>

ACTION ITEMS:

<< REQUIRED - Actions needed to address this recommendation.  Minimal recommended action item is: "M&M to implement recommendation".>>

RESOLUTION:

<< REQUIRED before recommendation can be closed.  Indicates how recommendation was brought to closure. Can include notes on further study or networking required, and by whom.>>

� identifier by which proposal is known to sponsor


� must be sponsored by an HL7 TC, the HL7 International Committee, an HL7 SIG, or an ANSI or ISO accredited SDO


� for sponsor tracking only; not for Harmonization identification


� for sponsor tracking only, Sponsor’s status must be “Approved” for submission to Harmonization





�Tech Review: Acceptable with Mod Unclear the details.   What is to be changed for CPLYPOL?   When codes are placed 'under' a leaf code it becomes specializable; it is a leaf only because it has no child codes currently.  Not clear what all the changes need to be.   Do the existing codes get moved, or are they child codes under both parents?


�Fixed


�CPLYJSP and CPLYCUI


�Add usage notes to 6 and move 5





