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Discussion Outline

" |ntroduce PCORNet and the Patient-Powered
Research Networks

= Motivation for EHR Extraction
= Vision
= Proof-of-Concept Approach and Technology Base

= Your thoughts and suggestions

«&2» peornet )




PCORnNet

National Patient Centered Outcomes Research Network
(PCORnNet) seeks to facilitate and accelerate clinical research
by harnessing the power of large amounts of health data and
patient partnerships

Comprises Clinical Data Research Networks (CDRNSs)!*! and
Patient-Powered Research Networks (PPRNSs)!?]

PCORnet Common Data Model (CDM)®! based on FDA Mini-
Sentinel CDM

The work reported here is being conducted by the PPRNSs, led
by the Coordinating Center at Genetic Alliance
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EHR Extraction Study (September 2015)

PPRNs want to integrate electronic clinical data generated in a
healthcare setting, but few PPRNs actually hold provider-generated
EHR data

PPRNs are obtaining clinical data through means that require the
participant to enter, copy, upload, or mail physical or electronic records
to the PPRN

A number of providers have implemented Blue Button to enable
download of a PDF or C-CDA document, but few enable patients to
send a C-CDA to a third party

No standard for portal presentation of EHR data or of Blue Button
interface — making it difficult for an app to find EHR data, even when
available

«&2» peornet ,




Legal and Regulatory Foundation

" The legal and regulatory foundation for enabling PPRNs to
“extract EHR data” exists today:

= All certified EHR technology has capability to generate a
C-CDA document containing Common Clinical Data Set

= OAuth 2.0-based APIs for authorizing access to data has
been widely implemented outside health care

= HIPAA Privacy Rule requires that providers enable patients
to obtain electronic copies of their own data in the format
the patient requests!?

= CMS 2018 objective for patients to be able to retrieve EHR
data using the app of their choice
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The PPRNs Want to Help Change the
Adoption Dynamic

HL7 FHIR
App Access
Portal CCDA VDT

Current
capability

Basic Portal VDT

Federal incentives

No access

2016 2017 2018 2019 2020
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The Vision

OK?

An appllcahon would like to connect to your account
The app] u [ My Health Record . _{by

Geekies lh bhnmamsmdupﬂ e\ourd.nt on Twitte
Not usi gT “lc'r & Conversation!

uuuuuuuuuuu it BakerD

Passwo rd:  esob38ksl| YeS

' Sally’s EHR
P~.uent Portal data

Send Sally’s health
record to her PPRN

Select sharing permissions

Researcher

. Search for: BRCA + nonsynonymous_variant
@ pcornet + rare_variant + familial breast cancer




Proof-of-Concept Technology: Data Registry
Component

= Genetic Alliance Platform for Engaging Everyone Responsibly
(PEER)D!
= Enables individuals to make their own health information

available to researchers as defined in participant-selected
permissions managed by Private Access!®]

« Currently holds participant-reported data

= Private Access provides OAuth 2.0l'land OpenlID
Connectl® services needed for single sign-on and user
authorization
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Proof-of-Concept Technology: Mobile
Application Component

" Yale Hugo app®10]

= Developed in partnership with Yale New Haven Health
System

= Mobile app designed to collect health data from EHRs and
wide range of consumer health technology

= Auto-updated with EHR data daily

= Conduit for interactive communication among patient,
providers, and researchers

= |n use now at Yale, using “proxy” access to existing portals
— plan to migrate to FHIR resource retrieval when available
from EHRs

«&2» peornet .




Proof-of-Concept Technology:
Receiver and ETL

= |mplement RESTful API to enable PPRN to receive data

= Technology to perform bi-direction transforms between CDM
data elements and FHIR (for queries) and FHIR to CDM data
elements (to extract and load into registry)
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PCORnet CDM Domains, v3.0

conpiTion @

A condition represents a patient’s diagnosed and self-
reported health conditions and diseases. The patient’s
medical histary and current state may both be
represented.

DEATH @D

Reported mortality information for patients,

DEATH_CAUSE €D

The individual causes associated with a reported death,

DEMOGRAPHIC &

Demographics record the direct attributes of individual
patients.

piagnosis @

Diagnosis codes indicate the results of diagnostic
processes and medical coding within healthcare delivery.

DISPENSING @

Outpatient pharmacy dispensing, such as prescriptions
filled through a neighborhood pharmacy with a claim
paid by an insurer. Qutpatient dispensing is not
commonly captured within healthcare systems.
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ENROLLMENT €D

Enrollment is a concept that defines a period of time
during which all medically-attended events are expected
to be observed. This concept is often insurance-based,
but other methods of defining enrollment are possible.,

ENCOUNTER &

Encounters are interactions between patients and
providers within the context of healthcare delivery.

HARVEST €

Attributes associated with the specific PCORnet datamart

implementation

LAB_RESULT.cm @

Laboratory result Comman Measures (CM) use specific
types of guantitative and gualitative measurements from
blood and other body specimens. These standardized
measures are defined in the same way across all PCORnet
networks,

PCORNET TRIAL @D

Patients who are enralled in PCORnet clinical trials.

PRESCRIBING &

Provider arders for medication dispensing and/or
administration.

PRO.cM &

Patient-Reported Outcome (PRO) Common Measures
[CM) are standardized measures that are defined in the
same way across all PCORnet networks. Each measure is
recorded at the individual item level: an individual
question/statement, paired with its standardized
response options.

PROCEDURES @@

Procedure codes indicate the discreet medical
interventions and diagnostic testing, such as surgical
procedures, administered within healthcare delivery.

vita @

Wital signs (such as height, weight, and blood pressure)
directly measure an individual's current state of
attributes,




User launches Hugo app, logs in
using PrivateAccess OpenlID, and

requests EHR data

Acting as user-proxy, Hugo
logs into EHR

On participant’s behalf,
Hugo uses BlueButton
protocol to download C-
CDA document

Hugo persists C-CDA in
User’s PHR and asks
whether User wants to
forward it to PEER

If so, Hugo forwards C-
CDA from PHR to PEER

Participant assigns
permissions

PEER extracts data
elements, transforms to
CDM elements, and
persists data in registry

Researchers discover and
retrieve data as permitted

o]

{1) Launch HUGO app
(2) Log in using

Frivatedccess OpenlD »

(4] Request EHR
data

L4

‘ (5) Need EHR portal password

{E) Share password with HUGO

for use in retrieving EHR data )

P| HUGO

{3) HUGD uses Privatedccess
OpenlD Connect serice Lo login wser

(7} Legin to EHR with User's cledentlals’{ EHR l

p—

(B) Authenticale user

(%) Request download of C-CDA

document {BlueButton protocol) )

Sequence Diagram for
Interim, Password-Based
Hugo Access to EHR Data

alt [(10) C-CDA document available]

‘ (10¢) C-CDA successfully downloaded to PHR
4 (10d) Share EHR data with PEER?

¢ {10a) Download C-CDA document

{10b) Persist C-CDA in FHR

,IJ PHR

alt _Jﬁm Yes, share with PEER]

{11c) C-CDA successfully sent to PEER
establish permissions?

(11a) Forward C-CDA ta PEER

(11b) Ferward C-CDA to PEER
PEER

Al
alt |[{12| Yes, set up permissions]

(12a) Redirect to PEE

(12b) Grant permissions for use of data

TTZc) Ne, not now]

[y
(12¢) User establishes
permissions at later time

{10e) Extract data elements
and load into registry

-

[(13) CCOA dociment not avaiiable]

(13) Unable o retrieve C-CDA document

14) Query for date
HEny O R Researcher

USET PEIMISSIons.

(15) Mediate access enfolcmﬂ

15) Enable view andfor dcmnlcmd'

| User |

HUGO

Researcher
10



User

User launches Hugo app, logs in using

PrivateAccess OpenlD, and requests MW

that EHR data be downloaded to PHR @ userics g Sequence Diagram for
and sentto PEER ' . —
BRI Hugo-based RESTful
Acting on participant’s behalf, Hugo O Reest hatEHR Extraction of FHIR
requests FHIR resources from EHR S —
q (5) Request FHIR rescurces' EHR Resou rces
EHR authenticates User and asks for (6) Authenticate user,
. . request permission to
permission to grant Hugo the llow HUGO to access data
requested access e A »
- {8b) Authorize requested access? ____________ |
. . T j@@l_&eﬂ]ﬁls_s_eelmﬂ;e‘! ________________ P
If User grants permission, EHR issues P ——
d r login fails
access token that enables Hugo to attoms to EHR resouroen

is denied

extract FHIR resources

' (7} Return access token
. (8) GET autherized rescurces '
Hugo uses the token twice: once to g—{66) Retum FHR resources
extract resources and redirect them to (8b) Redirect rescurces to PHR { PHR
the User’s PHR, and again to extract e e |
. autharized resources
resources and redirect them to PEER _
(8d) to PEER )l] PEER
Hugo notifies the User that EHR data e o e
establish permissiong?
have been sent to PHR and PEER M‘—N—vam—'—m
10a) He_dllectlo FEER to
Hugo asks User whether she wants to | estabon senmissions
. . . . 10b] Grant permissions for use of data
assign PEER permissions; if so, HUGO E—————1 ‘ So——
redirects to PEER (PrivateAccess) for
thlS purpose permussmnsatlatenume
Transform FHIR data
PEER extracts data elements, s Semerts o O
transforms to CDM elements, and o
persists in registry ' ¥ Researcher
. . (13) Mediate access, enforcing
Researchers discover and retrieve user pefmissions j
data as pel’mlttEd 14) Enable view and/or download,

User HUGO EHR PHR Researcher



Notional Screens for PPRN Pilot Scenario
(based on actual Hugo Ul)
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Would you like to put your
health information to work in
medical research?

You can do so privately, under
sharing rules that you define
for yourself, through a service
we provide through Private
Access.

% PEER

Platform for Engaging Everyone Responsibly

Tell Me More

af Hugo
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The Hugo app enables you to
make your medical information
available to PEER.

Private Access enables you to
decide who can use your
information and for what

purposes.

It's quick and simple! Participant logs in using

Private Access OpenID
Connect

o

| ®‘ Register |@

{or sign in)

@\ Take a health survey

Import my clinical records

®‘ Let researchers find you

@ pcornet




Perfect.
Now let’s find your
health records to import.

Access your patient portal to begin.

Y  UCONN

A HEALTH

M,
Hartford fua
Hospital

Log In
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YALE-NEW HAVEN
HOSPITAL

Patient Portal Access

Username

hsmithington@gmail.com

Passward
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SIGHITE @

Send ngrEEnrds to

Health Timeline

2016

Emergency
Yale New Haven Hospital

Office Visit - Oncology
Amar Bogus. MD

Lab Results

Yale New Haven Hospital

Office Visit

Robert Stone. MD

2015

PSAT Image

Yale New Haven Hosnital

! 4
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Current Status

= Genetic Alliance and Yale Center for Outcomes Research and
Evaluation (CORE) have agreed to work together on proof-of-
concept

= Concept presented at PPRN Design Day July 11 — other
PPRNSs invited to participate in Proof-of-Concept

= Mapping between CDM and FHIR elements

= Task is in queue for funding
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http://www.geneticalliance.org/programs/biotrust/peer
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