Role-Based Query Access (RBQA)

Purpose

Internet age has brought a proliferation in the amount of information that is available and an increase in accessibility to such information. As we rely more heavily on networks and internet as a means of communicating, we must increasingly consider how these networks store and distribute this information. Aside from the problems that arise in managing the security of large diverse systems, we must also consider the implications of distributing personally identifiable information across such systems. Some of the issues associated with the distribution of this information arise out of the identity, authentication and authorization models that have been defined for these services. 

The value of a RBQA approach is that the user asserts a ‘role’ rather than a typical identity when requesting a service. In this way, the user can maintain some level of anonymity and privacy. However, the actual identity of the user may still be maintained by the local domain, thereby addressing possible repudiation and legal concerns. These RBQA systems also allow the user to determine the amount and type of information released about that user. This granularity of control can be used to adjust the level of anonymity associated with a communication session. 

RBQA administration is a must to provide more control and flexibility in managing user Query access and their capabilities than do the predefined system roles. With RBQA administration, you not only have the predefined resource and administrator system roles, but also you also can grant separate tasks, recombine tasks in new roles, and group database users in custom, or user-created, roles.

Use cases

1. The RBQA service should be able to accept the authentication, Role, Query parameters etc and perform a Query within the SLA defined.

2. Considering and ranking the best authentication and authorization methods to determine how well the authentication methods are based on the technologies like IP Filtering, Proxy Server, Referring URL, Username & Password, SIP/SIP2, NCIP, Shibboleth, Kerberos, Athens, X.509 Digital Certificates, Cookies, LDAP

3. Although the authentication methods can be examined purely in terms of the user when evaluating their suitability for a given use case, the environmental factors must be applied within three different contexts: the metasearch service provider, the information service (i.e. database) provider, and the licensing organization and its users. Some authentication methods that is needed to be evaluated in the context of environmental factors are Suitability/Effectiveness, Ease of Implementation, Licensing Cost, Implementation Cost, Software Expertise Required, Security, Maintainability, Robustness, Scalability, Simplicity of Understanding, Acceptance/Preexisting Implementation

4. Service should be capable of handling role-based security in terms of administrations

· A list and description of the task authorizations 

· A description of role capabilities, with examples to illustrate role flexibility 

· Creating roles 

· Granting task authorizations to users and roles 

· Granting roles 

· Granting object privileges to roles 

· Revoking task authorizations, object privileges, and roles 

· Tracking role authorizations and members

5. Support when a user attempts to access a licensed database via the metasearch engine from a location that is on the network of the licensing organization (an "in-domain" user).

6. Support when a user attempts to access a licensed database via the metasearch engine from a location that is not on the network of the licensing organization (an "out-of-domain" user).

7. Support when a user attempts to access a licensed database via the metasearch engine that relies on some sort credentials to manage resource access.

Functional Capabilities:

1. Suitability/Effectiveness: Is this authentication method suitable, or effective, at providing access control? Service providers will evaluate this in terms of reliability and security, users, in terms of ability to access the licensed resources.

2. Ease of Implementation: How easy is it to implement this authentication method? This factor can lead to very different rankings for service providers vs. licensing organizations. For example, IP filtering can be very simple for any one to "implement," since all that is required is that a list of IP addresses or ranges be reported to the service provider. The service provider, on the other hand, must maintain a database of authorized IP ranges and check all incoming connections against the database.

3. Licensing Cost: How expensive is it to license any infrastructure necessary to implement the authentication method? For the most common systems deployed today, there is zero, or minimal, licensing cost; newer, and proprietary, systems (such as Kerberos or SIP) may require users to acquire software licenses.

4. Implementation Cost: How expensive is it to implement the authentication method. This is indirectly related to the ease of implementation. Systems that require client software to be installed on end-user computers (such as the X.509 digital certificate infrastructure) will be more expensive than more passive systems, like IP filtering.

5. Software Expertise Required: How much networking, IT, or programming expertise is required to implement and maintain the system. In some cases, individual end users may require a certain level of software expertise (for example, can the user successfully modify the proxy and security configuration of their web browser).

6. Security: How secure is the authentication method? Is it susceptible to spoofing, forging identities, or cracking?

7. Maintainability: How much ongoing work is required to maintain the authentication system? What types of changes within the licensing organization require changes to the configuration of the system?

8. Robustness: How robust is the authentication method?  The working group members generally interpreted robustness as a combination of security, maintainability and scalability.  One authentication method is more robust that another if it can be set up and then left to run, with little ongoing work beyond monitoring it’s performance.

9. Scalability: How scalable is the authentication method? Does it cope well with large numbers of users, of licensing organizations, or of parallel connections?

10. Understandability: How simple is the authentication method to understand for the people involved. Having a clear model of how the authentication method works can often simplify support issues. 

11. Market Acceptance/Preexisting Implementations: How common is the authentication method? Does the licensing organization already have the necessary infrastructure in place to support the method (for example, has the campus deployed Shibboleth internally)? Does the information service provider have other clients already using the authentication method?
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