CBCC Privacy Policy Vision Statement: 2009 
Draft 
       The Community-Based Collaborative Care (CBCC) WG develops electronic information standards to help integrate delivery of health and human services (HHS), and to support cost effective, private and public business.   More than other HL7 WGs, we take the perspective of the subjects of care, called “clients”
.  We assume that clients want to take more responsibility for their own health and wellbeing, starting with protecting the privacy of their personal information.    
We also take the fiduciary and fiscal perspective of jurisdictions and their citizens who ultimately pay for health and other human services (through taxes and insurance premiums).   We seek standards that enable access to critical need and assessment information for client affinity groups, service providers, program administrators, and legislators, while protecting the personal privacy of individual clients.              

Privacy Policy Sharing 

The new HL7 “composite privacy consent-directive” standard defines syntax, vocabulary, and related network exchange protocol for privacy policies.  It can be used by clients to create and to convey personal policies. The latter prescribe who, what, how, and when others can create, store, use, and share personal health information (PHI).   Like clinical records, these personal policies may contain private information that should be held confidentially.  Also, like clinical records, they should be understood by machines and humans alike, in real time.   
    This privacy policy standard can also be used by service providers and jurisdictions to publish their privacy protection policies.  The latter describe how these public actors protect the privacy of PHI while it remains in their custody.  They may also describe  how these public entities help clients to create and exchange their personal policies, privately.        
Trust Networks Founded on Client Choice: A Functional Profile 
     Safe sharing of digital client records requires trust and verification.  Sources and recipients must be trusted and verified across networks, without face-to-face contact.  If that can be done, easily, it will enable much of the promise of digital records for health care.
Digital Identity – A Client’s Choice   For a client to trust that a service provider is the right source or recipient of a personal record, s/he must be able to verify that the provider has the right (unique and secure) digital identity.  Similarly, for a service provider to trust that the right client is the source or recipient of a personal record, the provider must be able to verify that the client has the right (unique and secure) digital identity.  
Providers should be required to have digital identities.  Clients should be able to choose to have a digital identity, or not.  The best option is a public/private digital key pair.
  Compared to the current alternative (e.g. US providers sending sensitive client identifiers to many other providers, asking each to find potential matches to records in their systems) a unique digital identity for clients would virtually eliminate false positive and negative matches (a safety risk), while reducing unwanted disclosure of identifiers.    
Clients Own a Copy of Their Personal Records   Based upon a specific directive from the verified subject of a HHS provider’s records, the provider must supply a copy of all personal records to the client.  Clients need a copy of their own records in order to assess their sensitivity and then to tag records or parts of records with their own privacy protection policies.  Self-ownership of personal information may also drive strategic information sharing within care teams for clients with sensitive problems.    
Provider Legal Protection   When providers disclose client information, following appropriate consent-directives, they need legal documentation for these facts.  So, in the event of subsequent misuse of this information (by the client or by 3rd parties), they may be held legally harmless.  

Similarly, when service errors occur, that may be traced back to false or incomplete information conveyed by clients, providers may also be held harmless.   
Health Record Bank – Another Client Choice   Service providers have private business organizations, as well as hospital and banking partners, that create and manage business records.  As clients take more responsibility for their health and health care, they may also need trusted business organizations to create and manage their personal records. Often called Health Record Banks (HRBs), they serve as fiduciary agents to help clients’ to create digital consent directives and to document health history; collect personal records from service providers; offer advice; and transmit pertinent information to future providers and to public agencies, as per consent directives.  
As with traditional banks, trustworthiness is ultimately determined when clients’ choose their HRB from among competing agencies.  Like banks, HRBs should also be subject to accreditation against industry standards as well as government regulation.     
Only Licensed Mining of Anonymous Populations of Personal Records   A major social benefit comes when digital health records are aggregated over entire populations, at very low cost.  A vast array of new quality, outcome, and cost effectiveness analyses can be done, repeatedly over time.   A population might be all clients served by particular providers, everyone over the age of 60, or whatever.  This opportunity to monitor change over time is unprecedented.  
For most studies, personal identity is completely irrelevant, so obvious identifiers should be stripped from personal records.  However, these anonymized records may be re-identified by matching them to related record sets that contain identifiers.  Unless sanctioned by legitimate authority, such re-identification must be prohibited, including penalties that are proportional to potential privacy losses.  Enforcement problems would be reduced if all service providers (HRBs as well as doctors and hospitals) used secure systems that minimized leaks of private information.         
� In behavior health, subjects of care are called clients.  Though often used interchangeably with “patient” and “consumer”, “client” connotes more self-reliance than “patient,” and less self-indulgence than “consumer”. 


� “Public Key Infrastructure” is a well known and widely used security protocol.  All Federal employees in the US will soon have a PKI token (smart card), according to “HSPD-12”.  Biometric (e.g. finger print or iris scan) data may be used for initial positive identification, and could also be used to directly verify identity during face-to-face contact. 
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