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Quarter 1
1. General

Meeting called to order.

Introductions

Review of existing projects in the TC:


CCOW support of SAML Assertions (HL7 project number 206)

http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
Administrative

Report from the Technical Steering Committee Dinner
Report from the Structure & Semantic Design Meeting


Three year planning document

SWOT (Strengths, Weaknesses, Opportunities, and Threats


Periodically review of Mission and Charter statements


Review of committee health by the Steering Division



Number of active projects



Minutes posted



Steering Division calls attended



Wiki content



Homebase (GForge)



Ballots 

CCOW TC is doing fine.
· Three year planning document; Initial ideas: 
· Approved projects: Support of SAML by CCOW

· Future projects: 


· Review SOAP binding proposal

· Support of XACML by CCOW


CCOW Context Manager as a configurable application

· Involvement in SOA initiatives: SOAP, SAML, Web Services

· SWOT (focus is on the TC, not projects)

· Strengths – Very focused, generates good work, cooperative
· Weaknesses – Limited participation by providers
· Opportunities – International focal point for CCOW
· Threats – None
· Administrative tasks

· Upload SWOT

· Upload three year plan

· Upload minutes

· Review mission and charter statements

· Future meetings

· Scheduling for next meeting NLT Sept. 29

· January 11-16 2009 WG meeting at Orlando

· Wednesday preferred

2. Review of Support for SAML Assertions Project (Q1)

· Support of SAML assertions in CCOW
· Issue of getting a new assertion when the assertion in context expires
· Related Issues: 
· SAML assertion needs to be securely transported
· Setting user context using an Assertion
· Serving a SAML assertion
· Who should be able to obtain a SAML assertion? 
· Limit audience to identity assertions

Use cases:
UC1. CM gets the initial assertion from AuthZ service and sets user into context

· 1a  How does a SAML aware application obtain the user identity? 
· 1b  How does a non-SAML aware application obtain the user identity? (diagram below) 
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· UC2. If the CM does not initially get an assertion from AuthZ service 
· How does a SAML aware application obtain the assertion? 
· How does a non-SAML aware application obtain the user identity? (current approach) 
· UC3. CM as an Actor in SAML service
· Support of SAML assertion into context
· No support of requesting additional SAML assertions requested by participants
· Possible support of renewing an expired SAML assertion in context
· CM responding to request for SAML assertion: How to renew a SAML assertion from the AuthZ or expiration OR use of long timeouts. 
· UC4. Stretch Goal: 
· Can CM consume and enforce policy information (AuthZ information through SAML assertion) on CM functionality
N.B.: CM is just another application that could be controlled by SAML assertions.

· Which application are allowed assess to SAML
· Can configuration be translated into SAML assertions? 
Quarter 2
3. Additional Discussion of Support for SAML Assertions (Q2)

· Major points

· Benefit of SAML allows no secure link.  
· The assertion is protected using SSL of digital signature. 
· Non-secured binding
· Data Model
· context data item definition, e.g. 
· user.id.logon.SAML  (suffix) 
· user.id.saml  (new context definition) 
· Suggest a new subject: (in subject.role.name format without suffix) 
· UserAuthenticationToken.id.SAML  <proposed>
Leverage SAML assertion be used by the application to participate?

· Security Issues

· Saving the SAML assertion: 
Once user in assertion is set in context, AuthN assertion must be stored in a way that can not be read in its entirety unless application is authorized. 
· How to identify who is making a request for a SAML assertion from context assuming a non-secure subject. 
· Use standard “secure subject” CCOW binding

· Client side certificates (SSL)

· Encrypt response so that only recipient can decrypt

·  N.B.: transfers will be protected

· How to protect SAML assertion so only intended recipient gets the assertion.

· Peers:

· There is a type of subject that when sets requires the use subject to be filled in.  This is essentially an annotation subject.
· Additionally, if subject changes the SAML assertion must be removed.  These are “peer” subjects. Acts and an annotation subject when SAML acts like an annotation and sets the subject. 
4. Changes to CCOW Documentation in Support for SAML Assertions

· New characteristic for the user subject:

· Either subject acts similar to an annotation depending on which is set “coordinated subjects.”
· Add new UserAuthenticationToken subject to support SAML token.

· Setting the assertion
· Data definition: 
· Structure

· Suffix

· Body

· Behaviors

· Data: 
· New subject definition:
· Not a secure subject

· No optional suffix appended

· 
UserAuthenticationToken.id.SAML  <proposed>

· Data content:

· Attributes

· Sharing User Context at a Site

· Data Definitions

· Examples of User Subject Items
Proposed Changes:

Changes to: HL7 Context Management Standard:  Technology and Subject-Independent Component Architecture, Version 1.5, May 2004 in §9.9 adding coordinated subjects

Changes to: HL7 Context Management Standard:  Subject Data Definitions, Version 1.5, adding new section of UserAuthenticationToken and the “coordinate with” attribute model descriptions in §3.
Use “view subject” section for describing “coordinated subject” as well as the architecture required to support SAML.

Attributes

The following table summarizes the attributes for the UserAuthenticationToken subject:
	Subject label
	“User”

	Subject type
	Identity

	Synchronization
	Constant

	Security
	Requires authentication to set subject

	Subject Dependencies
	None

	Mapping Agent Coupon Value
	-2


Sharing User Context at a Site

Example text:

A particular real world user may be identified at a site using a different logon name for each application. Therefore, in the specification of the user subject certain context subject identifier items (see Section 0) may be differentiated by a site-defined suffix. A User Link-enabled application shall be configurable such that it can be configured on-site as to which suffix (or suffices) it is to use when it interacts with the context manager to set or get user context data. This suffix may be the name of a locale, facility, application, or other sensible identifier, such that the “context” for interpreting the user context data can be readily represented.
EXAMPLE Table that need content for UserAuthenticationToken:

Data Definitions Table:
	User Subject Identifier Item Name
	Meaning
	Data Type
	Semantic Constraints on Values
	Case Sensitive

	User.Id.Logon.
Suffix
	User’s logon name (No meaning for HL7)
	ST
	None
	Value is case sensitive. For example, “ksmith” and “Ksmith” are two different logon id values.


Set Value Table:
	User Subject Corroborating Item Name
	
HL7 Meaning
	HL7 Data Type
	HL7 Semantic Constraints on Values
	Case Sensitive

	User.Co.Name
	User’s name (No meaning for HL7)
	XPN
	None
	No


Examples of User Subject Items

	Example Item Names
	Example Item Values

	User.Id.Logon.3M_Clinical_Workstation
	k_marchant

	User.Id.Logon.Logician
	kylem

	User.Id.Logon.Carevue
	KM01230

	User.Co.Name
	Kyle Marchant


Quarter 3
Joint meeting with security TC:

· Agenda: Discussion topics
· How to set into CM

· What comes out of CM

· Secure Communication and access without a chain of trust

· LOA 4; browser profile use of holder of key

· Distinguish Browser SSO from CCOW SAML support

· Current state of SP 800-63 1

· How to renew a SAML assertion from the AuthZ or expiration OR use of long timeouts.

· Saving the SAML assertion: 
Once user in assertion is set in context, AuthN assertion must be stored in a way that can not be read in its entirety unless application is authorized. 
· How to identify who is making a request for a SAML assertion from context assuming a non-secure subject. 
· Use standard “secure subject” CCOW binding

· Client side certificates (SSL)

· Encrypt response so that only recipient can decrypt

· Saving the SAML assertion:

Once user in assertion is set in context, AuthN assertion must be stored in a way that can not be read in its entirety unless application is authorized.

· How to identify who is making a request for a SAML assertion from context assuming a non-secure subject.

· Use standard “secure subject” CCOW binding

· Client side certificates (SSL)

· Encrypt response so that only recipient can decrypt

· Transfers will be protected

Peers:

· There is a type of subject that when sets requires the use subject to be filled in.  This is essentially an annotation subject.

· Additionally, if subject changes the SAML assertion must be removed.  These are “peer” subjects. Acts and an annotation subject when SAML acts like an annotation and sets the subject. 

· New characteristic for the user subject:

· Either subject acts similar to an annotation depending on which is set “coordinated subjects.”

Discussion:

· LOA 4; browser profile using of holder of key

· Distinguish Browser SSO from CCOW SAML support

· Review impact of  SP 800-63 1 in clinical healthcare 
· The intended use of the assertion is poorly defined without mutual authN in the SSO profile.

CCOW: providing token – 

· Determine eligibility

· Determine the requestor

· Mutual authentication one option

Options:  Secure binding

· Mutual authentication

· Encrypt payload (e.g. using application’s key)

N1: Notes on the discussion over Secure binding vs. non-secure binding:

JM: SAML assertion is purpose-bound.  Need a secure communication because assertion must be bound to the request.  

DF:  Purpose of the assertion is relevant to set user context not what downstream application use.  

MD: Will find authoritative answer to use of assertions between IdP and CM

JM: Identity assertion has a broad purpose, e.g. communicating with the health exchange.  JM prefers the use of secure binding and the subject is a secure subject.

JM: Desires a proxy-able assertion to acquire a new assertion for additional scope.
Coordinated subject: user and user AuthN token (c.f. view subject)

N2: Notes on the discussion over Refresh / time out

JM: treat SAML assertion. Sometimes the user AuthN token is “refreshed” without changing the user.  

DF: should document the timeout.  The authenticating application should refresh.  
JM: thinks burden should be in authenticating application – OR -
MD: suggests the CM might track the expiration; 
DF: responsibility is at the CM not to hand out expired token

CM must understand the refresh updates the user AuthN token but not start an entire user change 

  a. coordination

  b. behavior on expiration

N3: Notes on the discussion over project schedule

MD: suggested end goal of ballot-able product by Sept. 2009.  

January mark-up is co-chairs agree with specification / data definition approach

DF: by end of month decide if Kyoto meeting is on

DF: suggest Sept 2009 is the final review before going to ballot

Need:

1. Architectural changes and 

2. Data definition changes

More than addition of a new subject (security issue discussion, coordination) will not be a huge change.  Look at SAML security and privacy considerations 

Quarter 4
The committee proposes editing the current standard to include the support of SAML.  The effort below examines what would be involved.  The committee as a whole will then decide if this is the correct approach.
Preliminary Changes to: HL7 Context Management Standard:  Technology and Subject-Independent Component Architecture, Version 1.5, May 2004 in §§9.9, 9.10 to add coordinated subjects.
Issue: Requires a volunteer to write new section.
Based on discussion with Security TC there is a question on requirement of using secure subject.

· User subject does not support secured gets.  Anyone can get the user subject (no secure gets).  Keeping Assertion as a separate subject allows us to restrict reads:

· Only intended for a valid recipients

· Use of secure gets

Proposed changes to Subject Data Definitions, Version 1.5:
Attributes:

	Subject label
	“UserAuthenticationToken”

	Subject type
	Identity

	Synchronization
	Constant

	Security
	None

	Subject Dependencies
	None

	Mapping Agent Coupon Value
	None

	Coordinate With
	User


Data Definitions

	UserAuthenticationToken Subject Identifier Item Name
	Meaning
	Data Type
	Semantic Constraints on Values
	Case Sensitive

	UserAuthenticationToken.Id.SAML
	User’s SAML authentication token (No meaning for HL7)
	ST
	See below
	Value is case sensitive.


Examples of userauthenticationtoken Subject Items
	Example Item Names
	Example Item Values

	UserAuthenticationToken.Id.SAML
	64-bit encoded string


ACTION ITEMS: 

From Security Meeting:

· Explain the security use of binding an assertion with POU and addressing the NIST concerns.

· Discuss with the Co-Chair:
· Decide which documents will change

· Decide who is responsible for edits

· Decide schedule

· Decide if meeting in Kyoto

· Need:

· Architectural changes and 

· Data definition changes

· More than addition of a new subject (security issue discussion, coordination) will not be a huge change.  Look at SAML security and privacy considerations 

OPEN ITEMS:
Need security discussion in architecture document with security TC input

Review LOA document from Mike (security TC action item)

Decide if using secure subject

Get SAML assertion appropriate for mapping a field – we need the security TC to create an assertion appropriate to our use.

Motion to get adjourn (Andy); passed.
