Minutes for CCOW TC

April 29 – 30, 2003

Tuesday - 4/29/03

Name


Affiliation



email

Eric Weaver

Sentillion


eric.weaver@sentillion.com
David Tuma

Veterans Administration
david.tuma@med.va.gov
Darrell Hansen
Carefx



dhansen@carefx.com
Terry Williams
Trace Medical


twilliams@tracemed.com
Ed Coyne

Veterans Administration
ed.coyne@med.va.gov
John Brimm

Carefx



jbrimm@carefx.com
Dan Soule

Cerner



dsoule@cerner.com
Mark Morwood
Sentillion


mark.morwood@sentillion.com
Rob Seliger

Sentillion


rob.seliger@sentillion.com
BJ Lawson

Mercury MD


william.lawson@mercurymd.com
John Moerhke

GE



john.moerhke@med.ge.com
View Subject:

· Changes to the architecture allow the periodic resynchronization of the view subject to synchronize on the user gesture to set the view subject, but then the user can drive the applications without the view needing to stay in synchrony. 

· Provides a lighter degree of synchronization to support subjects where security and or patient safety don’t come into play.

· Action: Suggested to change Periodic synchronization to [Intermittent, momentary, non-constant, temporary] synchronization.

· Add clarification to describe the notion that views can be defined to be a couple of high level views all the way to making a view map to every screen in the application. This will be vendor determined based on a number of factors including the applications underlying architecture.

· One drawback for View Subject is that it requires manual configuration by the system admin.

· Snapshot described by David whereby the applications could set a app specific item designated by suffix. The app would continually update its item to reflect where it is at any point in time. The context would then reflect a snapshot of where the user was at any point in time. The Snapshot has the following characteristics:

· Make unsecured

· All apps continually set as they move

· Mapping agent is not invoked so does not propagate these sets from one app to another

· Snapshot app just looks at current context values when user clicks snapshot

· Snapshot app can (in response to user action) set / restore a snapshot

· Pro: power to the user

· Con: cm performance; not currently supported architecture; conflicts with other context chgs

· Current thought is that Snapshot is a separate concept from the view subject.

PKI:

· Need to add verbiage to 15.3.5 to describe import of the CA certificate that has the public key to verify the authenticity of the component certificates.

· For multi-facility assuming separate context management environments there would be site defined certificates that would need to be put in play depending on the site chosen. This also applies to passcodes.

· Add section 6.1.5 to define the added Certificate Format in table 4 of the Web Spec and 8.4 of ActiveX Spec.

· mac has now been defined to have two different meanings depending on whether the passcode or PKI method in support of the secure binding process.

· Perform final validation from Mike Davis for final sanity check.

Sign and Verify:

· Given the needs the sign and verify action meets with basic criteria of CCOW to be supported by the CMA and involves user interaction.

· This could obviate the need for applications to have to deal with certificates and leave that to a component of infrastructure.

· Trusted Content function may or may not require a user interaction.

· Signature Action would attach a user association to the data being signed.

· Need to define values for Signature.ou.resultcode

· Issue: Revisit the need for nested actions as the signature agent would require a user-authenticate action in order to provide the input Signature.in.practitioner.

· The context agent performs a secure bind resulting in signed messages.

· Action: name ????

· Need to add Signature.in.manifest as input to Verify Signature Action

· Action: Updated version of Signature agent proposal document – received updated version from Brian – Rob to convert to a draft specification

Multi-Facility:

· Agreed that the proposal would work.

· Concept of a light weight Session Manager that would provide a means of communicating the users intent (logon to facility A)

· Use DNS RR record to provide access to this light weight service that would provide me with the list of context managers. RR’s are not propogated.

· If there was a smart context registry where a web application in calling the CMR passes in the URL of the participant. The CMR based on that URL determines which facility I the user am interested in. The CMR then returns the CM reference to that facility.

· Concept of enforcing for remote access, the use case for needing to support interaction for multiple facilities requires that the applications implement the Web spec.

· The first desire is to get multi-facility working one cm session at a time. The ultimate desire would be to have multiple cm sessions working simultaneously

· Alternatives for solution Multiplexing, and remote service. 

Key Containers:

· Issue: when multiple sessions exist and there are separate instances of the same application the key container CCOW.Application-Name.Self

· Add rules on the application side such that any application that is capable of supporting multiple instances needs to add an instance identifier on the Application-Name.

· For the Context Manager relax the current verbage in the standard to let the CM implementation determine the key container name, then the CM can add an instance identifier to the CM name.

· Good practice is for apps to use Key containers defined as CCOW.Application-Name.<suffix> that needs to account for multiple instances either in the same session or multiple sessions.

· Good practice is for cm’s to use Key containers defined as CCOW.Context-Manager.<suffix> that needs to account for multiple instances of the CM to support multiple sessions.

· Good practice is for mapping agents to use Key containers defined as CCOW.Mapping-Agent-Subject-Name.<suffix> that needs to account for multiple instances either in the same session or multiple sessions.

Wednesday – 4/30/03

Protection Profile:

· Review of CCOW Protection Profile led by Ed Coyne

· Sections 3.0 Security Environment and 4.0 Security Objectives can be for the most part tailored for CCOW not created from scratch.

· Evaluation Levels 1 – 7. Levels 1 & 2 are considered weak. Level 3 being the baseline. Only government labs can perform levels 6 & 7.

· Protection Profiles may be needed for each of the CCOW defined components, Application Participant, Context Manager, Agents. This may be able to accomplished by a Protection Package which is a partial Protection Profile that states only those components that apply and then can be included as part of a total Protection Profile. 

· Security Target is generated by a vendor in response to consumers Protection Profile as may be issued in an RFP.

· Key part of the profile is Section 5 Functional Requirements

· Concern over creating another standard in the form of the Protection Profile that will be different in its level of granularity than the CCOW specification.

IHE Requests:

· Problem statement: How can CCOW when used for SSO provide a mechanism to provide those applications the ability to obtain needed Kerberos service tickets.

· Want to make this more general i.e. request a credential and expect return of that credential.

CCOW for Handhelds:

· Question regarding whether intermittent connectivity is an issue that bears immediate attention.

· Most pertinent issue facing handhelds is the issue of a user using the solution in multi-facilities. Mercury MD implemented a site selector functionality that allows independent implementations for each facility to exist on the handheld only one of which is active at any time.

· May be interest in seeing how the current CMA applies to handhelds. Whether additional technology mappings or variations thereof are warranted.

Action Plan:

Task








Owner
Change terminology for periodic synch

Rob

Various edits for PKI specification

Rob

Revise data definitions for Sign etc. actions

Brian S.

Integrate above into draft spec. for 1.5

Rob



Propose GetServiceTicket action data defns.

John M.


Assess need for HH technology specification
BJ

Propose clarifications for key containers for 1.5
Mark, Darrell, Rob

Next draft of protection profile

Ed, Rob

Continue multi-facility discussions

All

All document updates for the above tasks are to be posted two weeks before September CCOW meeting.

Agreed-upon candidates for CCOW 1.5:

View Subject

Sign, etc. Actions

Ticket Action

Multi-Facility

PKI support

Key Container clarifications

Out of band for CCOW 1.5:

Handheld stuff

Protection profile

