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· Co-Chair Elections – Michael Russell and Robert Seliger re-elected as co-chairs for 2 year terms.


· Reviewed Draft of V1.5 (see below)


View Subject:

· Introduce the notion that the view subject would be a secure subject such that the institution has the ability to designate which applications are allowed to set the view subject. If this is the case then any application that is not granted view setting privileges should disable all controls for setting the view subject. Target for text in the architecture document under secure links.


· Added to 9.9  of statement that clarifies all applications subscribing to a subject shall respond to a context change notification for that subject.


· Change definitions of constant and temporary synchronization in 9.9 to reflect that it is germain to the subject not an application.


· Discussion concerning relaxing the View subject items for stay, home, and empty, such that, stay means stay as close as you can, home may have multiple homes depending the state of other context subjects, and empty as do what you want.

General Comment: 
John suggested the generation of an implementation guide to provide guidance to developers on what suggested behavior would be optimal.

General Action:
Remove second sentence in Subject Data Definitions documents Synchronization section concern rationale for declared synchronization whether it is constant or temporary.

Mapping Agent:

· The Mapping Agent interface (previously deprecated) have been removed from CMA and technology mapping documents.

PKI:

· Mirrored use of PKI in leu of Passcodes. Updated passcode text to be consistent with new PKI discussion


· All applications must support Passcodes, may optionally support PKI.


· Changes accepted as presented.


Signature and Notarization Action Subjects:

Signature Action:

· Signature purpose limited to ASTM definitions plus “other”


· Need for batch processing of documents, one signing ceremony many documents 


· Application’s responsibility to ensure authentication of who the user is either through the application (if trusted) or authenticate user action. This is what necessitates a secure link and determination.


· Observation of if we don’t positively impact the users experience it will not be adopted. 


· Use case 1 – User interacting with 1 application no re-authentication

· 1. User is authenticated

· 2. User is places into context

· 3. User launches application

· 4. User requests signature – sign action

· 5. CM requests action.

· 6. Agent gets user from context

· 7. Agent returns payload



· Use case 2 – Signatory is signed on user but needs to be re-authenticated

· 1. Authneticate user

· 2. Set user into context

· 3. Launch app sign on user

· 4. Re-Authenticate user

· 4a. Request authentication action agent

· 4b. Authenticate user

· 4c. Pass authenticated user back to CM / Application

· 5. Sign document

· 5a. Request signature for authenticated user from CM

· 5b. Kick off Signature Agent

· 5c. Ceremony dialog

· 5d. Agent computes Signature

· 5e. Return signed payload



· Use Case 3 – Signatory is not the signed on user – needs to be authenticated

· Same as above except different authenticated user returned in 4c above



· Action:  Recommendation of adding use cases in support of action agents

· Action: Add comments about nested actions and why we have not provided for that functionality


· Proposed this action as a Draft Standard for Temporary Use (DSTU) independent of 1.5 as a whole.

Verify Signature Action:

· Is the manifest a hash of the data (report, image, discharge summary, etc.)


· Must never store the hash (manifest), the application would recalculate hash (manifest) in order to verify the signature


· Is there relevant value for notarization in the health care arena

Issue:  How do we get more involvement on particular topics from subject matter experts? What topics, who are the right people, where do we find them, how do we motivate them to participate? Ex, several years ago convened a panel of experts relating to disease classifications. Result was not overly successful, group did not know CCOW and could not get out of their closed systems mindset.

Action:  John to document additional subject possibilities

Action:  Recheck section 10 for typos

Key Containers:

· Changes accepted as documented


· Changes were deemed to be backwards compatible
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Kerberos:

· Overview of IHE profiles impacting / utilizing CCOW components


· Proposed the Kerberos request from IHE maps to an action agent, because we can’t expose the TGT in the context and there is variability and unpredictability in the service ticket requests.


· Subject needs to be a secure subject.


· Insert assertions from Rob’s slide.


· Issue:  Question whether the service ticket is specific to the originating IP address.


· Issue:   What is the scope of a Kerberos initialization is it tied to an OS or can it be abstracted to an application or a specific application space.


· Issue:   What about multiple services requesting a service at the same time – do we need to support a means to perform parallel transactions


· Action:  Convene meeting between IHE and CCOW to further understanding of the requirements


· Action:  IHE needs to provide a Kerberos expert to provide guidance and validate the specification 

Protection Profile:

· Estimate that completing a protection will be a significant effort, question how the value weighs against the benefits


· Issue:  Mike raised issues concerning needing to understand what a CCOW compliant applications behavior is, not just a statement of “the application is CCOW compliant”


· Action:  Develop list of questions that describe at a high level application behavior for each subject


· Suggested restructuring of the CCOW documents to redistribute some of the content to the appropriate document. One example would be to move the User and Patient chapters to Subject Data Definitions and out the CMA document.


· Current standard format is focused more to a CM vendor than application developer.

Resolution of 1.5 disposition:

· Action:  Rob to find out what the options are with respect to DSTU and folding that in as draft sections of the balloted sessions


· View and PKI ready to go as 1.5


· Sign / Notarize not ready needs to be tested in the market.


· Action:  Rob to begin restructuring the documents to rearrange content amongst documents.


· Action:   Committee members to submit questions / requirements for consideration to be combined as a checklist / points to consider for inclusion in the Data Definitions for the appropriate sections.

