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Reviewed v1.5 committee ballot results.

· Ballot results

· 47 joined the pool

· 80% voted affirmative

· 16% abstained

· 4% did not vote

· The two negative-minor comments were discussed

· Comment regarding hiding controls to prevent logon to applications not permitted to authenticate the user or set the user subject: Agreement was reached that the specification should not be overly prescriptive with regard to the non-authenticating application. Will take this up tomorrow.

· Comment regarding removal of references to the mapping agent in the Web document: It was agreed that the references would be removed for consistency.  The Mapping Agent interface has been deprecated and had been removed throughout the rest of the document

· PKI processing comments 

· “Validation” of a certificate needs to be defined. Should check that:

· certificate has not expired

· OU contains CCOW component

· signed by CA

· Validation could include checking revocation of certificate (this should be optional)

· It was agreed that the above validation points would be added to the specification.

· Clean up wording to clarify which keys are being used at which points in time.

· UNICODE comment

· There may be an issue with the character encoding for web transport when dealing with UNICODE. This will be addressed in 1.5 or 1.6 depending on the timing of these releases. If the committee recommends moving 1.5 to membership ballot right away, then this issue will be addressed in 1.6. 

Persistent Links Discussion (See appendix)

· Problem is that applications suspended from the context may be left intact when the non-suspended applications are logged off (via setting the user subject to null). Possible options discussed where:

· New suspend that does not suspend at the user subject level

· Suspended apps could be surveyed and user could be alerted of possibility of lost data

· Deprecation of the suspend/resume feature (apps filter events and/or leave contexts instead of suspending)

· Add a response message to the set of returned response to the instigator indicating that some apps are suspended and will not be notified of the user change and will remain logged in.

· Others?

Inactive Context Corner Case Discussion:

· Problem exists in the multi-session environment. If an application receives a termination message from a context manager while in an inactive session, it could erroneously join the active context session if it goes back to the locate method to receive a new context handle. Possible solution:

· A desktop manager could kill processes associated to a failed, inactive context in order to prevent them from joining another (the active) context.

· Also identified a problem where a rouge application could keep getting the latest context handle, joining the context, and looking for a particular user and then launching a target application that can process under that user identity.  A similar problem could exist if some application in an inactive session triggers something that might cause an application to use the locate method. No concrete ideas on how to address this problem.

· There is a potential problem where a  rouge application could join a context manager context not intended for its use using the web binding (e.g. from another desktop). A possible solution is to require that the participant pass its URL on both the locate and join methods (the participant URL is currently required on the locate call and on the join call) and have the context manager ensure that the URL’s are identical.  Clarification of this check will be added in 1.6.

21-Jan-04 Meeting Notes

Kerberos Discussion (John Moehrke)
· Idea is to provide a CCOW action subject for requesting service tickets. The authenticating participant is the (only) participant that needs to have the granting ticket ticket. The action subject would interface to the authenticating participant to acquire service tickets for other Kerberized participants.

· The action subject would need to be a secure subject.

· John’s presentation is attached.

All comment changes were agreed to on the 1.5 specification with all negative comments removed. 

1.5 was ratified by the CCOW committee and it was agreed to that .5 should go to full membership ballot.

SAML Discussion (Mike Davis)

· Mike spoke briefly on SAML basics and capabilities.
· No concrete conclusions on how CCOW might be implicated.
Next steps:
· Send 1.5 to full membership ballot after cleanup of items noted in ballot comments (Rob Seliger)

· Research SAML and relevance to Keberos and CCOW (John Moehrke)

· Discussion on CCOW end-user usability issues and improvements for next meeting (David Tuma).

· Research use of participant URL being required on join to lessen chances of joining a context instance from another desktop. (David Fusari)

· Wording changes to sure-up security with regard to applications joining contexts inappropriately. This is the inactive context corner case. (Darrel Hansen). 

· Protection profile??

· CCOW application implementers guide best practices?

· UNICODE/HTTP encoding problem research/discussion?

Appendix – Persistent Links (Author: David Fusari)

Use Case

A user has launched multiple applications that are use link enabled.  During the course of working with the applications the user had suspended an application from participating in the context.  The user then logs out of an application still in context which prompts the user to signoff from all clinically linked applications.  The user selects “OK”.  All other apps still participating are notified that the user has signed off because the user context is now empty and logoff or terminate accordingly.  

The issue is that the user may assume they are signed off from the workstation but they have not, because the app that has suspended from the context was never notified of the context change.

The next user then comes to the workstation and can potentially rejoin the context with the suspended app left running and, if the app has privileges, set the user subject to the apps current user and the new user can launch apps as the prior user.

Possible Solution
Characterize the user subject as being persistent (we now have characterizations such as transient and constant synchronization in 1.5). Which means even if an app is suspended it will still be notified when the user subject changes.

Standards ramifications

•  GUI Link status

•  App behaviors for apps already CCOW enabled, can they handle being informed of a context change when they think they are in a suspended state?

