HL7 CCOW TC

5/4/2004 Minutes

Recorded by mlr

Attendees

1. Rob Seliger

Sentillion

robs@sentillion.com

(co-chair)

2. Michael Russell
Duke


michael.russell@duke.edu
(co-chair)

3. Kevin Seegmiller
CareFx


kseegmiller@carefx.com
4. Darrell Hansen
CareFx


dhansen@carefx.com
5. Andrew Woyak
GE Healthcare

andy.woyak@med.ge.com
6. Peter Greene

MedBiquitous

peter.greene@medbiq.org

(am)

7. Valerie Smothers
MedBiquitous

valerie.smothers@medbiq.org  
(am)

8. Mike Davis

DVA


mike.davis@med.va.gov

(pm)

9. Ed Coyne

DVA


ed.coyle@med.va.gov


(pm)

Ballot CCOW v1.5


Did not pass



No = 11, Yes = 28, ( 72%


Reconcilliation Cmte



Initial 5 at TC Meeting = Russell, Seliger, Seegmiller, Hansen, Woyak


Single Negative Minor issue replicated in 11 votes



Support for HL7 v3 RIM data types


Resolution proposal by Rob S

1. create work item & commit to plan for RIM data types in v1.6

2. publish intent in HL7 Newsletter

3. collaborate w/ other TCs / SIGs as necessary (eg JAVA)



Issues:

1. need “interoperability”, not “backward compatibility”

2. CCOW usually prototypes – desirable here

3. need RIM expert – may have to do ourselves as attempts to do this have failed in past – RIM tutorial next HL7 meeting?

Resolution voted on and passed by Reconciliation Cmte.  Rob S to contact dissenting vote leader, and expects “no” votes to be withdrawn and CCOW v1.5 to pass.

[Note: subsequent to the committee meeting, the negative ballots were changed to affirmative. This means that CCOW V1.5 is now the official new version of CCOW. – ed.]

Review of CCOW v1.5 edits after ballot to resolve minor issues


Documents will be changed to remove change bars, etc., and will then be submitted to HL7 for official posting.

Candidate Work Items:

1. Persistent Links – subjects with which apps must remained synch’d even when the user has broken the link

2. Eliminate inactive context corner cases – possibilities for incorrect and/or malicious behaviors

3. Improved UNICODE support for HTTP – CCOW spec for URL encoded messages does not work well w/ UNICODE characters due to overload of % character

4. RIM data type support - need “interoperability”, not “backward compatibility” w/ HL7 v3 data types

5. Kerberos – enable apps esp in remote presentation env (Citrix) to obtain Kerberos ticket from CM

6. SAML / XACML Support – enable access privaliges to be defined in XAMCL and made available w/ transformations to apps via CM

7. Usability Enhancements – consider end user enhancements that ensure CCOW based systems continue to be easy and intuitive to use 

8. Protection Profile – define a (non-normative? = not binding as an HL7 std) CCOW protectin profile to guide the validation of CCOW implementations esp insofar as security is concerned

9. Support for CBTl - Info Buttons – Jim Cimino - MedBiquitous = stds organization – educational content and certification / CBT.  Previous CCOW sponsored meeting w/ Stan Huff, Ovid, UpToDate, MDConsult discussed.  This would be a training workflow, not an info gathering workflow.

Presentation by Dr Peter Greene re MedBiquitous


Based in Baltimore – started at Johns Hopkins


ANSI accredited std


Includes for-profits & not-for-profits w/I organization


Maintenance of certification & CME


Charter = create tech stds for education


Scope = XML stds for med ed, med competence cert, med / sci publications, etc


Members = colleges / societies of medicine, corporate, academic


XML Stds



Professional profile



Medical learning object metadata



Activity reporting



Journal services



Metadata



Content


SCORM = Shareable Content Object Reference Model



Learning object metadata



Content packaging



Run-time environment



Simple sequencing

XML Presentation by Andy Woyak

1.
Example of HL7 v3, including some of the data model, discussed

Persistent Links

1. Subjects with which apps must remain synch’d even when the user has ‘broken’ the link

2. Should the User Link be impossible to break?

3. Example:  user breaks link and looks at diff patient.  Then logs off environment.  Accidentally leaves broken link app open.  Next person logs in to other apps, but has original person still logged in to app.

4. Team workflow vs individual workflow discussed

Best Practices

1. Behavior on rejoining context

2. Handling multiple observations



Which one is linked

3. Unified Controls (eg CCOW icon always used to break the link)

4. Be real clear:  “select” means actually doing something



scrolling thru list of patients or observations

5. Guidelines for apps that do not support explicit logout

6. Revisit icons – all vendors / apps need to use the same icons

7. Idea - Resynch mechanism



terminate vs suspend for breaking the link



need to have a means to have all apps resynch to context

Enterprise Security presentation by Ed Doyle - OASIS

1. VHA would like to use enterprise security service for authentication, but not authorization

2. Definitions


ESS - Enterprise Security Svc


CCOW Annotation Agent


CCOW Context Manager


CCOW Mapping Agent


AAIP – VHA ESS

3. Process:




log in to ESS



info transferred to CCOW Annotation Agent



requests certificate from ESS



info presented to CCOW CM



CCOW CM uses CCOW User Mapper as needed

4. XACML Decision Request (doesn’t relate to CCOW)



User trying to do something – needs authorization



Requests authorization Enterprise Policy Decision Point



Policy Info Point



Application Policy Enforcement Point – allows process



can accomidate policies not part of app’s original capabilities



messaging is minimal to allow for good performance



apps must speak XACML

5. CCOW w/ XACML  proposal



Same as before, but ...



Policy Enforcement Point checks policy request with CCOW CM



CCOW CM sends XACML request to Enterprise Policy Decision Point



E_PDP gets policy from Policy Info Point



E_PDP sends decision to CCOW CM



CCOW CM sends to App Policy Enforcement Point



App only interacts with CCOW CM, CM serves as conduit for this process

CCOW Protection Profile – presented by Ed Coyne

1. version 1.5

2. Security profile under Common Criteria

· evaluate system security in a rigorous manner

· part of RFP

· security certification under CCOW

3. scope = security features of CM, not really focused on security features of app related to CCOW + some more

4. Consensus is that greater security vulnerability with apps rather than context managers

Inactive Cases

1. app joined to an active session, session becomes inactive, then ‘something happens’ to app (eg sys admin terminates session) to cause it to rejoin session, joins active session which is the wrong session  //  would have 2 different users

2. rogue app running in background, joining context looking for specific user, then does something

3. problem occurs only in multisession environment

Kerberos

1. IHE issue – 

2. John _______ not here this time

3. subtlety – case where app uses Citrix (or other remote presenting technology), app needs Kerberos ticket, could get ticket via CM – currently cannot get ticket

4. you can make a Kerberos authenticated app work with CCOW today, but not if running in Citrix or other remote presenting technology

5. Cerner apps use Kerberos

6. is IHE now pushing Kerberos, or SAML?

7. issue on hold

UNICODE URL encoding

1. RFC 1738 used to URL encode

2. David _______ not here

3. issue not clear

Usability Cases

1. Observation Context too rigid


PACS RIS Results apps


PACS sets Obs Context, RIS goes to same Obs, Results = null


Results = lab, PACS & RIS show null

2. Can we have it so that app only tunes to observations it knows about



rather than display null, do nothing

3. Can this behavior be created centrally, rather than rely on vendors to code it?


Centralized filtration of Observation values
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HL7 v3 Training

1. Proposal to have HL7 RIM Tutorial on Monday be the initial agenda item

2. Read the HL7 book – Understanding Version 3 – A primer on the HL7 Version 3 Communication Standard by Andrew Hinchley

3. Andy Woyak will try to meet with JAVA SIG  tomorrow

Best Practices

1. Rob to find out rules for non-normative document

2. Start today with summary

Work Items

1. Curriculum for CCOW v3 training in Sept.  

· Rob to post on List Server as soon as have course schedule from HL7 HQ.  

· Move CCOW TC to Mon / Tues.

2. Best Practices & Reminders Document.

· Find out if need to ballot

Rob


ASAP

· Create draft



Rob


early Sept

· List of Configurable stuff

All


ongoing

· Review



All


Sept meeting

· Send reminders doc to Rob

Darryl


ASAP

3. Kerberos support

· Andy W to speak with John Moehrie to see if still needed ASAP

4. Speak to HL7 Board about organizing around projects rather than committees (RBAC)

· CCOW Co-Chairs

5. CBT - Support for MedBiquitous.

· Info sharing - Rob to attend meeting next Tuesday.

· Decide if CBT is a higher level HL7 project

· Assess need to define new CCOW subjects / annotations / actions to support CBT

6. Restrictive Protection Profile

· Ed Coyne to revise PP to include both Context Managers and Applications

7. CCOW v1.5 ballot

· Rob S – Communicate w/ dissenting vote leader to have “no” votes rescinded

· Rob S – Publish v3 intent in HL7 Newsletter

· Rob S – Clean up and publish v1.5 documents

Multiple Session Rogue Application


Extended discuussion about possible rogue app running under multi session manager


App would start up under Session 2 / user B’s ID while Session 1 / User A is active.


App would have the potential to assume User B identity within Session 1 / User A, allowing user A to access app posing as user B


Also a possibility of this happening for non-rogue apps if it crashes / restarts while another session active.


Solution is to have Session Manager check rules and prevent


I do not understand this at all!

CCOW Best Practices

Principle:
All apps do the basic things the same way.  Apps can do more sophisticated things, but this should be in addition to doing the basic things, not instead of.

1. Behavior on rejoining context

Issue:
Section 17.3.6.10:  When app CCOW context is resumed, spec says it can either set context or join context; some apps even use query box.

Recommendation:
Always automatically tune to the existing context when rejoin.

2. How to deal with multiple observations.

Issue:
Several apps are Obs Context aware, but not all apps know about all possible observations.  Don’t necessarily want an app to blank its data display when it sees an obs it does not recognize (eg PACS app sees ID for a lab result).  Data definition uses suffixes on observations.  Spec ...

Recommendation:
An app that sets the Pobs Context should read all values presently in the Obs Context, and then write back all values as they were except for the ones it wants to change.  The names for the values should be tagged per the existing Data Definition Document to indicate the type of observations that have actually changed.

3. User control for instructing an app to break link or rejoin context

Issue:
Different apps implement this differently.  UI spec gives guidelines but not firm statement on how to do.

Recommendation:
GUI apps should show the CCOW icon.  Use this icon as a toggle (left-single-click) to control whether app should break link or rejoin context.  More sophisticated bvehaviors can also be implemented, but this basic behavior should be supported.

4. Setting context when users scrolls through a list.

Issue:
Just scrolling through a list , eg of patient names, is not a valid user gesture for setting the context.  Further, this practice can cause delays / churn in a system of linked apps.

Recommendation:
Apps should not set the context until the user has stopped scrolling for X seconds, where X is configurable.

5. Some apps do not support a logout function, only a terminate function.  Some apps allow log off of just the app, or log off of the context as a user-selection.

Issue:
These different behaviors can be confusing to the user.

Recommendation:
Apps should not alter the context whenthey terminate or when the user specifically logs off of just the app.  Instead, just one app (eg a desktop app) should be used to provide the users with a log off control to log off the user or automatically timeout the user after a period of inactivity.  Upon timeoutuser must re-authenticate

6. CCOW requires inactivity timeouts to be configurable (incl. being disabled).  Some apps do this on a global basis whether or not the app is running in a context session.

Issue:
Now have issue with no inactivity timeout on non-CCOW workstations.

Recommendation:
Inactivity timeouts for CCOW should only apply when the app is joined to a context session.  When running stand-alone, the CCOW configuration for inactivity timeout shold not be relevant.

7. Suspend participation vs leave context as way to break link.

Issue:
If you leave context and then rejoin, then it takes time to resume (eg need to establish secure binding).

Recommendation:
Implement using suspend / resume.

8. Configurable suffix

Issue:
Some apps do not allow their context data item names to have configurable suffixes.

Recommendation:
None ... this is a must-do to be compliant with the CCOW std.

9. Some apps display multiple things that are otherwise represented as a single thing in the context.

Issue:
For example, a PACS app might be capable of displaying multiple x-ray images.  Each is denoted by an observation identifier.  The context can only have one observation identifier for x-rays.  Does this mean that the app is not CCOW compliant if it shows multiple images?

Recommendation:
Display all of the images, as this supports the user’s workflow, but make it clear as to which one of the images represents what’s in the context.

10.  Enable the following CCOW-related configurations.

Issue:
Apps are varied in terms of what CCOW capabilities can be configured, and to the extent they support configurations they make it harder than it should be for users to know what can be configured.

Recommendation:


Item suffix name


Scroll-to-select time


Inactivity timeout period


<others>

11.  Which “screen” to stay on upon a context change.

Issue:
Some apps return to their top level upon a context change, while others remain on the current screen.  This causes confusion, sometimes frustration, for the users.

Recommendation:
Apps should remain on the current screen, or a screen as close as possible, upon a context change.

Reminders

1. Descriptive data per Web Spec 3.2.5

Candidate New Features
1. Implement suspend / resume via filters that stopnotifications to apps when they request a suspend / resume (e.g as a way to implement break link).  Filters configured centrally in CM.  Apps can then be resynched on user demand by turning off all filters.  Eliminate notion of leaving context other than when app terminates.  Note:  provides a solution to the problem that persistent links were meant to solve.  Best practice is to never filter user subject.

2. Will probably need to define CM2 and CP2 interfaces to support resynch-all methods.  Alternative is to use a special “resynch” subject.  Does this set the stage for “notification” events via the context?  If so, is a two-phase transaction needed?

