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Quarter 1-4.

Meeting called to order.

Introductions

Guest: Rick Haddorff, HL7 Project Services representative

Target October 3-8, 2010

206: CCOW support of SAML Assertions
467: Re-ballot 1.5 CCOW Standard (completed)
Agenda
· Administrative Issues

· Co-Chair Ballot

· Support of SAML Assertions in CCOW 

· Additional Issues

Points discussed: 

Review of existing projects in the TC:


CCOW support of SAML Assertions (HL7 project number 206)

http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
I. Administrative Issues:
Points discussed:
Deadline to reserve May 16-21 meeting space in Rio is January 29.  Attendees will report back on travel plans.
Report on Co-Chairs Meeting:

· CCOW TC health improved to “yellow” from “red.”  
· Need to review ONC interim final rule for impact on CCOW standard
Guidelines for meeting minutes

· Attendance

· Points discussed

· Issues resolved

· Meeting handouts

· Follow-up items & assignments

· Schedules for the next meeting

Points discussed:
Co-Chair Ballot

Vote for one open co-chair positions in the entrance lobby.

II. Technical Issues:
Points discussed:
Support of SAML Assertions in CCOW 

CCOW support of SAML Assertions (HL7 project number 206)


http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
A. Setting CCOW User using SAML 

Review of Atlanta meeting, including the expected attributes of SAML assertions. 

Major points during discussion outlined below:

KS: If the CM has to process the assertion, the coordination agent might prove to be a better approach. 

DS: David Fusari (DF) was not in favor of adding a coordination agent after reviewing the Orlando minutes.

KS: Comment on the role “tk” this would be a change to the CMA with regard to additional role support. Adding another subject or a new name to the existing subject would be an alternative that we discussed earlier.
KW: Comment that when assertion is re-validated on timeout, the standard could be rewritten to “lock out” users that were de-provisioned within the enterprise.  But this is a big change.

KW: commented that having the “SAML aware” authenticating application responsible for validating (and possibly logging off user) makes changes to the CM much less.

KW: commented that the CM is taking on a new responsibility by storing the assertion, which may be out of scope.  What if the request for an assertion causes the CM to request from the authenticating application the assertion and relays it to the context participant requesting the SAML assertion?  This would allow the authenticating application to validate the assertion.
Q2

Discussion on the support of SAML assertions by CCOW continued after the break.  Major points during discussion outlined below:

KS: If the authenticating application is responsible for understanding the contents of the assertion, then how would the CM ensure the join name is in the audience field of the assertion?

KS: Is the tk role considered an identity role (e.g. what if no application is using the user anymore – would it still be set)?  The current CMA requires an identity to be set in context.
KW: My impression is that having the assertion available might be a security issue. 
Review of swim lane diagram created by David Fusari at the Atlanta meeting.
KS:  The diagram makes sense because the CM needs to check the audience field to ensure the requesting application “join name” matches.  This is confusing, since the PowerPoint suggests that the authenticating application has the functionality to inspect and validate the assertion – not the CM.

End of summary of the Atlanta meeting, see comments at end for consensus.

Comments on future changes to the standard to implement the suggestions above.

Outstanding questions:
1.  Why verify “assertion validity” in the CM if the Authenticating Application is already responsible?

2.  Explain final (optional) step of getting an assertion specific to a requesting application.

3.  Confirm what attribute assertions are required specifically with Security TC for the changes to the data definition documentation.

4.   KS needs more information on the comment in Atlanta notes that there was no context switch when refreshing assertion
5.  user.ID.logon needs to be set in context; will AuthN application send both ID and Assertion or will CM decode ID from assertion after receipt?

6.  KS: Need to review the last functionality involving a request for a specific assertion through the authenticating application.

7. KS: Use of User.tk.saml.SecurityDomain would be consistent with current use.
Opinion of attendees on the FAQ created at the Atlanta meeting
1. Should the authenticating application that will set the SAML assertion need to bind to the context manager?  
Yes and it has to be privileged to set the User Subject

KS: OK, KW: OK

2. What type of SAML assertion should the authenticating application that will set the SAML assertion pass to the context manager? 
See SAML Assertion Data Definition Contents Document for the required and optional fields and value constraints.
KS: OK, KW: OK

3. Does the assertion need to be encoded or escaped for transport (e.g. base 64)?  
Yes, the application setting User context with a SAML assertion must base 64 encode the assertion before passing it to the context manager.

KS: OK, KW: OK

4. Should the App setting the User context communicate over SSL for the CCOW Web mapping?  What about the CCOW COM mapping?  Should we just generically indicate that transport layer encryption is required?  
CCOW standard already recommends and encourages the use of SSL with the HTTP mapping.  We will add a comment in the Data Definition section for the SAML assertion that the use of transport layer security is highly recommended. 

KS: OK, KW: OK

5. Should the context manager validate the assertion?  
Yes

a) Should the context manager validate signature  
Yes

b) Should the context manager validate holder of key  
Need to better understand this.  Does CCOW secure binding obviate this?

c) Should the context manager validate NotBefore and/or NotOnOrAfter values 
Yes

d) Should the context manager validate join name is listed in the Audience field 
Yes, recommend that the “CCOW Context Manager” is also   listed in the Audience Field

Questions:

KS: Why does CM have to recheck authenticating application?

6. For the context manager to map this user to other users specifically what elements will be referenced: 
See SAML Assertion Data Definition Contents Document.

a) Assertion (Authentication Statement ( Subject ( Name Identifier

b) What format will the Name be in (text, DN, …)

KS: Not familiar about format and field yet, suggest in a first draft
7. Do we need to define a CCOW Subject or can we use the existing user subject – Need to explore the answer to questions on returning a SAML assertion from context? 
We will reuse the security subject with a new role type as follows: User.tk.saml.SecurityDomain .  If more than one context item is set for the user they still must represent the same real world user.

KS: OK, KW: OK

8. Should the mapping of the user just be part of the context manager or should a new type of agent be defined for this? 
The Context Manager will base 64 decode and parse out the necessary values from the SAML assertion used to identify the user in order to perform a mapping.

KS: OK, KW: OK

9. Do we need to reconcile the Re-Authentication action subject to support user.tk.saml.securitydomain?  
Yes, we need to reconcile this issue.
10. Who should refresh an assertion that has timed out or is about to time out?  
The application that set the initial assertion should refresh it.  This application may choose to challenge the user to re-enter their credentials but that is outside the scope of the standard. If the assertion cannot be refreshed then the application setting the assertion should be site configurable to either enforce logging the user off or leaving the user in their current state.  Applications that hold an expired SAML assertion can obtain a newer one as needed from the context manager.  

KS: OK, KW: OK

B. Obtaining CCOW User in SAML Format

1. Should requesting app have to bind to the context manager?  
Any application that wants to obtain the user context and have the resulting context item values that are returned to include the user.tk.saml.securitydomain items must do a secure binding and perform a secure Get. In addition, the requesting application’s join name must also match an entry in the Audience list in the SAML assertion. A Context Manager may also restrict the applications that can obtain the SAML assertion through it’s own configuration.  Otherwise, these item values are not returned to the caller.   

KS: OK, KW: OK

2. Can the same SAML assertion used to set the user context be passed to the requesting app or does the context manager act as a proxy to the IdP and obtain a new SAML assertion that is specific for the requesting app?  
The SAML assertion set into context will be the same one passed to the requesting application.  The assertion should contain enough information to allow the requesting application to make additional requests to the IdP.

KS: OK, KW: OK

3. What are the responsibilities of the CCOW participant that obtained the SAML assertion?  
It is out of scope to require applications to process the assertion in any particular way.  We may augment the Best Practices document as we learn more.

Q3 & Q4

Discussion on the support of SAML assertions by CCOW continued after the lunch break.  Major points during discussion outlined below:

List of changes required in the Arch. Document

System Architecture discussion:

HL7 Context Management “CCOW” Standard: 
Subject Data Definitions, 
Version 1.5,
Remove UserAuthenticationToken Subject section and replace with new role in user subject 
Add user.tk discussion in 3.3

HL7 Context Management “CCOW” Standard: 
Technology- and Subject-Independent Component Architecture, 
 Version 1.5,

	N
	1.4.1
	Describe ability to request Assertion from CM

	N
	1.4.2
	Component Arch: diagram of IdP relationship to CM

	N
	1.4.3
	Application AuthN p23

	?
	1.4.6.4
	Remove any notes on coordinating Agents

	Y
	14.9
	added diagram of authentication using the SAML assertion

	N
	5.1
	add diagram of authentication using the SAML assertion

	N
	5.6.{4,5}
	describe the tk role and the assertion generally

	Y
	9.10
	Coordinated subjects no longer needed

	Y
	9.11.6
	Assertion refresh/logout how participating applications are affected in these circumstances

	?
	9.12
	Lifecycle of the SAML assertion here?

	Y
	11
	Removed section on Coordination Agents

	Y
	12.4 and / or 12.5
	need privilege to set tk consider discussion on configuration and effect of refresh/expiration – reference to earlier section for requests of a token

	Y
	14.4
	Consider discussion on tk and id here and the interaction

	Y
	14.5
	allay any concern about SAML “identity” assertion in context

	Y
	14.9
	See Section Error! Reference source not found., Error! Reference source not found.)

	N
	14.11
	

	N
	14.13
	

	N
	14.15
	note SAML assertion expiration and cite another section if appropriate


HL7 Context Management “CCOW” Standard: 
Subject Data Definitions, 
Version 1.5,

	
	1.6
	discussion of tk in first paragraph

	N
	15.2.6
	CM does not re-validate SAML assertion, AuthN application checks for validity before setting new user in context using assertion information

	
	
	(See Chapter Error! Reference source not found., Error! Reference source not found.).

	
	17.2.7
	might need discussion on base64 encoding


Remove UserAuthenticationToken Subject section and replace with new role in user subject

1.6 discussion of tk in first paragraph

At user.tk discussion in 3.3
Impact of the context manager finding an invalid token on the SecureContextData interface.  Which exception should be thrown by the context manager?

C. Supporting Documents
Review of “SAML AuthN elements handout.”  TC reviewed the possible elements that would be expected in a SAML assertion.
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Quarter 1 &2.

I. Technical Issues:
Points discussed: 

Changes to HL7 Context Management “CCOW” Standard: 
Technology- and Subject-Independent Component Architecture, 
 Version 1.5,

KS: what not use user.co.SAML?

Additional edits make to drafts for review on the CCOW list.

Quarter 3.

II. Joint Meeting with the SECURITY TC
Review of issues explored in the Tuesday TC meeting.  The Security TC agreed with the direction described by the CCOW TC.  Some additional comments were made are recorded below.
1. Discussion
Mike discussed the work going on at the North Chicago facility sharing VA and DoD across CCOW environments.  How does the CCOW Support of SAML project support this cross domain environment?
John suggested not specifying the content of the SAML assertion except:
Validation

User 

Audience

Suggestion: outside scope CCOW standard but should be able to process any valid SAML token.

JM: suggestion on a caution in the specification on how the SAML assertion is crafted may have an impact on security policy.

Security assessment and the CCOW support of SAML assertions.  Since adding a security token, the CCOW TC needs to do a security risk assessment.  List risks involved in the addition of SAML support and mitigation.  The assessment is not added to the normative text but is used to document the treatment of the security issues.  Should be archived by the TC to inform future work.

JM: will get the security risk assessment template to the CCOW TC.
General discussion, including affect on healthcare system.  
Quarter 4.

Points discussed: 

Changes to HL7 Context Management “CCOW” Standard: 
Technology- and Subject-Independent Component Architecture, 
 Version 1.5,

KS: what not use user.co.SAML?

Additional edits make to drafts for review on the CCOW list.

Meeting adorned.
