CCOW Meeting Minutes
January 14, 2008

Attendees:

	Name 
	Affiliation
	E-mail Address
	Quarter 

	
	
	
	

	Ed Coyne
	VA (SAIC)
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	Carefx
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	VA (SAIC)
	david.staggs@va.gov
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	George Hartz
	Sentillion
	george.hartz@sentillion.com
	Due to a scheduling conflict, met on 1/13 to provide comments


Meeting Summary:

Requirement from SSD for a CCOW three year plan

UserAuthenticationToken subject attribute posture (secure set & get)
Introduction of Coordination Agents for localize SAML aware manipulations

Use of the Authenticating Application (Authentication Initiator) to monitor and refresh

Catalog of potential changes to CCOW standards

Make expiration of token behavior configurable

CCOW participants that can enforce patient privacy directives
Quarter 1. General

Meeting called to order.

Introductions

Agenda.

· Support of SAML Assertions in CCOW 

· Report out on January 13 ideation meeting with George Hartz of Sentillion 
· Proposal for support of XACML in CCOW 
· Presentation on CCOW within SOA (Mike Davis)

Review of existing projects in the TC:


CCOW support of SAML Assertions (HL7 project number 206)

http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
Administrative Issues:
DS: Report from the Technical Steering Committee Dinner

Will circulate our three year planning document based on comments of Vancouver and Orlando.
Review of Issue list.

Discussion:

Qtr 1, Issue 1. The need for context changes for changes in SAML token expiration.

GH: Suggested that if the CM or authenticating application takes action to refresh a token, the updating of the token in context must trigger a context change to ensure any application which has consumed the assertion is aware it has been updated. (KS, DS agree)

Qtr 1, Issue 2. Secure Sets and Gets

Discussion on the security posture of attributes affected by SAML support:  KS agrees that secure binding is common in actuality and should be used to prevent reply attacks etc.  Based on comments from GH and JM, AGREED to recommend the use the secure set and get (secure interfaces) for the coordinated Identity subject and UserAuthenticationToken subject.

Qtr 1, Issue 3. Reviewed GH comments on the Coordination Agent:
(DS) Review of the discussions with George Hartz on the architectural approach appropriate to the support of SAML within the CCOW context manager.  GH & DS: suggested the use of a coordinating agent. KS: makes sense.  (KS) Also suggests need to define any “dependent subjects” defined in the proposal.  
ISSUE: Do we need to extend the data definitions to hold the dependent subject for the URI associated with the SAML provider?  KS: ALTERNATE SUGGESTION add to corroborating data for the SAML assertion subject, provided this does not conflict with exiting context agent rules.
Qtr 1, Issue 4. Refresh mechanism of SAML assertion discussion
GH suggestion that the authenticating application (authorization initiator) required to set subject would be responsible for monitoring the expiration of the SAML assertion to remove such functionality, which is not currently implemented in a context manager.  
Question on behavior of the expired SAML assertion:

GH: Expressed concern that if the SAML assertion provider is not available upon the expiration of the assertion it would compromise delivery of clinical care.  Therefore suggests the behavior be configurable.  KS is also definitely in favor of making the behavior configurable.  
DS: what happens if the Auth App is killed? KS: same thing would happen if a user exits the auth application, other application continue to run, no requirement to clear the subject. [SHOULD THIS BE A REQUIREMENT]

[NB: if we set user to empty, this is another reason to use the A Application, since CM typically would not do this function.]

Replay Attacks

DS: discussion of replay attack described by GH entailing monitoring of a non-secure application that gets SAML identity assertion and its use to crack entire IT infrastructure.  If application is compromised and its functionality used to be a entry into IT.
Qtr 1, Issue 5. Use of Audience Field Enumerating Auth Applications

Use of audience field for limiting access to those applications that would need the SAML assertion only.  ISSUE: KS: where would the audience field be enforced?
KS: Would we tie the use of audience fields to the CCOW subject privileges?  (name the applications allowed to access a subject) 

Q2

Qtr 2, Issue 1. Review of sequence diagram.
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Questions:
Need review of the interaction between the authorization service and the annotation agent.  Otherwise this sequence updated with coordination agent and is appropriate.  DS will post to CCOW list.  KS: this is all in one proposed change transaction.

Qtr 2, Issue 2. Review of proposed changes to the current CCOW documents

Qtr 2, Issue 3. Subject Data Definitions

Change to security attribute

Should synchronization attribute change?

Should we assign a coupon value similar to the use of a mapping agent

Must update the table “Context Agent Coupon Assignments” in Data Definitions document.
Qtr 2, Issue 4. CMA

QUESTION KS: does it make sense to allow the coordination agent look up SAML identity assertions for users that did not have an assertion passed in by the authentication application?
Modifications were made based on the discussion and is now ready to send to the TC list.  ACTION ITEM: DS to send to the listserv.

Coordinated Subjects
Separate context data items can be synchronized using coordinated subjects.  The coordinated subjects are identified as the primary when the subject is the target of a context change and the secondary when the subject is changing as a result of a context change of the primary. Either subject that is configured as a coordinated pair can be the primary in a context change transaction. Coordinated subjects differ from annotations in that if any coordinated subject changes all other coordinated subjects change, with the changing subject designated the primary.  Synchronization of coordinated subjects occurs during the proposed context change and can be configured to trigger a coordination agent.  The secondary subject will be changed as part of the proposed context as it is sent to participants, and not as a subsequent context change transaction. Coordinated subjects can be used, for example, to ensure that if the content of the user subject changes any previous SAML identity assertions are replaced or removed.  The security level for a primary subject cannot effectively reduce the security level of a secondary subject – the higher level of the secondary subject must be honored when the primary subject is changed. 
Qtr 2, Issue 4. Coordination agent section (for insert after section on Mapping agent)

Coordination Agent

A coordination agent is a context agent, similar to a Mapping Agent, that provides a common context system with a means to automatically coordinate multiple subjects upon a context change for any of the coordinated subjects. This mapping is done in a manner that is transparent to the user and to the applications in the context system. The coordination agents must be the first agents run against a proposed context to ensure that mapping agents are mapping against the correct values in the proposed context. 

For example, an authenticating application may set a SAML assertion into context, rather than setting the User subject directly. The context system has been configured to coordinate the User subject and the UserAuthenticationToken subject. When a context change for the UserAuthenticationToken is proposed, the coordination agent may optionally verify that SAML assertion with a SAML provider, and then set the coordinated User subject into the proposed context.  From that point, existing user mapping agents could continue to provide additional changes to the proposed context before the proposed context is sent to the participants. 

Assumptions and Assertions

It is not an objective of the CMA to define how coordination agents should be implemented or to prescribe or assume a particular agent implementation, however it may be desirable for the implementation of coordination agents to match the implementation of mapping agents for consistency when a context system has mapping agent functionality.  A coordination agent is treated as an abstraction. Interfaces are defined that enable coordination agents to be connected to context managers for the purpose of aiding in the coordination of subjects. 

The assumptions and assertions for coordinating agents are similar to those of a mapping agent where appropriate. 

Additional assumptions and assertions include:

•
When present, coordination agents are executed against a proposed context change before other agent types.

•
Coordination agents can only set subjects that have been configured as a coordinated subject to those that are present in the initial proposed context. 

•
Coordination agents cannot set a coordinated subject if that coordinated subjects security requirements are greater than the security present in the context change. 

•
A coordination agent can additionally function as an annotation agent to set dependant subjects into the proposed context for either the primary coordinated subject or the secondary coordinated subject.

KS: Should we specify that the agent only maps from the primary to the secondary?  That is, if the application only sets the user subject, can the agent look up a corresponding SAML assertion?  Is this even possible?  If it is we should specify the allowed behavior.  DS: I prefer to keep the interaction with the SAML token service completely out of the CM and prefer the functionality in the auth. application.
Qtr 3, Issue 1.  Possible changes to the CCOW documents

CMA

Update 1.4.6 (context agent) to introduce the concept of a Coordination agent

Update 8.1 (Multiple Subjects and the Meaning of “Link”) to discuss a Coordination agent (8.1.5) or expand Mapping agents to cover topic or rewrite all agents 8.1 as context agents.
Add section 11 to discuss the behavior of coordination agents- referencing out text from mapping agents and including the text originally planned for the data definition documents. Coordination Agent Changes
Change 13.3?

Change 14.6.1?

Change near 14.7 to include extraction user information from SAML assertion?

Add CMA “Coordination Agent” text section 15

Change 15 to discuss the theory of SAML and the fields used (audience)

Change 16.1.5 does not need to be changed

In 17.3.3 “ContextAgent (CA)” Do we need changes in 17.3.3.2.3 “Outputs for Mapping Agents”
Action Item:  David will make a spreadsheet of the issues indicated in the rows and document section numbers indicated in the columns to map updates to the documents.

 This will be circulated on the list.

Additional changes for coordinated subjects

Update CMA synchronization “coordinated subject” text section 9.3

Subject Data Definition Document

Add Subject Data Definitions “UserAuthenticationToken Subject” text

Update table at the end

Qtr 2, Issue 2 FAQ
Request to update FAQ for JM

Qtr 2, Issue 3. Proposal for an XACML project

DS: previous discussion in Vancouver covered support for XACML in CCOW:

· Three year planning document; Initial ideas: 

· Future projects: 


· Support of XACML by CCOW

Steve Meyer (HIPAAT) has provided a presentation on the use of XACML for enforcing patient privacy through CCOW.
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Discussion:

(KS) CCOW could be of more value if more information was in context that would be required for the access control decision.  Right now we have the patient and user information so that patient privacy restrictions on who can or can not see their PHI is about all we can support.  Adding additional information increases the granularity of the access control decision.

(DS) We could provide the option of placing a URI which would provide a connection to a policy decision point (PDP) that would have the necessary information rather than fill the context with information that may or may not be important to the local enforcement of privacy at the context manager.  I can see how the proposed architecture could enforce coarse grain access control e.g. deny certain doctors access) but not masked access.

End of Q3

---
Q4

Qtr 4, Issue 1.  Review CCOW support of XACML proposal.

EC:  may merit an analysis.  The tasks may over complicate the CM since the function could be done by a context participant (as in HIPAAT product described above).

KS: We should have Steve talk about how they accomplish privacy control beyond the user/ patient level when additional information would seem to be required.  

DS: Maybe HIPAAT could present the business requirements their product fulfills.

EC: The project proposal should describe the problem you are trying to solve.

Presentation of Mike Davis made by David Staggs on the Security TC action item assigned in Vancouver.

Discussion

KS: I would like to expand the use of CCOW by making it more a part of the SOA enterprise.

EC: Could basic CCOW be provided with optional SOA-aware components.  This would provide functionality where appropriate while not over-burdening traditional deployments.

Review of three year plan.

· Three year planning document; Initial ideas: 

· Approved projects: Support of SAML by CCOW

· Future projects: 


· Review SOAP binding proposal

· Support of XACML by CCOW


CCOW Context Manager as a configurable application

· Involvement in SOA initiatives: SOAP, SAML, Web Services

· Involvement in SAEAF initiatives: Service Aware Enterprise Architecture Framework

Adjourn (Kevin), Seconded (Ed), passed.
