CCOW TC Meeting Minutes

January 2003

Attendees:

	Rob Seliger
	Sentillion
	robs@sentillion.com

	Darrell Hansen
	Carefx
	dhansen@carefx.com

	Dan Soule
	Cerner
	dsoule@cerner.com

	BJ Lawson
	MercuryMD
	wiliam.lawson@mercurymd.com

	Barry Royer
	Siemens
	barry.royer@siemens.com

	Matthew Storer
	Xtria Healthcare
	wstorer@xtriahc.com

	David Tuma
	Veterans Administration
	david.tuma@med.va.gov

	David Fusari
	Sentillion
	david.fusari@sentillion.com

	Mike Russell
	Duke
	michael.russell@duke.edu

	Mike Rochon
	Kestral Computing
	miker@kestral.com.au

	Glen Marshall
	Siemens
	glen.f.marshall@siemens.com

	
	
	


Review view subject draft:

· Fix line numbers in draft Subject Definition spec.

· Add treatment of scenario in case the user does not have access to that view in the application.  An application will still need to enforce that the user cannot access views that they would not otherwise have access to even though the view subject is directing the application to that view.

· Add narrative that describes the sites responsibility to define the appropriate view mappings.  

· Discussed if the View subject should be dependent on other subject, notably the user subject.  Decided to keep it simple and leave it with no dependencies.

· In section 7.8, make it clearer that apps receiving a view context change should not in turn instigate a new context change; it should be based on a user gesture.

· ?? Should an app be allowed to return “accept-conditional” to a view change?  If so then the extra dialog may be confusing.  If not then it violates basic CMA principals.  Should it act more like a “hint”?  Should it be a different class of subject?  Decision is to maintain the CCOW protocol and the continue to enforce the synchronization of the app even if it causes a dialog.

· A view might want to cause another app to come to the foreground, which is a violation of the CMA.  Therefore, additional functionality for launching and/or bringing another application into the foreground can be accomplished with an Action subject.  It may not be possible to build this particular action agent to work with various context systems because there may be some internal state CCOW state that the agent may need to be aware.  The view subject is still applicable to try and align all of the currently running applications to a users workflow.

· Apps can wander away from that view but if the user resyncs the view the app should go back to the desired view.  This is a subtle difference where CCOW states that apps must stay tuned to that context.

Review CCOW for Handhelds:

· Reviewed whitepaper drafted by Rob Seliger.

· This may be better represented as CCOW for intermittent connectivity, not necessarily just handhelds.

· Discussed how cache can be managed. Should it be time based using and LRU algorithm.

· Should the cache be used to drive the patients, etc. that the apps can use to sync or do the apps tell the CM infrastructure which patients, etc should be loaded into the cache?

Review PKI certificates in addition to passcodes:

· Reviewed whitepaper drafted by Rob Seliger.

· Issue raised that the pub/priv keys are less transient rather than using the dynamic keys generated when using a passcode.

· Discussed security issue that replacing the passcode with a certificate now means that applications must now protect the private key rather than a passcode.

· Proposed enhancement to still exchange transient keys for signing CCOW requests but use certificate as a way to identify the application instead of a passcode.  Need to see if this will still “layer” on the existing CCOW interface definitions.

· Discussed that by using session keys it will only overlay on the current API if the certificates and CA public keys are pre-configured on both the client and CM.

· Vulnerabilities may be increased because the environment now must protect the CM certificate and the CA public key along with the applications private key.

· Need to state in architecture that applications should minimally support passcode authentication and can optionally support using a PKI certificate.

Protection Profiles:

· Rob Seliger presented the ISO documents for Protection Policies

· Common Criteria (Template) ( (Protection Profile) requirements document for class of application (Security Target (Profile for vendor implementations).

· Should CCOW create CCOW specific protection profile(s)?  Should be an articulation of CCOW specification into the appropriate format.

· nist web site has tools to assist with the creation/generation of profiles.  Also has library of submitted profiles.

· Rob will post ISO documents on HL7 web site.

· Protection Profiles structure

· Policies (timeless statements)

· Environmental assumptions (security policies and procedures)

· Threats (enumerate the risks to be mitigated)

· All of these lead to a statement of objectives which leads to:

· Assurance practices (i.e. configuration management, development practices, training, someone reads audit logs)

· Technology requirements (i.e. auditing), each one has an assurance practice

· Environmental assumptions (these are different because this is what you decide to assign to the environment)

· Iterate this process.

· EAL 3 is equivalent to C2 security.

IOM Status:

· Lot of politics re. a potential collaboration between CCOW and IOM patient safety that needs to be sorted out.  

Action Items:

1.  Follow-up on IOM rebuff - Rob to speak with Ed Hammond.

2. Create a CCOW Protection Profile (a strawman draft to be more concrete) – Rob Seliger, Mike Davis

3. Draft spec for PKI – Rob Seliger

4. Draft a spec view subject – Rob Seliger

5. White paper on “doinking”

· Use cases – David Tuma

· How to achieve – David Fusari

6. Revise the whitepaper on handhelds to reflect discussions relating to caching. – BJ Larson

7. Revise the white paper on multi-facility (no draft was provided for this TC meeting) – Darrell Hansen

8. Whitepaper on annotation currency (no draft was provided for this TC meeting) – no interest

