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Quarter 1-4.

Meeting called to order.

Introductions

Agenda.

· Administrative Issues

· Co-Chair Ballot

· Support of SAML Assertions in CCOW 

· Additional Issues

Points discussed: 

Review of existing projects in the TC:


CCOW support of SAML Assertions (HL7 project number 206)

http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
I. Administrative Issues:
Points discussed:
Deadline to reserve meeting space in Phoenix is October 2.  
Resolved:

Request Tuesday and Wednesday for CCOW TC meeting in Phoenix.  Ask Security TC if they will join us to discuss our joint project “CCOW support of SAML Assertions” on Wednesday Q3 (1:45 – 3:00 PM).

Report on Co-Chairs Meeting:

· Co-Chairs were reminded of press release process.  

· CTO reports tooling effort high priority task but challenges remain on funding.  

· TSC Chair reports SWOT’s and Three year plans required, ours is at: (http://www.hl7.org/library/committees/sigvi/CCOW_SWOT%20ANALYSIS.doc).  

· Project Management reports on new processes and outreach.

· Electronic Services announced new website.

· Methodology and Harmonization reports on process.

Guidelines for meeting minutes

· Attendance

· Points discussed

· Issues resolved

· Meeting handouts

· Follow-up items & assignments

· Schedules for the next meeting

Points discussed:
Co-Chair Ballot

Vote for two open co-chair positions in the rotunda lobby.

II. Technical Issues:
Points discussed:
Support of SAML Assertions in CCOW 

CCOW support of SAML Assertions (HL7 project number 206)


http://www.hl7.org/special/Committees/projman/searchableProjectIndex.cfm?action=edit&ProjectNumber=206
Topics

Setting CCOW User using SAML

Obtaining CCOW User in SAML Format
A. Setting CCOW User using SAML 

1. Should the App that will set the SAML assertion need to bind to the context manager?  
Yes and it has to be privileged to set the User Subject

2. What type of SAML assertion should the Setting  Application pass to the context manager? 
See SAML Assertion Data Definition Contents Document for the required and optional fields and value constraints

3. Does the assertion need to be encoded or escaped for transport (e.g. base 64)?  
Yes, the application setting User context with a SAML assertion must base 64 encode the assertion before passing it to the context manager.

4. Should the App setting the User context communicate over SSL for the CCOW Web mapping?  What about the CCOW COM mapping?  Should we just generically indicate that transport layer encryption is required?  
CCOW standard already recommends and encourages the use of SSL with the HTTP mapping.  We will add a comment in the Data Definition section for the SAML assertion that the use of transport layer security is highly recommended. 

5. Should the context manager validate the assertion?  
Yes

a) Validate signature  
Yes

b) Validate holder of key  
Need to better understand this.  Does CCOW secure binding obviate this?

c) Validate NotBefore and/or NotOnOrAfter values 
Yes

d) Validate that it is listed in the Audience field 
Recommend that the “CCOW Context Manager” is listed in the Audience Field

6. For the context manager to map this user to other users specifically what elements will be referenced: 
See SAML Assertion Data Definition Contents Document.

a) Assertion (Authentication Statement ( Subject ( Name Identifier

b) What format will the Name be in (text, DN, …)

7. Do we need to define a CCOW Subject or can we use the existing user subject – Need to explore the answer to questions on returning a SAML assertion from context? 
We will reuse the security subject with a new role type as follows: User.tk.saml.SecurityDomain .  If more than one context item is set for the user they still must represent the same real world user.

8. Should the mapping of the user just be part of the context manager or should a new type of agent be defined for this? 
The Context Manager will base 64 decode and parse out the necessary values from the SAML assertion used to identify the user in order to perform a mapping.

9. Do we need to reconcile the Re-Authentication action subject to support user.tk.saml.securitydomain?  
Yes, we need to reconcile this issue.
10. Who should refresh an assertion that has timed out or is about to time out?  
The application that set the initial assertion should refresh it.  This application may choose to challenge the user to re-enter their credentials but that is outside the scope of the standard. If the assertion cannot be refreshed then the application setting the assertion should be site configurable to either enforce logging the user off or leaving the user in their current state.  Applications that hold an expired SAML assertion can obtain a newer one as needed from the context manager.  

B. Obtaining CCOW User in SAML Format

1. Should requesting app have to bind to the context manager?  
Any application that wants to obtain the user context and have the resulting context item values that are returned to include the user.tk.saml.securitydomain items must do a secure binding and perform a secure Get. In addition, the requesting application’s join name must also match an entry in the Audience list in the SAML assertion. A Context Manager may also restrict the applications that can obtain the SAML assertion through it’s own configuration.  Otherwise, these item values are not returned to the caller.   

2. Can the same SAML assertion used to set the user context be passed to the requesting app or does the context manager act as a proxy to the IdP and obtain a new SAML assertion that is specific for the requesting app?  
The SAML assertion set into context will be the same one passed to the requesting application.  The assertion should contain enough information to allow the requesting application to make additional requests to the IdP.

3. What are the responsibilities of the CCOW participant that obtained the SAML assertion?  
It is out of scope to require applications to process the assertion in any particular way.  We may augment the Best Practices document as we learn more.

C. Supporting Documents
Review of “SAML AuthN elements handout.”  TC reviewed the possible elements that would be expected in a SAML assertion.
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Quarter 1.

I. Technical Issues:
Points discussed: 

Discussion with Subject Matter Expert (SME) on the structure and content expected in a SAML Assertion suitable for the purpose of the CCOW project scope statement.

Quarter s.

II. Joint Meeting with the SECURITY TC
Review of issues explored in the Tuesday TC meeting.  The Security TC agreed with the direction described by the CCOW TC.  Some additional comments were made are recorded below.
1. Multiple Assertions

In creating the infrastructure for SAML support in the context manager, multiple assertions could allow multiple assertions for various security domains.  
Many members of the Security TC expressed their opinion that this would add to much complexity.  John suggested allowing for future use of multiple assertions in the information model but limit the valid range to 1 to retained desired simplicity.

Organizations that want only applications within their domain would always constrain number of stored SAML assertions to 1.

2. Re-authentication and renewing
CCOW TC members discussed he need for forced authN, e.g. applications performing a signing operation for an electronic prescription many require a recent authentication. 

Expiration of the stored SAML assertion also requires a new assertion.  In this case the CCOW TC members suggested the application that presented the assertion be responsible for initiating the renewal of the assertion.  
3. Review of Event Flow diagram
Security TC member comments on the event flow diagram:

Secure binding could happen after the credentials under the Microsoft Graphical Identification and Authentication (GINA).
Liberty Alliance certifies IdP, so check how they have perform a “delegatable” assertion.

The best outcome would be to have a single logon and use an IdP service to present the proper assertion.  This would eliminate he need for the CM to act as a proxy.
SUMMARY

Follow-up items & assignments:

Follow up the Atlanta meeting with a CCOW Teleconference.  Attempt to define the text that would be required in the CCOW standard to provide the functionality described in the meeting.

Schedule for the next meeting:
1. Teleconference: TBD

2. Face to Face: Phoenix WGM

Handouts:
1. “SAML AuthN elements handout” Word document describing possible elements that would be expected in a SAML assertion.

2. “SAML CCOW FAQ” PowerPoint describing issues and answers developed in the CCOW TC meeting.
3. “CCOW SAML Sequence Diagram” Visio document describing the event flow associated with support of SAML assertions in COW model.

