HL7 Security Technical Committee Meeting Minutes
May 3 & 5, 2005

Attendees: 

	Name 
	Affiliation
	E-mail Address

	Blobel, Bernd
	HL7 Germany
	bernd.blobel@iis.fraunhofer.de

	Davis, Mike
	VA
	mike.davis@med.va.gov

	Marshall, Glen
	Siemens
	glen.f.marshall@siemens.com

	Moehrke, John
	GE
	john.moehrke@med.ge.com

	Miyohara, Hideyuki
	HL7 Japan
	kideyuki.miyohara@hq.melco.co.jp

	McCay, Charlie
	Ramsey
	charlie@ramseysystems.co.uk

	Vytenis Punys
	HL7 Finland
	jpunys@mmlab.ktu.lt

	Norbert Mikula
	Intel
	norbert.h.mikula@intel.com


Note: Discussion documents are embedded in this document for easy reference.

I. Meeting opened On May 3, 2005, with sessions held on May 3 Q1-Q3 and May 5 Q1-Q3, joint meetings held on May 3 Q4 (CQ hosting),  
II.  Reports from other organizations
· ASTM E31.20

· Permission Management Infrastructure (PMI) has evolved to a healthcare specific framework, oriented toward a service-oriented architecture with a distributed implementation.  It will incorporate OASIS XCAML and ISO 17090 attribute certificate standards.

· Representatives from major cross-domain IT vendors are participating: Sun, IBM, BEA, CA.  ASTM invites participation of healthcare IT vendors, too.  

· A meeting will be held in late May or early Jun (TBD) for working toward a ballot later this year.

· ISO/TC 215 WG4

· Permission Management technical specification has been approved – ISO/TS 22600 parts 1-2

· The healthcare PKI technical specification is now a full ISO standard – ISO 17090

· The healthcare directory technical specification has been approved – ISO/TS 21091

· A healthcare domain rendition of the ISO 17799 standard, called 27799, is planned to be released for ballot by year-end. 

· IHE IT Infrastructure

· In 2005-2006 IHE It Infrastructure is doing two security-related profiles: Cross-enterprise User Authentication (based on SAML) and Digital Signature (based on W3C SML digital signatures).  Public comment drafts for these will be available in mid-June at www.ihe.net.

· Role-based access control is on the 2006-2007 planning roadmap at enterprise scale, and in 2007-2008 at cross-enterprise scale.  Actual plans depend on the availability of completed standards development organization work.

· COCIR is embracing the IHE process as its standards implementation specification process.
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· CEN Update
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· NEMA/COCIR/JIRA Security and Privacy Committee (SPC)

· The committee has published a variety of useful white papers.  Visit http://www.nema.org/medical/spc to obtain copies.  Of special interest are:

· Patching Off-the-Shelf Software Used in Medical Information Systems 
· Break-Glass – An Approach to Granting Emergency Access to Healthcare Systems 
· Defending Medical Information Systems Against Malicious Software
· Security and Privacy Requirements for Remote Servicing   

· Current work includes:

· A white paper on certificate management for node authentication in medical equipment, without requiring a PKI

· Security threat environment for medical equipment

III. Role Based Access Control (RBAC)

Discussion 

Per the TSC meeting on 5/2, our plans to ballot the permission vocabulary  now need to be synchronized with the HL7 publication schedule.

Per the approved work plan, we received and accepted as input for ballot the VA’s licensed healthcare provider permission catalog and associated artifacts. 

Our initial ballot scope is licensed healthcare providers, as the VA’s work on unlicensed providers won’t be done in time.  

We do need to include both the role vocabulary and the mechanism to extend it, both normatively and locally.

Vote (5 yes, 0 no, 0 abstain) to modify the work plan

· The initial ballot for the upcoming cycle will be comment only to seek additional input from HL7 membership

· In the following ballot cycle we will publish as DSTU.

We recognize the need to coordinate with CW and MnM committees to associate RMIMs with permission names.  This will be a topic at the joint meetings.

Vote (5 yes, 0 no, 0 abstain) to establish a conference call schedule and collaboration tool

· The VA’s current RBAC Task Force weekly teleconferences will become official HL7 Security TC conference calls. 

· Mike Davis will broadcast this schedule to the HL& Security TC listserve

· Groove is the collaboration tool that will be used to share working documents.  The VA maintains a Groove space for this.   

Documents Reviewed
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the Report of the CEN/ISSS eHealth Standardization Focus Group
“Current and Future Standardization Issues in the e-Health Domain:

Achieving Interoperability”

A Proposal by COCIR
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COCIR Conclusions from CEN/ISSS FG Report

» Lack of Standardisation is not the reason for lack of interoperability

» Standards are a means to achieve interoperability, but not the goal itself

> Interoperability depends on clear requirements for a specific eHealth application
» Clear requirements depend on the involvement of medical users in the specification

» Profiling and extending existing standards can solve interoperability problems

» Involving users is key to implementation

Solving real-life interoperability problems quickly will speed up the acceptance of
eHealth applications across the EU
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The European eHealth Interoperability Group (eHealth-1 Group)

» eHealth applications are likely to be selected based on national priorities
» eHealth applications need to be open to cross-border integration
» A competitive European industry needs international solutions

» Europe therefore requires coordination and exchange at the European level

» The coordination structure should be flexible and light-weight:
E A permanent core for coordination and exchange funded at EU level
B Separate development and deployment activities

B Sustainable involvement of medical users
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Membership of the eHealth-1 Group

The membership to the EHealth-1 Group is limited to stakeholders that directly contribute to
the interoperability solutions in a healthcare organization.

Proposed members are: patient interest groups, medical societies (e.g. physicians,
specialists), professional societies (hospital IT professionals), companies (healthcare IT- and
healthcare equipment vendors), healthcare payer organizations (government, insurance). A
liaison is established with SDOs.

More specific, the composition of the different groups is as follows :

Strategic Committee: executive representatives of the main and liaison stakeholders,
including representatives of European SMEs.

Development Committee: operational representatives (with market development and
technical skills) of the stakeholders.

Deployment Committee : operational representatives (with market development skills) of the
national stakeholders
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Financing of the eHealth-1 Group

» The European Commission shall fund the administrative infrastructure of the Strategic
Committee and the project management activities of the Development Committee. In
addition the EU shall provide a development fund to the Strategic Committee which can
be used to enable the medical professional societies to contribute.

» The national sponsors fund the operational activities of the Deployment Committee and
the national Deployment Teams respectively.

» The sponsorship of individuals or companies is channeled through the organization that
represents them (e.g. medical society, vendor association) in order to avoid conflict of
interest.

» The effort and expenses of the individuals are directly paid by the organizations that they
belong to (companies, professional societies etc.) in order to ensure that the activities
focus on the interoperability problems of the stakeholders.
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Implementing the Recommendations of
the report of the “CEN/ISSS eHealth Standardization Focus Group”

"Current and future standardization issues in the e-Health domain:
Achieving interoperability”

A Proposal by COCIR
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The report of the “CEN/ISSS eHealth Standardization Focus Group”

COCIR has contributed consistently to the development of the report of the “CEN/ISSS
eHealth Standardization Focus Group”. The report has compiled comprehensive information
regarding standardization related to eHealth issues. This information will be useful for the
future discussion of interoperability challenges in the eHealth area in Europe.

COCIR is of the opinion that the report does present a too negative image of the situation
with regard to standardization issues in the eHealth domain and the possibility to achieve
interoperability. In many cases the technical solutions as well as the necessary standards are
available in Europe in order to implement interoperable eHealth applications, even across
borders of EU Member States.

Achieving Interoperability in Europe

As is pointed out in the report of the “CEN/ISSS eHealth Standardization Focus Group”,
many standards are existing, but are sometimes too little known outside expert circles. They
may also not be applicable if they were developed in isolation, without organized input by
users. Interoperability is not only a technical or standardization problem but also a problem of
the definition of the requirements of specific eHealth applications.

Once a coherent specification of the functionalities of a desired eHealth application is
available, the technical solution to achieve “interoperability”, i.e. the exchange of the
necessary information between different IT systems can be achieved fairly quickly.

For this process it is essential that the potential users of the respective eHealth application
are defining the requirements according to their actual needs. Medical professional
associations as well as associations of users of medical IT (e.g. hospital ClOs) are ideally
placed to perform this task. This definition should be generic and describe the actual
workflow under the targeted application. The definition of requirements should not include
technical solutions.

Input and control by users will ensure that the applications serve a practical purpose and
have a high chance of implementation by vendors because they serve a real need expressed
by the users. In this respect, the involvement of user organizations is essential in order to
achieve interoperability.

On the other hand, it is essential that users leave the development of the technical solution
for the defined interoperability problem to industry and technical experts. Industry experts are
likely to have the best knowledge of the available standards that can be the basis for the
development of interoperability solutions. In addition, achieving interoperability will require a
certain amount of testing and exchange between different companies.

It should also be noted that the concept of interoperability automatically requires an open
process with participation of different vendors proposing different technical solutions for a
proposed interoperability problem. Developing a single technical solution for a given eHealth
application may look tempting, but will in the medium term restrict choice and competition. It
also requires considerable maintenance and change activities in order to keep the solution
up to date and adjust it to different settings.

The activities of “Integrating the Health Care Enterprise in Europe” (IHE-Europe) have
demonstrated that a process as described above is effective and can be managed at the
European level. In doing so, international developments can be taken into account while at
the same time specific national requirements can be integrated into the interoperability
solution.





The European eHealth Interoperability Group

The report of the “CEN/ISSS Ehealth Standardization Focus Group” recommends the
establishment of a European eHealth Interoperability Group. COCIR supports this proposal.
Based on its experience in IHE, COCIR proposes in Annex A a structure for this group.

eHealth applications are likely to be selected at the national level and based on the
requirements of the individual national health care systems. At the same time, coordination
and strategic guidance with regard to eHealth is warranted, e.g. because of cross-border
mobility of patients and EU policies to reduce regional inequalities within and between EU
Member States. Such coordination will enable that in future links can be established between
eHealth applications serving different national systems and priorities.

Enabling this coordination is a task for the European Commission. The structure to do so
should be light-weight, facilitating coordination and exchange. Therefore, the structure
proposed in Annex A has a permanent strategic planning group at its core. This strategic
planning group will be supplemented by development and deployment teams dedicated to
specific development or deployment tasks.

European funding is required for the strategic planning group. Part of this funding should be
used to facilitate the participation of medical professional societies in the process. Dedicated
development and deployment activities should be funded by the stakeholders concerned with
the respective interoperability issue.

COCIR proposes to use the European IHE Committee as a starting point for the
establishment of the European eHealth Interoperability Group.

This would allow to make the Group operational in a short time. It would also allow to build
on existing IHE activities in Europe.





Timeline

COCIR proposes the following timeline:

March 2005

June 2005

June 2006

March 2007

COCIR

The European Commission should invite Member States, medical professional
associations at the European level and industry representatives for a first
meeting on interoperability issues. This meeting should identify key
interoperability issues and priority areas for further discussion. It should also
agree on an organizational framework and working procedures. The European
IHE Committee can provide guidance and organizational support, if sufficient
funding is available.

The group should continue to meet 2-4 times a year in order to perform its
strategic planning responsibilities.

At least two issue specific development and deployment teams should have
started their activities.

The first issue specific development activities should undergo a cross-testing
exercise in order to prove the implementation of interoperability requirements
after the example of the IHE process.

Additional issue specific development and deployment activities should have
engaged in annual development cycles by this time.

The European eHealth Interoperability Group should review the achievements
and the organizational requirements for the future.

January 2005/BUR





Annex A

Organizing Interoperability for E-Health in Europe

Reflections about working principles and organization

By the COCIR IT Committee
23 December 2004

Version 0.4





Background

The report "Current and future standardization issues in the e-Health domain: Achieving
interoperability “of the “CEN/ISSS Ehealth Standardization Focus Group” recommends
the establishment of a European E-Health Interoperability Group (EHealth-l1 Group). The
goal of the EHealth-I Group is to “... define requirements and resulting functional profiles
as well as a collaborative process for the development of interoperability solutions based
on existing standards...”

The objective of this document is to propose the working principles and organization of
the European EHealth-1 Group, based on our multi-years of experience with IHE
(Integrating the Healthcare Enterprise). Best practices in other areas like W3c (World
Wide Web Consortium) are also taken into account.

Working principles

e The goal of European E-Health Interoperability Group (EHealth-1 Group) is to solve
real interoperability problems in healthcare organizations (e.g. single hospital,
regional cluster of hospitals and practices, patient portals...). Standards are used as
an important mean to reach that goal but their development is not a goal in itself. The
IHE best practice shows that most interoperability problems can be solved by
profiling and extending existing standards.

e If existing standards lack critical functionality then partnership with the corresponding
SDO(s) is established to ask for extension of the functionality of the standard. More
specific, a good partnership should be established with the major SDOs in healthcare
IT (e.g. HL7, DICOM) and with general IT SDOs (e.g. ISO/TC215, CEN/TC251, ITU,
ebXML/Oasis, W3C/IETF, , ...)

e Favor the use of international standards if they fulfill the European requirements; only
request the development of European standards if no alternative exist. More specific:
existing technical frameworks from IHE will be reused wherever possible.

e End-users are responsible to prioritize interoperability problems, industry is
responsible to define the technical interoperability solutions

e The development process of interoperability solutions must adhere to “best
practices” processes, such as used in product development: i.e. identify and
prioritize the interoperability domains, gather the functional requirements, formulate
use cases, assess the appropriate candidate technologies (or standards), verify the
results (against the requirements; e.g. stimulate trial implementations), validate the
results (within a healthcare organization; e.g. provide validation tools, facilitate
validation sessions, stimulate self-validation).

o A step-by-step approach must be followed by providing at regular times (e.g. every
year) incremental solutions with increasing level of (interoperability) functionality.
This allows the stakeholders to closely monitor the progress and give their feedback.
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e The European E-Health Interoperability Group (EHealth-1 Group) consists of
following organizational entities :
o0 Strategic Committee
o Development Committee, consisting of several Domain Development Teams
and one Architecture Team
o Deployment Committee, consisting of several national Deployment Teams

e The Strategic Committee is responsible for defining the European strategic directions
with regard to E-Health interoperability; initiating new development and deployment
activities and establishing strategic relations with SDOs, governments. There is one
Strategic Committee.

e The Development Committee is responsible for the development of the E-Health
interoperability solutions according to the strategic directions of the Strategic
Committee. Each healthcare domain (e.g. enterprise, cardiology) has a Domain
Development Team. The Domain Development Team defines a domain
interoperability roadmap that prioritizes the main e-health interoperability solutions in
its domain and develops the different interoperability solutions. The Domain
Development Team manages all development aspects of the interoperability
solution: gather requirements, select & profile standards, develop feasibility





implementations and test software, facilitate validation sessions. The Domain
Development Teams delegates standards development activities (e.g. to develop
missing functionality) to existing SDOs. There is one Domain Development Team per
domain. The Architectural Team is responsible for the technical and architectural
consistency of the proposed interoperability solutions across multiple domains. The
Development Committee is organized on European level with members from the
different countries. This is justified because he IHE experience has shown that the
interoperability solutions among countries are similar.

The Deployment Committee is responsible for the deployment of the different
interoperability solutions in the different countries and works in close co-operation
with the European Development Committee. Each country has a National
Deployment Team, which is responsible for the establishment of an interoperability
infrastructure; handling the operational aspects of deploying an interoperability
solution (e.g. educate and support national stakeholders; promotion, organizing
demos); identifying national-specific interoperability issues and attracting local
stakeholders.

The proposed EHealth-1 organization is a natural next step in the evolutionary
process of IHE Europe to provide an infrastructure and pragmatic interoperability
solutions for the healthcare enterprise.

In practice, the bulk of the work is done within the semi-autonomous Development
and Deployment Committees with the Strategic Committee as a light weight
coordination body.

Membership

The membership to the EHealth-1 Group is limited to stakeholders that directly
contribute to the interoperability solutions in a healthcare organization. Proposed
members are: patient interest groups, medical societies (e.g. physicians, specialists),
professional societies (hospital IT professionals), companies (healthcare IT- and
healthcare equipment vendors), healthcare payer organizations (government,
insurance). A liaison is established with SDOs.

All members should adhere to the spirit that standards are a means to solve the
interoperability problems, but are not the goal.

More specific, the composition of the different groups is as follows :
0 Strategic Committee: executive representatives of the main and liaison
stakeholders, including representatives of European SMEs.
o Development Committee: operational representatives (with market
development and technical skills) of the stakeholders.
o0 Deployment Committee : operational representatives (with market
development skills) of the national stakeholders





Financing

e The main sponsors of the EHealth-I group represent the main stakeholders: medical
societies at European level (e.g. EAR, ESC) and national level; governmental
organizations (e.g. GMSIH) and industry (e.g. COCIR); European Commission.

e The European Commission shall fund the administrative infrastructure of the
Strategic Committee and the project management activities of the Development
Committee. In addition the EU shall provide a development fund to the Strategic
Committee which can be used to enable the medical professional societies to
contribute.

e The national sponsors fund the operational activities of the Deployment Committee
and the national Deployment Teams respectively.

e The sponsorship of individuals or companies is channeled through the organization
that represents them (e.g. medical society, vendor association) in order to avoid
conflict of interest.

e The effort and expenses of the individuals are directly paid by the organizations that
they belong to (companies, professional societies etc.) in order to ensure that the
activities focus on the interoperability problems of the stakeholders.
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Updating the Work of the CEN/ISSS eHealth Standardization Focus Group

Bernd Blobel

Chair HL7 Germany

Co-Chair Security TC









		The CEN/ISSS eHealth Standardization Focus Group Report has been finalised and approved.

		The main recommendation regarding the eHealth Interoperability Platform (political and administrative leadership) is under implementation to enable the realisation of the other recommendations.

		The European Commission is preparing appropriate structures.

		COCIR and other organisations are proposing thoughts about the administrative and technical framework needed.
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COCIR Proposal for the European eHealth Interoperability Group









The European eHealth Interoperability Group (eHealth-| Group)

oo
organstons ™ paguet








_1178622934.xls
Licensed Providers

				Legend:
x = performs
o = does not perform
? = unknown


Yellow highlight = Pending
Red highlight = Deferred		Licensed Healthcare Providers		Audiologist		Dental Hygienist/Registered Dental Hygienist (RDH)		Dentist (DDS or DMD)		Dentist		Oral Surgeon		Dietitian (RD)		Non-western Medicine Providers		Certified Acupuncturist (CA)		Licensed Massage Therapist (LMT)/Registered Massage Therapist (RNT)		Nurse		Clinical Nurse Specialist (CNS)		Clinical Registered Nurse Anesthetist (CRNA)		Licensed Vocational Nurse (LVN)/Licensed Practical Nurse (LPN)		Nurse Midwife (NM)		Nurse Practitioner (NP)		Registered Nurse (RN)		Optometrist (OD)		Pharmacist		Pharmacist, Apothecary		Pharmacist, Clinical		Physician		Chiropractor (DC)		DO/Osteopath		Homeopath		MD/Allopath		Naturopath		Pathologist		Podiatrist (DPM)		Psychiatrist		Radiologist		Physician Assistant (PA)		Psychologist		Social Worker (LCSW?)		Speech Pathologist		Technician		Cardiology Technician		Medical Laboratory Technician (MLT)		Pharmacy Technician		Prosthetic Technician		Technologist		Cytotechnologist		Laboratory Technologist		Medical Technologist (MT)		Radiologic Technologist		Therapist		Certified Educational Therapist (CET)		Kinesiotherapist (KT or RKT)		Musical Therapist		Occupational Therapist (OTR/L)		Occupational Therapy Assistant		Physical Therapist (PT or RPT)		Physical Therapy Assistant		Recreational Therapist (RT)		Respiratory Therapist		Speech Therapist		Vocational Therapist		Veterinarian (DVM)

		ID		Order Entry
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		POE-002		Change/Discontinue Laboratory Order				o		o				x		x		x				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		x		o		o				x		x		x		o				o		o		o		o		o		o		o		o		x		o		o		x
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		POE-011		New Consult Order				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		x		o		x

		POE-012		Change/Discontinue Consult Order				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		x		o		x

		POE-013		New Nursing Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-014		Change/Discontinue Nursing Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-015		New Standing Order(s) PRN				o		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-016		Change/Discontinue Standing Order(s) PRN				o		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-017		New Verbal and Telephone Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-018		Change/Discontinue Verbal and Telephone Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-019		New Supply Order (e.g. ostomy, diabetic)				o		o				x		x		x				o		o				x		x		x		x		x		x		o				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-020		Change/Discontinue Supply Order (e.g. ostomy, diabetic)				o		o				x		x		x				o		o				x		x		x		x		x		x		o				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-021		New Prosthetic Order (e.g. wheelchair, crutches)				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		x				o		o		o		o				o		o		o		x		o		x		o		o		o		x		o		x

		POE-022		Change/Discontinue Prosthetic Order (e.g. wheelchair, crutches)				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		x				o		o		o		o				o		o		o		x		o		x		o		o		o		x		o		x

		POE-023		Sign Order(s)				o		o				x		x		x				o		o				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-024		Requires Order Co-Sign				o		o				o		o		x				o		o				o		o		o		o		o		o		x				o		o				o		o		o		o		o		o		o		o		o		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		POE-025		Co-Sign Order(s)				o		o				x		x		o				o		o				x		x		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		POE-026		New DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		POE-027		Edit/Addend/Sign DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		POE-028		Co-Sign DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

				Review Documentation

		PRD-001		Review Patient Testing Reports				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-002		Review Chief Complaint				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-003		Review Medical History				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-004		Review Existing Order(s)				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-005		Review Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-006		Patient Identification and Lookup				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-007		Review Patient or Disease-Specific Clinical Guidelines				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-008		Review Alerts				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-009		Review Current Directory of Provider Information				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-010		Review Patient Medications				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-011		Review Patient Allergies				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-012		Review Past Visits				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-013		Review Immunizations				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-014		Review Health Status Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PRD-015		Review Prescription Costing Information				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				o		x		x		o				x		x		x		x				x				x		x		x		x		x

				Perform Documentation

		PPD-001		New Progress Notes				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PPD-002		Edit/Addend/Sign Progress Notes				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PPD-003		Co-Sign Progress Notes				x		x				x		x		x				o		o				x		x		o		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		x		x		x		x		x		x		x		x

		PPD-004		New Progress Note Comment (non-clin data e.g. 'No Show')				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-005		Edit/Addend Progress Note Comment (non-clin data e.g. 'No Show')				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-006		New Patient Education				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		x		x		x		x		x		x		x		x

		PPD-007		Edit/Addend/Sign Patient Education				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		x		x		x		x		x		x		x		x

		PPD-008		Co-Sign Patient Education				x		x				x		x		x				o		o				x		x		o		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-009		New History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-010		Edit/Addend/Sign History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-011		Co-Sign History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-012		New Consultation Findings				x		x				x		x		x				x		x				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		x		o		o				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-013		Edit/Addend/Sign Consultation Findings				x		x				x		x		x				x		x				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		x		o		o				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-014		Co-Sign Consultation Findings				x		x				x		x		x				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-015		New Surgical Report				o		o				x		x		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-016		Edit/Addend/Sign Surgical Report				o		o				x		x		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-017		Co-Sign Surgical Report				o		o				x		x		x				o		o				x		x		o		x		x		o		x				o		o				o		o		o		o		o		o		o		o		o		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-018		New Patient Allergy				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				o		o		o		x		o		x		o		o		x		x		o		x

		PPD-019		Edit Patient Allergy				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				o		o		o		x		o		x		o		o		x		x		o		x

		PPD-020		New Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-021		Edit/Addend/Sign Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-022		Co-Sign Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				o		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-023		New Point of Care Testing Results				x		x				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		o		x				o		o		o		o				x		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-024		Edit/Addend/Sign Point of Care Testing Results				x		x				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		o		x				o		o		o		o				x		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-025		New Medical Diagnostic Problem List				x		x				x		x		x				o		o				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		x		o		o		o		x		o		x

		PPD-026		Edit/Addend Medical Diagnostic Problem List				x		x				x		x		x				o		o				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		x		o		o		o		x		o		x

		PPD-027		New Nursing Problem List				o		o				o		o		o				o		o				x		o		x		x		x		x		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-028		Edit/Addend Nursing Problem List				o		o				o		o		o				o		o				x		o		x		x		x		x		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-029		New Discharge Summary				o		o				o		x		o				o		o				x		o		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-030		Edit/Addend/Sign Discharge Summary				o		o				o		x		o				o		o				x		o		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-031		Co-Sign Discharge Summary				o		o				o		x		o				o		o				o		o		o		o		o		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-032		New Consents and Authorizations				o		x				x		x		o				x		x				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-033		Edit/Addend/Sign Consents and Authorizations				o		x				x		x		o				x		x				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-034		New Advanced Directives (e.g. living will, durable power of attorney)				x		o				o		o		o				o		o				x		x		x		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-035		Edit/Addend/Sign Advanced Directives (e.g. living will, durable power of attorney)				x		o				o		o		o				o		o				x		x		x		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-036		New Patient/Family Preferences				o		o				o		o		x				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		x		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-037		Edit/Addend Patient/Family Preferences				o		o				o		o		x				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		x		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o

		PPD-038		New Inter-Practitioner Communication				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-039		Edit/Addend Inter-Practitioner Communication				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-040		New Encounter/Billing Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-041		Edit/Addend/Sign Encounter/Billing Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-042		New Electronic Forms				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-043		Edit/Addend/Sign Electronic Forms				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x

		PPD-044		New Patient Acuity				o		o				o		o		o				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-045		Edit/Addend Patient Acuity				o		o				o		o		o				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-046		Record Medication Administration Record (M.A.R.)				o		o				o		o		o				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		x		o		o		x

		PPD-047		New Immunization				o		o				o		o		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-048		Edit/Addend/Sign Immunization				o		o				o		o		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-049		New Skin Test				o		o				o		o		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-050		Edit/Addend/Sign Skin Test				o		o				o		o		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-051		New Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		o		o		x

		PPD-052		Edit/Addend Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		o		o		x

		PPD-053		New Health Status Data Collection				x		x				x		x		o				x		x				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

		PPD-054		Edit/Addend/Sign Health Status Data Collection				x		x				x		x		o				x		x				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x

				Scheduling

		PSC-001		New Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PSC-002		Edit/Access Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PSC-003		Display/Print Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PSC-004		Performs ADT Functions (e.g. checks pt. 'in', 'out', 'no show')				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x

		PSC-005		Performs 'Overbook'				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x
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Bedford VAMC 'x' to 'o', viewing point-of-care testing as those tests performed at bedside (e.g. fingerstick)
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Issue #33 - TF changing task from "DNR Request" to "DNR Order" and moving to Order Entry Task.
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Issue #20 - TF changed Bedford VAMC 'x' to 'o'
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Issue #33 - TF changing Step from "DNR Request" to "DNR Order" and moving to Order Entry Task.
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Issue #20 - TF changed Bedford VAMC 'x' to 'o'

bollmannd:
Issue #33 - TF changing Step from "DNR Request" to "DNR Order" and moving to Order Entry Task.

bollmannd:
Issue #33 - TF changing from "x" to "o"
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Issue #20 - TF changed Bedford VAMC 'x' to 'o'

&CHealthcare Scenario Roadmap - Licensed Healthcare Providers

&LVHA/IHS RBAC Task Force&R11/03/2004



Non-Licensed Personnel

				Legend:
x = performs
o = does not perform
? = unknown


Yellow highlight = Pending 
Red highlight = Deferred		Non-Licensed Healthcare Personnel		Bereavement Counselor		Dental Assistant		Health Record Transportation Personnel		Midwife, Non-Nurse		Nurse's Aide		Nutritionist		Orderly		Patient Transportation Personnel		Phlebotomist		Specimen Transportation Personnel		Technician		Volunteer		Emergency Services		Air Transport Pilots		Ambulance Drivers		EMS		EMT		Paramedic		Secular Services		Pastoral Care		Priest		Rabbi		Patient Advocate		Patient Advocate		Interpreters		Interpreters		Clerical and Administrative Personnel		Admission Clerk		Disposition/Discharge Clerks		Encounter Registration Clerk		Ward/Unit/Clinic Clerk Departmental Clerk		Administrative Support Staff and Services		Administrative Department		Clinical Department		Health Information Management		Health Records (Medical Records)		Non-Physician Provider Office		Physician Office		Quality Assurance		Transcription Personnel		Clerks		Maintenance & System Support Personnel		Proofreader		QA Personnel		Students		Supervisors/Managers		Transcriptionist		Vendors		File Clerk		Administrative Department		Clinical Department		Health Records (Medical Records) Health Information Management		Quality Assurance		Supervisor Personnel		Administrative Department		Clinical Department		Health Records (Medical Records) Health Information Management		Quality Assurance		Health Records (Medical Records)		Administration		Administrative Support		File Clerks		Information Management Personnel		Information Services		Applications Support		Business Analyst		Database Administrator		Help Desk		Network Administrator		Operations Support		Programmers		Security Administrator		System Administrator		Third Party Support (Vendors and Consultants)		Trainer (of end users)		Financial Services, Billing and Claims		Administrative Support Personnel		Billing File Clerk		Billing Personnel		Claims Personnel		Coders/Reimbursement Specialists		Collections Personnel		Cost and Quality Analysts		Quality Assurance		Quality Assurance		Utilization Review		Utilization Review		Discharge Planning		Discharge Planning		Infection Control		Infection Control		Risk Management		Risk Management		Health Plan/Insurer		Claims Adjudication Personnel		Claims File Clerk		Claims Review Personnel		Health Care Provision Quality		Health Plan/Insurer		Internal Quality Assurance Personnel		Assurance Personnel		Health Care Provision Utilization Review Personnel		Internal Utilization Review Personnel		Medical Malpractice		Expert Witness		Governmental File Clerk		Health Records File Clerk		Health Records Supervisor		Lawyer/Judge		Legal Aide		Legal Secretary		Accrediting and Regulatory Agencies		JCAHO Auditors		Local, State, and Federal Agencies		Local, State, and Federal Surveyors		NCQA Auditors		Administrative Management		Administrative Support Staff		Board of Trustees		Executive Officers		Medical Staff Administration

		ID		Order Entry

		POE-001		New Laboratory Order						o

		POE-002		Change/Discontinue Laboratory Order						o

		POE-003		New Radiology Order						o

		POE-004		Change/Discontinue Radiology Order						o

		POE-005		New/Renew Outpatient Prescription Order						o

		POE-006		Change/Discontinue/Refill Outpatient Prescription Order						o

		POE-007		New Inpatient Medication Order						o

		POE-008		Change/Discontinue Inpatient Medication Order						o

		POE-009		New Diet Order						o

		POE-010		Change/Discontinue Diet Order						o

		POE-011		New Consult Order						o

		POE-012		Change/Discontinue Consult Order						o

		POE-013		New Nursing Order						o

		POE-014		Change/Discontinue Nursing Order						o

		POE-015		New Standing Order(s) PRN						o

		POE-016		Change/Discontinue Standing Order(s) PRN						o

		POE-017		New Verbal and Telephone Order						o

		POE-018		Change/Discontinue Verbal and Telephone Order						o

		POE-019		New Supply Order (e.g. ostomy, diabetic)						o

		POE-020		Change/Discontinue Supply Order (e.g. ostomy, diabetic)						o

		POE-021		New Prosthetic Order (e.g. wheelchair, crutches)						o

		POE-022		Change/Discontinue Prosthetic Order (e.g. wheelchair, crutches)						o

		POE-023		Sign Order(s)						o

		POE-024		Requires Order Co-Sign						o

		POE-025		Co-Sign Order(s)						o

		POE-026		New DNR Order						o

		POE-027		Edit/Addend/Sign DNR Order						o

		POE-028		Co-Sign DNR Order						o

				Review Documentation

		PRD-001		Review Patient Testing Reports						x

		PRD-002		Review Chief Complaint						x

		PRD-003		Review Medical History						x

		PRD-004		Review Existing Order(s)						x

		PRD-005		Review Vital Signs/Patient Measurements						x

		PRD-006		Patient Identification and Lookup						x

		PRD-007		Review Patient or Disease-Specific Clinical Guidelines						x

		PRD-008		Review Alerts						x

		PRD-009		Review Current Directory of Provider Information						x

		PRD-010		Review Patient Medications						?

		PRD-011		Review Patient Allergies						?

		PRD-012		Review Past Visits						?

		PRD-013		Review Immunizations						?

		PRD-014		Review Health Status Data						?

		PRD-015		Review Prescription Costing Information

				Perform Documentation

		PPD-001		New Progress Notes						o

		PPD-002		Edit/Addend/Sign Progress Notes						o

		PPD-003		Co-Sign Progress Notes						o

		PPD-004		New Progress Note Comment (non-clin data e.g. 'No Show')						o

		PPD-005		Edit/Addend Progress Note Comment (non-clin data e.g. 'No Show')						o

		PPD-006		New Patient Education						o

		PPD-007		Edit/Addend/Sign Patient Education						o

		PPD-008		Co-Sign Patient Education						o

		PPD-009		New History and Physical						o

		PPD-010		Edit/Addend/Sign History and Physical						o

		PPD-011		Co-Sign History and Physical						o

		PPD-012		New Consultation Findings						o

		PPD-013		Edit/Addend/Sign Consultation Findings						o

		PPD-014		Co-Sign Consultation Findings						o

		PPD-015		New Surgical Report						o

		PPD-016		Edit/Addend/Sign Surgical Report						o

		PPD-017		Co-Sign Surgical Report						o

		PPD-018		New Patient Allergy						o

		PPD-019		Edit Patient Allergy						o

		PPD-020		New Patient Testing Reports						o

		PPD-021		Edit/Addend/Sign Patient Testing Reports						o

		PPD-022		Co-Sign Patient Testing Reports						o

		PPD-023		New Point of Care Testing Results						o

		PPD-024		Edit/Addend/Sign Point of Care Testing Results						o

		PPD-025		New Medical Diagnostic Problem List						o

		PPD-026		Edit/Addend Medical Diagnostic Problem List						o

		PPD-027		New Nursing Problem List						o

		PPD-028		Edit/Addend Nursing Problem List						o

		PPD-029		New Discharge Summary						o

		PPD-030		Edit/Addend/Sign Discharge Summary						o

		PPD-031		Co-Sign Discharge Summary						o

		PPD-032		New Consents and Authorizations						o

		PPD-033		Edit/Addend/Sign Consents and Authorizations						o

		PPD-034		New Advanced Directives (e.g. living will, durable power of attorney)						o

		PPD-035		Edit/Addend/Sign Advanced Directives (e.g. living will, durable power of attorney)						o

		PPD-036		New Patient/Family Preferences						o

		PPD-037		Edit/Addend Patient/Family Preferences						o

		PPD-038		New Inter-Practitioner Communication						o

		PPD-039		Edit/Addend Inter-Practitioner Communication						o

		PPD-040		New Encounter/Billing Data						o

		PPD-041		Edit/Addend/Sign Encounter/Billing Data						o

		PPD-042		New Electronic Forms						o

		PPD-043		Edit/Addend/Sign Electronic Forms						o

		PPD-044		New Patient Acuity						o

		PPD-045		Edit/Addend Patient Acuity						o

		PPD-046		Record Medication Administration Record (M.A.R.)						o

		PPD-047		New Immunization						o

		PPD-048		Edit/Addend/Sign Immunization						o

		PPD-049		New Skin Test						o

		PPD-050		Edit/Addend/Sign Skin Test						o

		PPD-051		New Vital Signs/Patient Measurements						o

		PPD-052		Edit/Addend Vital Signs/Patient Measurements						o

		PPD-053		New Health Status Data Collection						o

		PPD-054		Edit/Addend/Sign Health Status Data Collection						o

				Scheduling

		PSC-001		New Appointment Schedule						x

		PSC-002		Edit/Access Appointment Schedule						x

		PSC-003		Display/Print Appointment Schedule						x

		PSC-004		Performs ADT Functions (e.g. checks pt. 'in', 'out', 'no show')						x

		PSC-005		Performs 'Overbook'						x
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Issue #33 - TF changing task from "DNR Request" to "DNR Order" and moving to Order Entry Task.
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Yellow highlight = Pending
Red highlight = Deferred		Licensed Healthcare Providers		Audiologist		Dental Hygienist/Registered Dental Hygienist (RDH)		Dentist (DDS or DMD)		Dentist		Oral Surgeon		Dietitian (RD)		Non-western Medicine Providers		Certified Acupuncturist (CA)		Licensed Massage Therapist (LMT)/Registered Massage Therapist (RNT)		Nurse		Clinical Nurse Specialist (CNS)		Clinical Registered Nurse Anesthetist (CRNA)		Licensed Vocational Nurse (LVN)/Licensed Practical Nurse (LPN)		Nurse Midwife (NM)		Nurse Practitioner (NP)		Registered Nurse (RN)		Optometrist (OD)		Pharmacist		Pharmacist, Apothecary		Pharmacist, Clinical		Physician		Chiropractor (DC)		DO/Osteopath		Homeopath		MD/Allopath		Naturopath		Pathologist		Podiatrist (DPM)		Psychiatrist		Radiologist		Physician Assistant (PA)		Psychologist		Social Worker (LCSW)		Speech Pathologist		Technician		Cardiology Technician		Medical Laboratory Technician (MLT)		Pharmacy Technician		Prosthetic Technician		Technologist		Cytotechnologist		Laboratory Technologist		Medical Technologist (MT)		Radiologic Technologist		Therapist		Certified Educational Therapist (CET)		Kinesiotherapist (KT or RKT)		Musical Therapist		Occupational Therapist (OTR/L)		Occupational Therapy Assistant		Physical Therapist (PT or RPT)		Physical Therapy Assistant		Recreational Therapist (RT)		Respiratory Therapist		Speech Therapist		Vocational Therapist		Veterinarian (DVM)		Non-Licensed Healthcare Personnel		Bereavement Counselor		Dental Assistant		Health Record Transportation Personnel		Midwife, Non-Nurse		Nurse's Aide		Nutritionist		Orderly		Patient Transportation Personnel		Phlebotomist		Specimen Transportation Personnel		Technician		Volunteer		Emergency Services		Air Transport Pilots		Ambulance Drivers		EMS		EMT		Paramedic		Secular Services		Pastoral Care		Priest		Rabbi		Patient Advocate		Patient Advocate		Interpreters		Interpreters		Clerical and Administrative Personnel		Admission Clerk		Disposition/Discharge Clerks		Encounter Registration Clerk		Ward/Unit/Clinic Clerk Departmental Clerk		Administrative Support Staff and Services		Administrative Department		Clinical Department		Health Information Management		Health Records (Medical Records)		Non-Physician Provider Office		Physician Office		Quality Assurance		Transcription Personnel		Clerks		Maintenance & System Support Personnel		Proofreader		QA Personnel		Students		Supervisors/Managers		Transcriptionist		Vendors		File Clerk		Administrative Department		Clinical Department		Health Records (Medical Records) Health Information Management		Quality Assurance		Supervisor Personnel		Administrative Department		Clinical Department		Health Records (Medical Records) Health Information Management		Quality Assurance		Health Records (Medical Records)		Administration		Administrative Support		File Clerks		Information Management Personnel		Information Services		Applications Support		Business Analyst		Database Administrator		Help Desk		Network Administrator		Operations Support		Programmers		Security Administrator		System Administrator		Third Party Support (Vendors and Consultants)		Trainer (of end users)		Financial Services, Billing and Claims		Administrative Support Personnel		Billing File Clerk		Billing Personnel		Claims Personnel		Coders/Reimbursement Specialists		Collections Personnel		Cost and Quality Analysts		Quality Assurance		Quality Assurance		Utilization Review		Utilization Review		Discharge Planning		Discharge Planning		Infection Control		Infection Control		Risk Management		Risk Management		Health Plan/Insurer		Claims Adjudication Personnel		Claims File Clerk		Claims Review Personnel		Health Care Provision Quality		Health Plan/Insurer		Internal Quality Assurance Personnel		Assurance Personnel		Health Care Provision Utilization Review Personnel		Internal Utilization Review Personnel		Medical Malpractice		Expert Witness		Governmental File Clerk		Health Records File Clerk		Health Records Supervisor		Lawyer/Judge		Legal Aide		Legal Secretary		Accrediting and Regulatory Agencies		JCAHO Auditors		Local, State, and Federal Agencies		Local, State, and Federal Surveyors		NCQA Auditors		Administrative Management		Administrative Support Staff		Board of Trustees		Executive Officers		Medical Staff Administration

		ID		Order Entry

		POE-001		New Laboratory Order				o		o				x		x		x				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		x		o		o				x		x		x		o				o		o		o		o		o		o		o		o		x		o		o		x						o

		POE-002		Change/Discontinue Laboratory Order				o		o				x		x		x				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		x		o		o				x		x		x		o				o		o		o		o		o		o		o		o		x		o		o		x						o

		POE-003		New Radiology Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		x				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-004		Change/Discontinue Radiology Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		x				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-005		New/Renew Outpatient Prescription Order				o		o				x		x		x				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		x		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-006		Change/Discontinue/Refill Outpatient Prescription Order				o		o				x		x		x				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		x		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-007		New Inpatient Medication Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-008		Change/Discontinue Inpatient Medication Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-009		New Diet Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-010		Change/Discontinue Diet Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-011		New Consult Order				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		x		o		x						o

		POE-012		Change/Discontinue Consult Order				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		x		o		x						o

		POE-013		New Nursing Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-014		Change/Discontinue Nursing Order				o		o				x		x		x				o		o				x		x		x		x		x		x		o				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-015		New Standing Order(s) PRN				o		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-016		Change/Discontinue Standing Order(s) PRN				o		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-017		New Verbal and Telephone Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-018		Change/Discontinue Verbal and Telephone Order				o		o				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-019		New Supply Order (e.g. ostomy, diabetic)				o		o				x		x		x				o		o				x		x		x		x		x		x		o				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-020		Change/Discontinue Supply Order (e.g. ostomy, diabetic)				o		o				x		x		x				o		o				x		x		x		x		x		x		o				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-021		New Prosthetic Order (e.g. wheelchair, crutches)				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		x				o		o		o		o				o		o		o		x		o		x		o		o		o		x		o		x						o

		POE-022		Change/Discontinue Prosthetic Order (e.g. wheelchair, crutches)				x		o				x		x		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		x				o		o		o		o				o		o		o		x		o		x		o		o		o		x		o		x						o

		POE-023		Sign Order(s)				o		o				x		x		x				o		o				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-024		Requires Order Co-Sign				o		o				o		o		x				o		o				o		o		o		o		o		o		x				o		o				o		o		o		o		o		o		o		o		o		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		POE-025		Co-Sign Order(s)				o		o				x		x		o				o		o				x		x		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		POE-026		New DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		POE-027		Edit/Addend/Sign DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		POE-028		Co-Sign DNR Order				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

				Review Documentation

		PRD-001		Review Patient Testing Reports				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-002		Review Chief Complaint				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-003		Review Medical History				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-004		Review Existing Order(s)				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-005		Review Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-006		Patient Identification and Lookup				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-007		Review Patient or Disease-Specific Clinical Guidelines				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-008		Review Alerts				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-009		Review Current Directory of Provider Information				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PRD-010		Review Patient Medications				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						?

		PRD-011		Review Patient Allergies				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						?

		PRD-012		Review Past Visits				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						?

		PRD-013		Review Immunizations				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						?

		PRD-014		Review Health Status Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						?

		PRD-015		Review Prescription Costing Information				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				o		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x

				Perform Documentation

		PPD-001		New Progress Notes				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						o

		PPD-002		Edit/Addend/Sign Progress Notes				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						o

		PPD-003		Co-Sign Progress Notes				x		x				x		x		x				o		o				x		x		o		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		x		x		x		x		x		x		x		x						o

		PPD-004		New Progress Note Comment (non-clin data e.g. 'No Show')				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-005		Edit/Addend Progress Note Comment (non-clin data e.g. 'No Show')				o		o				o		o		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-006		New Patient Education				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		x		x		x		x		x		x		x		x						o

		PPD-007		Edit/Addend/Sign Patient Education				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		x		x		x		x		x		x		x		x						o

		PPD-008		Co-Sign Patient Education				x		x				x		x		x				o		o				x		x		o		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-009		New History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-010		Edit/Addend/Sign History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-011		Co-Sign History and Physical				o		x				x		x		o				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-012		New Consultation Findings				x		x				x		x		x				x		x				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		x		o		o				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-013		Edit/Addend/Sign Consultation Findings				x		x				x		x		x				x		x				x		x		o		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		x		o		o				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-014		Co-Sign Consultation Findings				x		x				x		x		x				o		o				x		x		o		x		x		o		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-015		New Surgical Report				o		o				x		x		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-016		Edit/Addend/Sign Surgical Report				o		o				x		x		o				o		o				o		o		o		o		o		o		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-017		Co-Sign Surgical Report				o		o				x		x		x				o		o				x		x		o		x		x		o		x				o		o				o		o		o		o		o		o		o		o		o		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-018		New Patient Allergy				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				o		o		o		x		o		x		o		o		x		x		o		x						o

		PPD-019		Edit Patient Allergy				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				o		o		o		x		o		x		o		o		x		x		o		x						o

		PPD-020		New Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-021		Edit/Addend/Sign Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-022		Co-Sign Patient Testing Reports				x		o				o		o		o				o		o				x		x		o		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				o		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-023		New Point of Care Testing Results				x		x				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		o		x				o		o		o		o				x		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-024		Edit/Addend/Sign Point of Care Testing Results				x		x				x		x		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		o		x				o		o		o		o				x		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-025		New Medical Diagnostic Problem List				x		x				x		x		x				o		o				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		x		o		o		o		x		o		x						o

		PPD-026		Edit/Addend Medical Diagnostic Problem List				x		x				x		x		x				o		o				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		x		o		o		o		x		o		x						o

		PPD-027		New Nursing Problem List				o		o				o		o		o				o		o				x		o		x		x		x		x		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-028		Edit/Addend Nursing Problem List				o		o				o		o		o				o		o				x		o		x		x		x		x		o				o		o				o		o		o		o		o		o		o		o		o		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-029		New Discharge Summary				o		o				o		x		o				o		o				x		o		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-030		Edit/Addend/Sign Discharge Summary				o		o				o		x		o				o		o				x		o		o		x		x		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-031		Co-Sign Discharge Summary				o		o				o		x		o				o		o				o		o		o		o		o		o		o				o		o				x		x		x		x		x		x		x		x		x		o		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-032		New Consents and Authorizations				o		x				x		x		o				x		x				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-033		Edit/Addend/Sign Consents and Authorizations				o		x				x		x		o				x		x				x		x		o		x		x		o		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-034		New Advanced Directives (e.g. living will, durable power of attorney)				x		o				o		o		o				o		o				x		x		x		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-035		Edit/Addend/Sign Advanced Directives (e.g. living will, durable power of attorney)				x		o				o		o		o				o		o				x		x		x		x		x		o		x				o		o				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-036		New Patient/Family Preferences				o		o				o		o		x				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		x		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-037		Edit/Addend Patient/Family Preferences				o		o				o		o		x				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		x		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		o						o

		PPD-038		New Inter-Practitioner Communication				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-039		Edit/Addend Inter-Practitioner Communication				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-040		New Encounter/Billing Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-041		Edit/Addend/Sign Encounter/Billing Data				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		o				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-042		New Electronic Forms				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-043		Edit/Addend/Sign Electronic Forms				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		o		x		o		x		x		x		x		x						o

		PPD-044		New Patient Acuity				o		o				o		o		o				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-045		Edit/Addend Patient Acuity				o		o				o		o		o				o		o				x		o		o		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-046		Record Medication Administration Record (M.A.R.)				o		o				o		o		o				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		x		o		o		x						o

		PPD-047		New Immunization				o		o				o		o		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-048		Edit/Addend/Sign Immunization				o		o				o		o		o				o		o				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-049		New Skin Test				o		o				o		o		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-050		Edit/Addend/Sign Skin Test				o		o				o		o		x				o		o				x		x		x		x		x		x		x				o		o				x		x		x		x		x		x		x		x		x		x		o		o		o				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-051		New Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		o		o		x						o

		PPD-052		Edit/Addend Vital Signs/Patient Measurements				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		x		o		x		o		o		x		o		o		x						o

		PPD-053		New Health Status Data Collection				x		x				x		x		o				x		x				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

		PPD-054		Edit/Addend/Sign Health Status Data Collection				x		x				x		x		o				x		x				x		x		x		x		x		x		x				o		x				x		x		x		x		x		x		x		x		x		x		x		x		x				o		o		o		o				o		o		o		o				o		o		o		o		o		o		o		o		o		o		o		x						o

				Scheduling

		PSC-001		New Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PSC-002		Edit/Access Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PSC-003		Display/Print Appointment Schedule				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PSC-004		Performs ADT Functions (e.g. checks pt. 'in', 'out', 'no show')				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x

		PSC-005		Performs 'Overbook'				x		x				x		x		x				x		x				x		x		x		x		x		x		x				x		x				x		x		x		x		x		x		x		x		x		x		x		x		x				x		x		x		x				x		x		x		x				x		x		x		x		x		x		x		x		x		x		x		x						x
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Constraints_Business Rules

		Role		Business Rule

		Resident and Fellow (MD)		Resident and Fellow (attending) – Can author and sign History and Physical but for billing purposes, a co-signature is required.  This is not a nationally accepted practice due to licensure, but within the VHA for billing/finance purposes and is therefore a business rule.

		Resident and Fellow (MD)		Resident can write orders, but not DNR order.

		Surgeon		Providers who perform surgeries have access to document and review surgical reports.  Although a surgeon has additional education, a 'surgeon' is not a license and is therefore not a basic role.

		Licensed Healthcare Providers with co-sign ability		The role of instructors of students within a teaching facility is viewed as Licensed Healthcare Providers with counter-signature ability.

		Resident and Fellow (MD)		Trainee roles (Residents and Fellows (MD)) require countersignature within the VHA, which is a business rule.

		Students/Trainees		All "PPD-XXX, Requires xxx Co-Sign" restricted to students and trainees, which is a business rule.

		Role		Constraint

		Dentist - Staff and Resident		New/Edit/Addend/Sign Discharge Summary - yes

		Dentist - Resident		Requires Discharge Summary Co-Sign - yes

		Dentist - Staff		Co-Sign Discharge Summary - yes
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Definitions

		Surgical Reports		The documentation of procedures that take place in or out of the operating room may include a variety of report types for which access is generally limited to surgeons, anesthesiologists, and operating room staff.  These reports may be titled as "Surgical Report", "Operative Report", "Intraoperative Report", "Perioperative Report", "Anesthesia Report".  As a set, they comprise a section of the EMR that is accessible for entry (New/Edit/Addend) by the staff that perform and assist with these procedures, but are read-only for other clinicians.

		Health Status Data		Electronic Medical Records (EMRs) may collect some data about a patient's condition in a codified fashion rather than as free text in a progress note.  The set of this information is collectively defined as "Health Status Data", and may include factors such as smoking status, presence of a family history of a certain disease, and specific episodes of patient education and/or counseling.  Because of the nature of this information as discrete and calculable bits of data, it is granted its own permission set.

		Patient/Family Preferences		Enter/edit/view of a specialized dataset related to patient and family preferences for care. That may wind up including everything from diet (“I’m a vegetarian”) to healthcare decisions (“My spouse has my healthcare proxy” or what we are now differentiating as advance directives).

		Inter-Practitioner Communication		Access to specific structured communication tools for communication between practitioners. For example, provider-to-provider patient-related messaging in some forms including general-purpose email, as well as the use of things like Care Management tasks to communicate “within” the EMR.

		Electronic Forms		Ability to enter/edit/view data stored in “electronic forms” (kind of a circular definition, I realize). This function complements the other functions (e.g., ordering, documenting, etc.)
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1 Introduction


This document presents the healthcare permissions that may be assigned to licensed healthcare providers.  Future updates will include healthcare permissions that may be assigned to non-licensed healthcare personnel.


Table 1 lists definitions of terms used in this document.


		Table 1.  Definitions



		Term

		Definition

		Source



		Permission

		Permission is an approval to perform an operation on one or more RBAC protected objects.

		[ANSI-RBAC]



		Operation

		An operation is an executable image of a program, which upon invocation executes some function for the user.  Within a file system, operations might include read, write, and execute.  Within a database management system, operations might include insert, delete, append, and update.


An operation is also known as a privilege.

		[ANSI-RBAC]



		Object

		An object is an entity that contains or receives information.  The objects can represent information containers (e.g., files or directories in an operating system, and/or columns, rows, tables, and views within a database management system) or objects can represent exhaustible system resources, such as printers, disk space, and CPU cycles.


The set of objects covered by RBAC includes all of the objects listed in the permissions that are assigned to roles.

		[ANSI-RBAC]





Healthcare Permission Tables


Table 2 contains the legend for the healthcare permission tables that follow.


		Table 2.  Permission Table Legend



		Permission Table Item

		Abbreviation

		Definition



		Scenario

		SOE

		Scenario Order Entry



		

		SRD

		Scenario Review Documentation



		

		SPD

		Scenario Perform Documentation



		

		SSC

		Scenario Scheduling



		Unique Permission ID

		POE

		Permission Order Entry



		

		PRD

		Permission Review Documentation



		

		PPD

		Permission Perform Documentation



		

		PSC

		Permission Scheduling



		Basic Permission Name Operation

		C

		Create



		

		R

		Read



		

		U

		Update



		

		D

		Delete



		

		E

		Execute





Permissions are organized according to the following clinical tasks:


· Order Entry


· Review Documentation


· Perform Documentation


· Scheduling


Order Entry Task


		Table 3.  Order Entry Permissions



		Scenario ID

		Unique Permission ID

		Abstract Permission Name

		Basic Permission Name
{Operation, Object}



		

		POE-001

		New Laboratory Order

		{C, Laboratory Order}



		

		POE-002

		Change/Discontinue Laboratory Order

		{U, Laboratory Order}



		SOE-001

		POE-003

		New Radiology Order

		{C, Radiology Order}



		

		POE-004

		Change/Discontinue Radiology Order

		{U, Radiology Order}



		SOE-001

		POE-005

		New/Renew Outpatient Prescription Order

		{C, Outpatient Prescription Order}



		SOE-001

		POE-006

		Change/Discontinue/Refill Outpatient Prescription Order

		{U, Outpatient Prescription Order}



		

		POE-007

		New Inpatient Medication Order

		{C, Inpatient Medication Order}



		

		POE-008

		Change/Discontinue Inpatient Medication Order

		{U, Inpatient Medication Order}



		SOE-001

		POE-009

		New Diet Order

		{C, Diet Order}



		

		POE-010

		Change/Discontinue Diet Order

		{U, Diet Order}



		SOE-001

		POE-011

		New Consult Order

		{C, Consult Order}



		

		POE-012

		Change/Discontinue Consult Order

		{U, Consult Order}



		

		POE-013

		New Nursing Order

		{C, Nursing Order}



		

		POE-014

		Change/Discontinue Nursing Order

		{U, Nursing Order}



		

		POE-015

		New Standing Order(s) PRN

		{C, Standing Order(s) PRN}



		

		POE-016

		Change/Discontinue Standing Order(s) PRN

		{U, Standing Order(s) PRN}



		

		POE-017

		New Verbal and Telephone Order

		{C, Verbal and Telephone Order}



		

		POE-018

		Change/Discontinue Verbal and Telephone Order

		{U, Verbal and Telephone Order}



		

		POE-019

		New Supply Order

		{C, Supply Order}



		

		POE-020

		Change/Discontinue Supply Order

		{U, Supply Order}



		

		POE-021

		New Prosthetic Order

		{C, Prosthetic Order}



		

		POE-022

		Change/Discontinue Prosthetic Order

		{U, Prosthetic Order}



		SOE-001

		POE-023

		Sign Order(s)

		{U, Laboratory Order},


{U, Radiology Order},


{U, Outpatient Prescription Order},


{U, Inpatient Medication},


{U, Diet Order},


{U, Consult Order},


{U, Nursing Order},


{U, Standing Order(s) PRN},


{U, Verbal and Telephone Order},


{U, Supply Order},


{U, Prosthetic Order}



		

		POE-024

		Requires Order Co-Sign

		{U, Laboratory Order},


{U, Radiology Order},


{U, Outpatient Prescription Order},


{U, Inpatient Medication},


{U, Diet Order},


{U, Consult Order},


{U, Nursing Order},


{U, Standing Order(s) PRN},


{U, Verbal and Telephone Order},


{U, Supply Order},


{U, Prosthetic Order}



		

		POE-025

		Co-Sign Order(s)

		{U, Laboratory Order},


{U, Radiology Order},


{U, Outpatient Prescription Order},


{U, Inpatient Medication},


{U, Diet Order},


{U, Consult Order},


{U, Nursing Order},


{U, Standing Order(s) PRN},


{U, Verbal and Telephone Order},


{U, Supply Order},


{U, Prosthetic Order}



		

		POE-026

		New DNR Order

		{C, DNR Order}



		

		POE-027

		Edit/Addend/Sign DNR Order

		{U, DNR Order}



		

		POE-028

		Co-Sign DNR Order

		{U, DNR Order}





Review Documentation Task


		Table 4.  Review Documentation Permissions



		Scenario ID

		Unique Permission ID

		Abstract Permission Name

		Basic Permission Name
{Operation, Object}



		SRD-001

		PRD-001

		Review Patient Testing Reports

		{R, Patient Testing Reports}



		SRD-001

		PRD-002

		Review Chief Complaint

		{R, Chief Complaint}



		SRD-001

		PRD-003

		Review Medical History

		{R, Medical History}



		SRD-001

		PRD-004

		Review Existing Order(s)

		{R, Laboratory Order},


{R, Radiology Order},


{R, Outpatient Prescription Order},


{R, Inpatient Medication},


{R, Diet Order},


{R, Consult Order},


{R, Nursing Order},


{R, Standing Order(s) PRN},


{R, Verbal and Telephone Order},


{R, Supply Order},


{R, Prosthetic Order}



		SRD-001

		PRD-005

		Review Vital Signs/Patient Measurements

		{R, Vital Signs/Patient Measurements}



		SRD-001

		PRD-006

		Patient Identification and Lookup

		{R, Patient Identification and Lookup}



		SRD-001

		PRD-007

		Review Patient or Disease-Specific Clinical Guidelines

		{R, Patient or Disease-Specific Clinical Guidelines}



		SRD-001

		PRD-008

		Review Alerts

		{R, Alerts}



		SRD-001

		PRD-009

		Review Current Directory of Provider Information

		{R, Current Directory of Provider Information}



		SRD-001

		PRD-010

		Review Patient Medications

		{R, Outpatient Prescription Order},


{R, Inpatient Medication Order}



		SRD-001

		PRD-011

		Review Patient Allergies

		{R, Patient Allergies}



		SRD-001

		PRD-012

		Review Past Visits

		{R, Past Visits}



		SRD-001

		PRD-013

		Review Immunizations

		{R, Immunizations}



		SRD-001

		PRD-014

		Review Health Status Data

		{R, Health Status Data}





Perform Documentation Task


		Table 5.  Perform Documentation Permissions



		Scenario


ID

		Unique Permission ID

		Abstract Permission Name

		Basic Permission Name
{Operation, Object}



		SPD-001

		PPD-001

		New Progress Notes

		{C, Progress Notes}



		

		PPD-002

		Edit/Addend/Sign Progress Notes

		{U, Progress Notes}



		

		PPD-003

		Co-Sign Progress Notes

		{U, Progress Notes}



		

		PPD-004

		New Progress Note Comment

		{C, Progress Notes Comment}



		

		PPD-005

		Edit/Addend Progress Note Comment

		{U, Progress Notes Comment}



		SPD-001

		PPD-006

		New Patient Education

		{C, Patient Education}



		

		PPD-007

		Edit/Addend/Sign Patient Education

		{U, Patient Education}



		

		PPD-008

		Co-Sign Patient Education

		{U, Patient Education}



		

		PPD-009

		New History and Physical

		{C, History and Physical}



		SPD-001

		PPD-010

		Edit/Addend/Sign History and Physical

		{U, History and Physical}



		

		PPD-011

		Co-Sign History and Physical

		{U, History and Physical}



		

		PPD-012

		New Consultation Findings

		{C, Consultation Findings}



		SPD-001

		PPD-013

		Edit/Addend/Sign Consultation Findings

		{U, Consultation Findings}



		

		PPD-014

		Co-Sign Consultation Findings

		{U, Consultation Findings}



		

		PPD-015

		New Surgical Report

		{C, Surgical Report}



		

		PPD-016

		Edit/Addend/Sign Surgical Report

		{U, Surgical Report}



		

		PPD-017

		Co-Sign Surgical Report

		{U, Surgical Report}



		SPD-001

		PPD-018

		New Patient Allergy

		{C, Patient Allergy}



		

		PPD-019

		Edit Patient Allergy

		{U, Patient Allergy}



		

		PPD-020

		New Patient Testing Reports

		{C, Patient Testing Reports}



		

		PPD-021

		Edit/Addend/Sign Patient Testing Reports

		{U, Patient Testing Reports}



		

		PPD-022

		Co-Sign Patient Testing Reports

		{U, Patient Testing Reports}



		

		PPD-023

		New Point of Care Testing Results

		{C, Point of Care Testing Results}



		

		PPD-024

		Edit/Addend/Sign Point of Care Testing Results

		{U, Point of Care Testing Results}



		

		PPD-025

		New Medical Diagnostic Problem List

		{C, Medical Diagnostic Problem List}



		

		PPD-026

		Edit/Addend Medical Diagnostic Problem List

		{U, Medical Diagnostic Problem List}



		

		PPD-027

		New Nursing Problem List

		{C, Nursing Problem List}



		

		PPD-028

		Edit/Addend Nursing Problem List

		{U, Nursing Problem List}



		

		PPD-029

		New Discharge Summary

		{C, Discharge Summary}



		

		PPD-030

		Edit/Addend/Sign Discharge Summary

		{U, Discharge Summary}



		

		PPD-031

		Co-Sign Discharge Summary

		{U, Discharge Summary}



		

		PPD-032

		New Consents and Authorizations

		{C, Consents and Authorizations}



		

		PPD-033

		Edit/Addend/Sign Consents and Authorizations

		{U, Consents and Authorizations}



		

		PPD-034

		New Advanced Directives

		{C, Advanced Directives}



		

		PPD-035

		Edit/Addend/Sign Advanced Directives 

		{U, Advanced Directives}



		

		PPD-036

		New Patient/Family Preferences

		{C, Patient/Family Preferences}



		

		PPD-037

		Edit/Addend Patient/Family Preferences

		{U, Patient/Family Preferences}



		

		PPD-038

		New Inter-Practitioner Communication

		{C, Inter-Practitioner Communication}



		

		PPD-039

		Edit/Addend Inter-Practitioner Communication

		{U, Inter-Practitioner Communication}



		SPD-001

		PPD-040

		New Encounter/Billing Data

		{C, Encounter/Billing Data}



		

		PPD-041

		Edit/Addend/Sign Encounter/Billing Data

		{U, Encounter/Billing Data}



		

		PPD-042

		New Electronic Forms

		{C, Electronic Forms}



		

		PPD-043

		Edit/Addend/Sign Electronic Forms

		{U, Electronic Forms}



		

		PPD-044

		New Patient Acuity

		{C, Patient Acuity}



		

		PPD-045

		Edit/Addend Patient Acuity

		{U, Patient Acuity}



		

		PPD-046

		Record Medication Administration Record (M.A.R.)

		{C, Medication Administration Record (M.A.R.)}



		

		PPD-047

		New Immunization

		{C, Immunization}



		

		PPD-048

		Edit/Addend/Sign Immunization 

		{U, Immunization}



		

		PPD-049

		New Skin Test 

		{C, Skin Test}



		

		PPD-050

		Edit/Addend/Sign Skin Test 

		{U, Skin Test}



		

		PPD-051

		New Vital Signs/Patient Measurements

		{C, Vital Signs/Patient Measurements}



		

		PPD-052

		Edit/Addend Vital Signs/Patient Measurements

		{U, Vital Signs/Patient Measurements}



		

		PPD-053

		New Health Status Data Collection

		{C, Health Status Data Collection}



		

		PPD-054

		Edit/Addend/Sign Health Status Data Collection

		{U, Health Status Data Collection}





Scheduling Task


		Table 6.  Scheduling Permissions



		Scenario ID

		Unique Permission ID

		Abstract Permission Name

		Basic Permission Name
{Operation, Object}



		SSC-001

		PSC-001

		New Appointment Schedule

		{C, Appointment Schedule}



		SSC-001

		PSC-002

		Edit/Access Appointment Schedule

		{U, Appointment Schedule},


{R, Appointment Schedule}



		SSC-001

		PSC-003

		Display/Print Appointment Schedule

		{R, Appointment Schedule}



		SSC-001

		PSC-004

		Performs ADT Functions

		{C, ADT Functions}



		SSC-001

		PSC-005

		Performs 'Overbook'

		{C, Overbook}
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Role-Based Access Control

		Role-Based Access Control (RBAC) is a type of policy based access control where entity access is granted based upon membership in a group (role) and where rights and privileges are bestowed upon the role rather than the entity directly

		Goals

		Mechanism for scalable management of user permissions in the form of operations and objects

		Support interoperability among healthcare and non-healthcare partners

		Provide information accessibility on a “need-to-know” basis
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Security TC Tasking

		Review and adopt standard role engineering process

		Integrate RBAC Role Engineering Process into HDF

		Develop, model and validate RBAC healthcare scenarios

		Standardize healthcare permission set

		Identify permission constraints

		Define guidelines for developing RBAC models, e.g., for assigning role names and for engineering role-role constraints

		Coordinate with other SDOs, e.g., W3C, OASIS, to provide an implementation path
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January 2005 HL7 WGM

		Adopted a modified Role Based Access Control (RBAC) Role Engineering Process (Neumann-Strembeck) as the basis to develop initial roles

		Reviewed various activities, scenarios, healthcare scenario roadmap.  Materials can be found on

		HL7 Security Technical Committee web page

		Adopted revised ballot timeline for initial RBAC Healthcare Permission Catalog

		May 2005 – public discussion draft ready for May 2005 meeting

		August 2005 – committee ballot ready for September 2005 meeting [modified to public comment ballot in May WGM]

		January 2006 – membership ballot target [modified to DSTU in May WGM]
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Scenario Model
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Healthcare Scenario Roadmap Update

		Finalizing Roadmap V1.12 (licensed healthcare providers and clinical bedside steps)

		Adding definitions for licensed healthcare ancillary provider steps

		Identified 49 specific healthcare licenses 

		Roadmap V2.0 to include non-licensed healthcare personnel steps (Sep 2005)

		Defining healthcare permissions and objects may suggest enhancements to  HL7 models
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Scenario Development Update

		4 tasks for Licensed Healthcare Personnel (in a clinical/bedside setting):

		Order Entry

		Perform Documentation

		Review Documentation

		Scheduling 

		Each task will have a set of scenarios representative of all permissions recorded for that task

		All scenarios receive Security TC review (represents each task), 3+ additional scenarios in draft

		Scenarios will cover all permissions and activities in Roadmap

		Security TC Validating all nominated healthcare scenarios

		Developing and modeling activities continue
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Healthcare Permission Catalog Update

		Version 1.0 includes licensed personnel permissions for clinical bedside steps

		Future version to include ancillary licensed personnel (Jun), and non-licensed personnel permissions (Sep)



Scenario 

ID

Unique 

Permission 

ID

Abstract Permission Name

Basic Permission Name 

{Operation, Object}

PRD-001

Review Patient Testing Reports

{R, Patient Testing Reports}

PRD-002

Review Chief Complaint

{R, Chief Complaint}

PRD-003

Review Medical History

{R, Medical History}

PRD-005

Review Vital Signs/Pt. Measurements)

PRD-006

Patient Identification and Lookup

{R, Pt. Identification and Lookup}

SRD-001

PRD-007

Review Patient or Disease-Specific 

Clinical Guidelines

{R, Patient or Disease-Specific

 Clinical Guidelines}

SRD-001

SRD-001

SRD-001

SRD-001

SRD-001

{R, Vital Signs/Pt. Measurements}
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HL7 TC & SIG Involvement

		Security TC – tracks security-related RBAC work item; to be the collector and maintainer of the permission catalog and roles



		Personnel Management TC – role-person association owner



		Modeling and Methodology TC – owner of the HDF which is affected by the RBAC work item; the scope of the HDF will be expanded to support permission definitions through role engineering, e.g., association of RMIMs with permissions and actions



		Control Query TC – owner of the messaging control structure which could be affected by the RBAC work item



		Government SIG – receives RBAC updates at each WG meeting as DoD, VA, and IHS [US-domain] federal enterprises support RBAC
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Future Activities

		Ongoing – Current VA weekly RBAC task force t-cons will become HL7 Security TC t-cons; participants to be invited via HL7 Security listserve.

		June/July 2005

		Complete Healthcare Permission Catalog for licensed providers

		Complete licensed provider scenarios

		September/October 2005

		Complete Healthcare Permission Catalog for non-licensed personnel

		Complete non-licensed personnel scenarios
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Contact Information

		Website

		HL7 Security Technical Committee web page 

		Points-of-Contact



Bernd Blobel

Chair, HL7 Security TC

bbl@iis.fraunhofer.de

+49 (9131) 776-7350

Fraunhofer Institute for

Integrated Circuits 

Am Wolfsmantel 33,

91058 Erlangen, Germany

Mike Davis, CISSP

Co-Chair, HL7 Security TC

Mike.Davis@med.va.gov

+01 (760) 632-0294

Glen Marshall

Co-Chair, HL7 Security TC

Glen.F.Marshall@siemens.com

+01 (610) 219-3938 
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