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 Agenda and Meeting Minutes
The following files have been uploaded and are part of the meeting minutes:

· Report from Bernd Blobel “Security Standardization at ISO and CEN”
· Report from Bernd Blobel “Security Update Europe”
· CCOW Protection Packages provided by Mike Davis
· SOA draft presentation from Don Jorgenson
Tuesday Q1

1. Introductions

2. Agenda preparation – review minutes of prior meetings

3. Reports from other organizations

a. NEMA/COCIR/JIRA SPC

· Machine/node authentication white paper approved for publication.  John will send URL to HL7 Security TC when published.  

· HL7 may opt to extend this work into the medical software/system space; no action this meeting.  It might be best to seek action from IHE.

· White paper on threat assessment on medical devices approved for publication.  John will send URL to HL7 Security TC when published.

· Revision of 2001 white paper on remote servicing.   

· Probably not applicable to HL7, but could be harmonized with CEN’s work.
b. DICOM WG 14

· Direction on syslog transport protocols for auditing – none from DICOM. This is more likely to come-up in IHE for profiling, especially in the context of federated auditing in RHIO environment.  IHE ATNA profile requires RFC 3195.
· Reference later in agenda as harmonization item with HL7 SOA audit service.

· IETF is formalizing TCP-based syslog; now in ballot. After approval, this may be adopted by IHE via a Change Proposal for ATNA.

· Move this item from DICOM to IHE for future meetings.

· Dental use case for e-mailing images – use of S-MIME, no special treatment.  

· A possible solution direction for HL7 to formally embrace, but no action for now.

· Supplement 107 –Does Security TC will have any action items from this?  
· No action unless use cases presented to Security TC by other HL7 TCs, e.g., O&O or Pharmacy.  
· EU commission may also have use cases from current research 
· There are possible use cases for role of user relative to medication-associated data, such as clinical decision support, that may be privacy-protected. 

· Move this item from DICOM to HL7 Committee coordination for future meetings  
c. IHE

· Basic Patient Privacy Consent (BPPC)
· This covers use cases for patients within an IHE affinity domain (e.g., a RHIO)

· RHIO has patient privacy consent policies, each identified with a unique OID

· BPPC provides for capture of patient consents selected from a list of policies

· Clinical documents are labeled with selected OIDs, per the policies selected by patients or defaulted when no selections are made.
· XDS document source and consumer actors have pre-coordinated requirements for selecting and enforcing policies.  XDS only communicates the OIDs.  IHE does not prescribe these mechanisms.
· For combinatorial logic, IHE recommends that policies be additive (and) only, not more complex Boolean logic.

· IHE had previously required the use of confidentiality codes in XDS, defined by the affinity domain.  BPPC provides additional guidance on what these codes may be and may mean, but it is not an absolute constraint.  

· IHE has recognized a needs-gap for more prescriptive requirements, a normative OID vocabulary, a combinatorial grammar, default actions, etc. based on HL7 or other SDOs’ work.  IHE will not do this without SDO work-products.
· Tested at Connectathon and demo’d at HIMSS

· Cross-enterprise User Assertion (XUA)
· Brought forward from last year’s white paper

· Changed from “authentication” to “assertion” because that is more accurate summarization of the use cases

· Initial work is targeted at XDS the new WS-* document consumer actor, using  identity assertions via SAML v2 in the WS header.  

· Ongoing discussion about including SAML attributes, e.g. roles, will be a topic in the IHE IT Infrastructure technical committee meeting on May 14-18, 2007.

· See http://wiki.ihe.net/index.php/XUA for current information. 
Tuesday Q2

d. US-realm -- ONC activities:
· AHIC

· New use cases from AHIC with Security & Privacy requirements; HITSP will deal with it. 

· HITSP
· Referred work item to HL7 from Security & Privacy Technical Committee: privacy vocabulary & combinatorial grammar

· Note: This is part of the gaps identified in IHE BPPC work

· HITSP S&P TC will be further clarifying the requirements.
· The discussion held in the informal meeting with Community Based Healthcare on April 30, 2007, Q3-Q4 (agenda item below) is an initial move toward an HL7 “home” for the requirements.  However, HL7’s view is multi-national.
· The HITSP S&P TC does not author policies but may assert an assumption of policies that are provided by external sources, e.g., HIPAA.

· HITSP Foundation Committee

· Identified a need for security & privacy framework.  This is served by ISO 15408 plus ISO 27799 and ISO 17799 and other works in the ISO 2700x series.  (The 2700x series is a cross-industry set, with healthcare being only one part.)  Other nations’ work is being referenced.  
· CCHIT – Security & Privacy Committee

· Current year’s criteria and test scripts for ambulatory and acute care are published.  See the www.cchit.org public document library.

· Committee was dissolved in favor of a new combined EHR Foundations committee, Security expert panel, and Privacy expert panel.

e. Liberty Alliance
· Adrian Groper, liaison from Liberty eHealth SIG, was absent.  

· Note: E-mail communication prior to the HL7 WGM revealed no joint work items.
· This topic will not be on future agendas unless Liberty asks for joint work.    
f. ISO/TC 215 WG 4
· See report from Bernd Blobel.    

g. CEN/TC 251 WG 3

· See report from Bernd Blobel.
h. ASTM

· New draft of ASTM PMI guidelines document is to be produced shortly for ballot.
Tuesday Q3 

i. EU Commission

· See report from Bernd Blobel 

j. JIRA and other Japanese topics
· Working on ISO/TC 215 TR on remote service guidelines

· Working on new guidelines on safety for using medical information systems, e.g., business continuity and IT systems recovery from outages, network security, break glass access (from SPC)

4. RBAC
· Ballot reconciliation
· Online version of ballot does not match what was submitted.  Therefore it may be necessary to re-ballot.  Whether this is an off-cycle re-ballot or for the September meeting is yet to be determined.   
Tuesday Q4   

· Common semantics for “emergency access” and “break glass”.  The terms are over-loaded, and that leads to confusion.  We are choosing “emergency access” as the term
· Use case: Intra-domain emergency access

· Pre-conditions: 
· Need to access data for treatment
· An urgent patient safety issue exists

· User’s security-mediated access permissions would normally allow access.

· Permission not granted by application system due to privacy policy restriction with a low assurance level, i.e., not assured per any security policies.

· Post-conditions: 

· Access is granted according to security-mediated access permissions only

· An audit record is generated for privacy-policy override.

· Use case: Extra-domain emergency access
· Pre-conditions:

· Need to access data for treatment

· An urgent patient safety issue exists

· Security-mediated access policies are not sufficient to allow the user’s access
· High assurance is required to grant access, i.e., must be granted in accordance with security policies.

· Post-conditions:

· Access is granted according to specific security policies for emergency access.  In an RBAC security environment, this may be specific emergency-access permissions.  “Emergency access permissions” may be subject to normative definition.
· An audit record is generated for use of specific security policies for emergency access.
· “Emergency room” is not an emergency access use case; it is a normal workflow scenario -- a general workflow container for a variety of access control policies.
· Provisioning of users with identities and permissions is not an emergency access use case; it is a normal workflow scenario.  Failure to do so in a timely manner does not create an emergency. 

· Failure to remember passwords or other lack of authentication is not an emergency access use case; it is a normal workflow scenario.    

· A catastrophic event is not an emergency access use case; provision of care may require suspension of security controls as a matter of institutional policy.  The means to suspend security controls is not in this committee’s scope. 

Thursday Q1

· Next steps
· Bernd Blobel is writing an informative chapter to be added to the RBAC materials to describe the relationship between ISO 22600 and HL7 RBAC. If this is complete very shortly, then we can include it as an informative addition to the ballot materials.

· Mike Davis met with Freida Hall and Don Lloyd, re: the erroneous ballot material problems.  Our options are:

· A “recirculation ballot” to provide the correct ballot materials and ask for re-ballot among just the ballot pool.  This is allowed under ANSI rules. 

· Resubmit as an “out of sequence ballot”, seeking a fresh ballot pool.

The choice we make is subject to acceptance from John Quinn, TSC chair.  Otherwise we will have  to do a fresh ballot for the next cycle
Motion: We opt for “out of sequence ballot”. [Moehrke/Blobel]  passed 4-0-1

Resolution: John Quinn accepted the “out of sequence ballot”.  Davis will drive the ballot process.

· Proposed follow-up work items for RBAC:
· Explore the use of vocabularies for structural roles, e.g., as defined by ISO, regulated/licensed professional titles.

· Explore additional constraints, e.g., location, time-of-day, cardinality, separation of duty, etc.  Also consider constraints based on role-relationship to patient.  These constrain access controls for the existing functional roles rather than adding new roles.
Motion: Approve the above 2 work items, leading to either informative or normative work, including existing RBAC task force in the work-group.  [Davis/Jorgenson] passed [5-0-0]  
5. Security Auditing 
· Requirements for user friendly audit (NHIO Paper by Dr. John Mattison, Kaiser Permanente, presented in January, 2007)

· Request author of white paper to produce it for HL7 approval as an informative document. [assigned to Davis in January, 2007] 
· Mike discussed with the author as potential informative part of the ISO work on auditing.  These are inconclusive at this time.

· Mike proposes that we, as a group, now consider the value of the NHIO paper in order to bring this to conclusion.  This is an status-only agenda item for the next meeting.       

6. Other HL7 committees

k. Nomination of facilitators:

· Glen Marshall – Vocabulary

· Mike Davis – Publishing

· Bernd Blobel – Modeling & Methodology

Motion: Approve the above [Davis/Moehrke] 

Discussion: We note that the meeting requirements with these groups will be difficult to support.  We will focus on the requirements and do our best to fulfill them.

Passed [4-0-0]  

l. Personal Care

· Insertion of digital signatures in the HL7 v2 messages - recommendations toward progression of this work [assigned to Walker/Blobel in January, 2007]
· No use cases available.  This discussion requires explicit use cases to reach any conclusions.

· We must also consider policy requirements, risk identification and mitigation requirements, administrative issues (PKI – conformance with ISO 17090-3), context of ISO/DTS 27799, etc.  In any case, signature for HL7 v2 applies to the entire message, not parts of it [assigned to Marshall/Horn/Anderson in January, 2007]
· Marshall reports that an informal discussion with Larry McKnight reiterated the necessity of signing the entire message and the need for explicit use cases to assist in selecting the specific signing regime and techniques.  He will follow-up with the Personal Care co-chairs.
· Bernd notes that use cases have no normative bindings to portions of HL7 v2 messages, only trigger events for entire messages, so that signing an entire message is necessary to attest to any trigger-event, if at all.

· This topic may be removed from future Security TC agendas unless explicit use cases are brought forth by Personal Care.
Thursday Q2  

m. Vocabulary / Harmonization

· We were made aware of the CDA “confidentiality code” harmonization.  It is the position of the Security TC that these codes are insufficient to represent all possible applications of policy with respect to confidentiality.  In addition, the harmonization conflates multiple concepts rather than a discrete set, has incomplete definitions, and defines multiple codes for the same concept.  See discussion below under “Structured Documents”.

n. ARB 

· No report
o. CCOW
· CCOW protection packages on a ballot as normative elements applying to CCOW-enabled applications. [assigned to Staggs in January, 2007]
· See CCOW protection packages provided by Mike Davis
· Representatives from Security TC to CCOW expect the protection packages to be balloted by CCOW

Motion: Declare the protection packages to be a joint Security-CCOW work product to be balloted as normative items in the next cycle. [Moehrke/Hide] 

Discussion: We strongly request that the members of the Security TC do a final review/comment on the protection packages prior to submission for ballot.

Passed [5-0-0]
p. SOA / HSSP 
· Security/Privacy Services: 

· From January: We want coordinated allocation of work among HL7 (all relevant TCs and SIGs), DICOM (relevant working groups), ISO/TC 215 WG4, and NIST to generate a common consistent approach. 
[assigned to  Davis/Marshall/Blobel/Horn plus Helmut Koenig in January, 2007]
· At the SOA meeting yesterday, Security TC representatives were asked to adhere to SOA process.  The Security/Privacy Services would be a joint work item between the Security TC and SOA, to be balloted by SOA when complete.

Motion: Approve this work item [Jorgenson/Blobel]

Passed [5-0-0]  Assigned to Jorgenson
· Draft on a Resource Access Decision (RAD) service [Blobel]

· A draft of requirements is being prepared by Blobel.  This is an agenda item for the next Security TC meeting.
· Discussion: Commercial viability of RAD (from CORBA) is questionable.  So we must ensure that the requirements allow for alternative approaches, not just one based on the CORBA processes.
Thursday Q3 

· See SOA draft presentation from Don Jorgenson.
· Comments: 
· SOA security is a general construct, no specific to healthcare.

· Security is not one service.  It is a set of encapsulated security/privacy services that are intended by be composed.

· Use cases contain security requirements, but security controls generally do not exist alone.
· We need to be careful about naming services to avoid over-loading terms or implying more/less than will be done by each service.

· We need to establish an ontology so that when service-names are shown on slides, their composition is clear.

· Change SAML assertions shown on XHIN Identity Transport to be “identity” and “other”.

· Action: Rather than reviewing the rest of the slides, Don needs to circulate a new draft document/presentation for Security TC review and additional comments via e-mail and t-cons as necessary.

· Action: Request joint meeting with SOA for next HL7 meeting.

Thursday Q4

q. Community Based Healthcare

· We held and informal joint meeting on Monday Q3-Q4 on privacy.  
Action: There is a desire to make this a formal scheduled joint meeting in future HL7 meetings.

· There is a Community Based Healthcare membership-wide ballot defining consents.  John Moehrke reports that there is a difficult terminology issue re: “shared secret” in the ballot; this is at least an over-loaded use that conflicts with security use of that term.  He is working with Kathleen Connor to resolve the terminological issue.  He has voted negative on this issue and does not intend to withdraw it unless resolution is satisfactory both terminologically and technically.
r. Structured Documents

· Joint meeting with Structured Documents on May 2: 
· EHR TC has mentioned these as possible use cases for CDA.  We need to discuss with EHR in our May 2 Q4 joint meeting:

· Audit information flowing among systems

· Authorization data flow among systems

· De-identification

· Confidentiality codes in CDA

· This is a current Security TC area of interest – Privacy.  We ask that privacy use cases be referred to the Security TC as they arise.

· We see the need to expand the current confidentiality code, or supplement it, with an extensible coded value based vocabulary, allowance for multiple values, and a combinatorial grammar for making policy-based record access decisions.

· However, we need real use cases to avoid unnecessary complexities.

· The Security TC needs to decide on what advice is necessary for digital signature key management.  This might be a white paper or a set of references to existing normative and informative documents.

· Action: Post a set of references on the HL7 Wiki.  We will build the initial list via e-mail.  Marshall will drive this.  

s. EHR Security

· Joint meeting with EHR TC to propose restructure of EHR specification to separate Security elements as services:
· Problem is the need to peel-apart EHR-S for certification:
· Refer to Security anything that is access control, assurance, auditing, authentication, authorization, cryptography,  de-identification, digital signature, identification, integrity, management & administration, privacy, risk management, secure channels, …
· Refer nothing that involved with business rules, policies, laws, regulations, … At most security helps with these but does not drive them. 
· Apparently, the latest approved EHR-S standard has noticeably fewer such problems.  Members of the Security TC who are also members of ISO/TC 215 country committees are asked to review/comment/recommend.
· Issues identified in joint meeting part of the EHR interoperability model DSTU.
Action: We need to pay attention to these issues and provide comments to the EHR TC.   For example, the “audits” include multiple concepts of “auditing”, but “audit” is an over-loaded term.  Security auditing needs to be separated from the rest.  Marshall will drive this.   
· There is a weekly EHR Interoperability t-con.  We can use this as a forum to resolve details without waiting for face-to-face meetings.   Gary Dickinson is the EHR TC contact.  We may use this as a higher-bandwidth communication vehicle.
t. Financial Management
· Kathleen Connor requested assistance from Security.  Marshall will follow-up.        
7. Security “cookbook”, including reviewers of the work-products from other HL7 stakeholder committees. [assigned to Anderson/Davis in January, 2007] 
· No status for this meeting.  This is an agenda item for next meeting.
· Action: Marshall will supply IHE cookbook to Davis.      

8. Privacy 
· No status or action other than what is noted above.
9. Risk management 

· No items to discuss 

10. Identity Management 
· The terms “identify management” and “identity and access management” are in popular literature.  There seems to be divergence and conflict among definitions.

· There is an EC identity management project and new ISO standards-track work items for identity management.  Action: Bernd will provide draft documents to clarify the definitions, but not strictly in the IT domain.  We need to be consistent with other SDOs’ usage in a security context, versus adopting the industry/marketing terms from other domains.

· Resolution of the terminology differences is an agenda topic for the next meeting.   
11. De-identification
· No items to discuss.  We still need use cases.
· Don Jorgenson will coordinate de-identification services items from SOA, as part of motion passed above.
12. Other

·  None.
Adjourned 2007-05-03T16:25Z
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