HL7 Security Technical Committee Meeting Minutes
January 10-12, 2005

Attendees
	Name
	E-mail
	Tue Q1
	Tue Q2
	Tue Q3
	Thu Q1
	Thu Q2
	Thu Q3

	Glen Marshall
	glen.f.marshall@siemens.com 
	X
	X
	X
	X
	X
	X

	Bernd Blobel
	bernd.blobel@iis.fraunhofer.de 
	X
	X
	X
	X
	X
	X

	Mike Davis
	Mike.Davis@med.va.gov 
	X
	X
	X
	X
	X
	X

	John Moehrke
	John.Moehrke@med.ge.com 
	X
	X
	X
	X
	X
	X

	Hideyuki Miyohara
	miyohara.hideyuki@ap.mitsubishielectric.co.jp 
	X
	X
	X
	X
	X
	X

	Alex DeLeon
	alexander.j.deleon@kp.org 
	X
	
	
	
	
	

	Eric White
	eric.white@intel.com 
	X
	
	
	X
	X
	X

	Matt Ruebel
	mruebel@cerner.com 
	X
	
	
	X
	X
	X

	Lloyd McKenzie
	lloyd@lmckenzie.com 
	
	X
	
	
	
	

	Steve Wagner
	steve.wagner@med.va.gov 
	
	X
	
	
	
	

	Larry Conner
	lconner@corus.jnj.com 
	
	
	X
	
	
	

	Allie Grassie
	agrassie@cihi.ca 
	
	
	
	X
	
	


Note: Hyperlinks in these minute point to documents posted on the HL7 website.

1 Tuesday (2006-01-09)

1.1 Q1

· Develop/approve Agenda 
· Election for 2 co-chairs,2-year term 

CO-CHAIRS ELECTED: Mike Davis, Glen Marshall 

· Ballot reports 
1.2 Q2

· Ballot Resolution 
· Negative comments from Lloyd McKenzie (Canada) - resolved, pending documentation changes in resolution text. 

· Negative comments from Gunther Schadow - resolved in offline discussion, pending documentation changes in resolution text. 

1.3 Q3

1.3.1 Reports of activities from other standards committees & organizations
· NEMA/COCIR/JIRA SPC 

· Risk management 

· De-identification use case framework (harmonizing with ISO/TC 215, which comes from CEN/TC 251) 

· BC73 export restrictions 

· DICOM WG14 

· Messaging security use cases under consideration, e.g., via e-mail 

· ASTM E31.20 

· see Mike Davis's submission 

· IHE IT Infrastructure 

· Risk management 

· DSIG 

· XUA 

· ATNA 

· Liberty Alliance 

· OASIS 

· see Mike Davis's submission IEEE 1073 

· Risk Management 

Note: A risk management identification and scoping theme is common among SPC, IEEE, IHE, ISO, and CEN. A modeling/taxonomy is needed, but mitigation strategies will differ among subject domains. Commonalities among mitigation strategies may exist, but remain to be discovered. 

1.3.2 US domain

· ONC & AHIC 

· HITSP, replaces HISB 

· CCHIT Security & Reliability WG (John Moehrke is new co-chair)

· HISPC 

1.3.3 EU report

· See Bernd Blobel's submission
1.3.4 Japanese report

· See Hideyuki Miyohara's submission 

1.4 Q4 – Joint meeting, hosted by InM

2 Wednesday (2006-01-10)

2.1 Q1 – Joint meeting, hosted by Structured Documents

2.2 Q2 – Joint meeting, hosted by MnM

3 Thursday (2006-01-11)
3.1 Q1-Q3 – New Work Items

3.1.1 RBAC next steps
· Update document per ballot resolution: 

· Scope 

· Usage guidance, for example: 

· Incorporation into platform-specific security 

· Mapping from existing user/structural-role permissions 

· Extensibiity guidance 

· How to submit new items to HL7 

· How to do local extensions 

· Relationship of RBAC to current HL7 v3 constructs, such as: (Bernd Blobel to document) DMIMs, Interactions, Other FAQs 

· Introduction of RBAC terminology to vocabulary via HL7 Harmonization 

· Resolve this question: Are HL7 definitions of functional roles normative? 

· They clearly are when they map to existing normative interactions. 

· They probably will be when they map to an existing EHR function. 

· What is the state of other functional roles defined by the Security TC RBAC vocabulary? 

MOTION (Mike Davis, John Moehrke) to approve work item, assigned to Mike Davis, Glen Marshall, and Bernd Blobel. Passed 6-0-0 

3.1.2 Action items from InM (formerly known as CQ)

· Questionnaire form from Security TC to elicit the use case attributes for Security TC and promote effective dialogues regarding risk mitigation strategies. Include taxonomy/decision-tree. 

· A way to structure/filter/prioritize requests to Security TC 

· Discussion will be done via HL7 Security TC listserve 

· Check with other SDOs for possible best practices. 

MOTION (Mike Davis, John Moehrke) to approve work item, assigned to Glen Marshall. Passed 6-0-0 

· Security TC "should" write a section for ATS that details different security models. The HL7 WSS profile will then be a set of recommendations and requirements for implementing "a" specific security model. Note: this is risk analysis based, not technology-driven. 

· Starting-point is requirements that shape an architectural framework in which risk analysis is a detail requirements-identification tool. 

· Sources include discusion in ASTM E31.20 PMI draft, NIST SP-800-53, Bernd Blobel's book, ISO 15408, ... 

· We want to think about contraining this to a given set of references to help avoid inappropriate divergence 

· Make sure this is consumable by laypeople. 

MOTION (Mike Davis, John Moehrke) to approve work item, assigned to Mike Davis & Bernd Blobel. Passed 6-0-0 

· Proposal 970 - Digital Signatures 

· We will respond with a revised document. The document as-is is not appropriate to all signature cases, including pre-existing implementations and EU requirements. 

· We need to document/acknowledge the frameworks in which dsigs apply, e.g., the legal and regulatory frameworks, to inform implementers of the nature of the requirments. 

· Bernd Blobel will supply ETSI TS 101 456 and ETSI TS 101 733 for guidance, as this is legally binding in EU. Legal basis is EU Electronic Signature Directive from 1997. 

· Reference ISO 17090-3, especially since it is referenced by JP. 

· Glen Marshall to supply information from IHE Document Digital Signature. 

· Reference the normative ASTM CP. 

· Locate and reference specifications for secure timestamp, since this is not part of W3 specification. 

MOTION (Davis, Moehrke) to approve work item, assigned to Glen Marshall with assistance from Bernd Blobel . Passed 6-0-0 

3.1.3 Action items from Structured Documents

· DSIG/ESIG 

White paper (informative document, guidelines, recommendations, ...?) derived from InM proposal 970. 

· Scope of signatures: 

· Multiple documents 

· Single document 

· Portion of a document 

· Message 

· Author/source of signatures 

· End-user 

· Node 

· Authorities for signatures 

· PKI 

· Purpose/reason 

· Policies 

· Form of signatures 

· W3 XML: Embedded, Wrapping, Detached 

· Meaning of time in signature. 

· Archival value of signatures vs messge-time value 

· References to issuing authorities 

· Embedded 

· Reference URIs 

· ESIGs 

· "Signature on file" 

· Images 

· Watermarks 

· Non-HL7 content? 

· Signatures applied to embedded URIs in CDA 

· Manifest hashing 

· Make sure that we are not repeating other references, e.g., ASTM E1762 

MOTION (Mike Davis, John Moehrke) to add this to InM proposal 970 work item, already assigned to Glen Marshall. Passed 6-0-0 

3.1.4 Action items from MnM

· Conversion of methodology documentation to HL7 XML form for publication 

MOTION (Mike Davis, John Moehrke) to approve work item, assigned to Mike Davis. Passed 6-0-0 

3.1.5 Identity Management

· Informative document, probably. (Any need for normative work?) 

· Scope: What is an identity? 

· Entity - person, node, program, etc. 

· Administrative ID 

· Authority-derived 

· What is HL7-specific about this topic? 

· Who is being identified? 

· Includes all persons of interest, with current HL7-specific treatment of person-subjects. 

· Healthcare policies? 

· What is outside of HL7's scope? 

· PKI and other authorities 

· LDAP 

· User-ID for security 

· Communication of identities among administrative domains 

· What is the current state of work in other standards? 

· Healthcare 

· Cross-industry 

· Works-in-process 

· No work-item proposed at this time. 

3.1.6 EHR Security

· No clear required work-products from Security TC yet. 

· Glen Marshall will contact EHR TC to verify this. 

· CDA or what? 

· Current security & privacy task group in EHR TC 

· Content in the EHR ballot - functional requirements, not "how". 

· Harmonizing RBAC permissions vs. EHR functional standard granularity. Hierarchical/relationship element levels include 

· Workflow (structural roles) (EHR functional standard defines some of these) 

· Task (EHR functional standard defines some of these) 

· Scenario (EHR functional standard defines some of these) 

· Aggregates (functional roles) (EHR functional standard defines some of these) 

· Steps 

· Database 

· Harmonizing with RIM interaction concepts 

· Competing work... 

· CEN/EN 3606 Health informatics - EHR communications 

· Need to search & identify other work 

3.1.7 Auditing

· Where we are now: HL7 Audit Paper + ASTM E2147 + DICOM audit + SPC ( RFC 3881 (informative) -> DICOM Supp. 95 + IHE ATNA 

· Mike Davis presented VHA material on Auditing:

· Requirements for Security Audit
· A Logical Description of the HVV Audit Service and Components
· VHA is interested in auditing as a service, but RFC 3881 is not normative. 

· Mike Davis suggests that RFC 3881 should become (be transformed to) an HL7 standard. 

MOTION (Mike Davis, John Moehrke) to initiate a work-item to create a normative healthcare auditing standard, assigned to Glen Marshall.

Discussion: 

· John Moerke recommends working with DICOM WG 14 to coordinate 

· Mike Davis recommends that incorporating non-normative codes from IHE is a good idea. 

· Hideyuki Miyohara recommends that HL7 also include normative vocabulary items, e.g., identifiers to make source of audit records unambiguous and avoid name-space collisions. 

· Glen Marshall recommends that we not modify RFC 3881 or DICOM supp. 95 schemas, but extend/restrict it, rather than forking. 

· We note that security auditing is not the same as tracking disclosures or other uses of patient consents.

VOTE: passed (6-0-0) 

3.1.8 CCOW Security

· Protection Profile 

· Glen Marshall will check with CCOW on status 

3.1.9 SAML, XACML, etc.

· Include tooling to support SAML in XML messages 

· No currently-defined requirements have been sent to Security TC 

3.1.10 Administrative messaging

· New use cases, models, RIM elements? 

· No currently-defined requirements have been sent to Security TC 

3.1.11 De-identification

· Includes anonymization and pseudonymization 

· No currently-defined requirements have been sent to Security TC, but work is ongoing in ISO/TC 215 WG 4. 

3.1.12 Coordination with other committees' work

· The Personnel Management TC reportedly has some interest in Accountability Auditing. 

· Glen Marshall will follow-up to ensure that the relationship with Security Auditing is understood and accounted-for appropriately.

· After the meeting: The Personnel Management item is not security auditing; no action needed.

· Patient consents for data sharing. 

· No currently-defined requirements have been sent to Security TC 

· Behavioral health data, e.g., US 21 CFR part 2, HIPAA restrictions on psychiatric notes. 

· No currently-defined requirements have been sent to Security TC 

Adjourn at 3:00pm 

