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Minutes	
Introductions
Motion to approve Agenda:  John Moehrke/Trish Williams 9/0/0
Reports from other security-relevant organizations’ activities
ISO - 
ANSI support to US Tag to TC215 has ended.  New Secretariat under Lisa Hellman (AHIMA).  Next meeting of ISO TC215 will be in Chicago, following meeting in Vancouver, BC.

· ISO/TS 14265 Purpose of Use. Classification of purposes for processing personal health information. Published as technical specification

· ISO/TS 21091 Directory services for HC provider and other entities.  On track to become IS.  Comments will be resolved in Chicago.

· ISO/DIS 27789 Audit Trails for electronic health records.  Updating for comments received.  Intent – This is pointing at DICOM for core spec, and specializing EHR only.  Clinical audit is looked to be a potential new work item. No-one driving this. 

· ISO/NP TS 14441 (Parts 1 and 2)Security and Privacy Requirements for security system testing.  Not yet a committee draft. Driven by Brazil. Part 2 points that HL7 EHR functional model. Organizations that focus on certification are objecting to this being the right place to write the standard.
Conformance testing that could be used internationally. Vendor certification done in one country could be used in another

16114 Draft technical report.  Technical aspects of Electronic health record.  Draft expected in Oct

ISO 22857 Guidelines on data protection to facilitate trans-border flows of personal health data.  Associated work item is to revise and harmonize CEN document with the same purpose.  Will be assigned a new number16864.  Doc is guidance on the creation of policy rather than a technical specification.

Health Card standards.  Most of these are up for review.  Currently comments that have been received are being resolved.  Part 2 Common Objects, Part 3 Limited Clinical Data, Part 4 Extended clinical data have been sent out for re-ballot (both in CEN and ISO).

ISO/TS 22600 Originally Parts 1,2,3  were on separate ballot cycles but have been combined into a single ballot for full international standard.  Formerly separated parts are now combined.

Risk Mgt.  New work proposal for guide on safety in health process.  JWG7 doc also speaks to this.  Very charged topic with overlap with JWG7 initiatives.  Intent is to provide guidance for safety in software as distinct from safety in devices.



	
ANSI-INCITS-CS.1. 

RBAC update to 359-2004.  Public comment completed.  Final editing prior to publication.  RBAC Policy Enhanced Standard.  Adds external constraints to 359 standard.

Next Generation Access Control TC).  NGAC-A lower level architecture document has been developed.  Could develop any number of security policies.

OASIS
· The XACML TC is working on advancement to the standard.  These advancements include refinement of obligations and changes that occur in a workflow when the original conditions of the authorization change.  

· A new committee in the area of trust elevation has been formed in OASIS.  OASIS electronic Identity Credential Trust Elevation Identity Methods" (EIT-TEM) is part of the OASIS IDTrust Evaluation,   Dr. Peter Alterman, Senior Advisor to the National Program Office, National Strategies in CyberSpace is leading the creation of this Technical Committee.  The purpose of this activity is to standardize methods that allow persons to elevate credentials that they have to a more trustworthy credential using knowledge based factors.

· SAML TC) On behalf of the VA NwHIN, asked to investigate the possibility of carrying SAML assertion of RESTful transactions.  Both the SAML and XACML Technical committees are investigating the use of the REST Data Exchange Model in addition to an existing web service approach.

IHE
· IHE-Document Encryption (DEN).  New supplement in trial implementation for doc encryption.  Discusses all mechanisms including transport and at rest.  Chosen method is CMS (core standard underlying SMIME).  Note:  full set of webinars are available on all IHE profiles at their site. 
· Document Encryption Supplement available
· http://www.ihe.net/Technical_Framework/upload/IHE_ITI_Suppl_DEN_Rev1-1_TI_2011-08-19.pdf
· Includes assessment and explaination of all confidentiality methods available
· Includes assessment of all potential solutions and why CMS picked
· Webinar given and recorded
· http://www.ihe.net/Events/webinars2011.cfm

4. Reports from country security-relevant organizations’ activities

Germany;  
EPSOS European Patient Smart Open Service.  epsos  is the main European electronic Health (eHealth) interoperability project co-funded by the European Commission and the partners. It focuses on improving medical treatment of citizens while abroad by providing health professionals with the necessary patient data. http://www.epsos.eu/

German Institute for Standards.  Coordination Center for IT Security Standards.  Response to EU Commission to protect from cyber attacks.  All-inclusive of all domains, e.g., banking, industry.  Review and revise existing standards and identify gaps all within the context of the EU.

Japan.  
Have established security authentication mechanisms using SAML, in which service providers can check assertions, and can handle medical providers access.  Trust point is government.  Use clinician, medical provider number, role (defined by gov policy).  System is nationwide so providers can authenticate to any service provider organization.  Currently in use in limited trials. Local IDPs deal with additional providers.
· Working toward new privacy regulation in 2014 that puts individual within a company liable for any breach they did. Where as today only the corporation is responsible.
· Patient ID matching is done at a nationwide to the SSN, all industries, not just healthcare
· Patient can have a standalone PHR, it is totally independent from practicing EHR
· Provider must send data to the patient, patient can upload to PHR
· No provider has access to PHR
· Some providers have PKI, and they digitally sign documents to assure patient doesn’t modify them
· But not many have PKI
· Predominately use media to move data, and use PDF/H (CDA inside PDF)
· Mostly HL7 v2
· CDA starting to get used
· CD format is IHE Radiology PDI + a CDA document that is a manifest with document IDs and hash values


Australia:  
National eHealth Security Access Framework.  Not a technical framework.  National authentication service for health exists, but for overall guidance a risk based approach is envisioned.  Not prescriptive, nor enforcement and compliance oriented.  National Authentication Service for Health (NASH)
· Current focus on 2nd use of primary Data
· Adding (in July 2012) Personally Controlled PHR
· Where Patients nominate a provider that is the publisher of a medical summary

· Spain
· They are piloting their interaction with epSOS

·  France
· DMP is live in Dec 2011
· Specific query regarding 2 use cases
· A document that should not be displayed to the patient until the GP has discussed the results with the patient.
· They are using 2 confidentiality Codes
· First code is normal use of sensitivity values
· Second code is special indicating the blinding need
· XDS Metadata update used to remove second code when GP consult happened
· Thus they are overloading the confidentialityCode with a workflow meaning
· This is mostly because it can be easily and efficiently deployed
· A use case of patient setting confidentialityCode higher
· Normal use of confidentiality code
· Mostly a use-case of a workflow for independent setting of confidentialityCode from publisher
· Noted that consentDirective might include statements that would do this automatically (such as patient with sensitive condition)

1.  Project Review


Europe
EPSOS Project for interoperability between EU HC sys.  Ready for first tests.  Fundamental security services include authentication (users and patients) based on PKI/SC.  All parties have unique identifier.  Medical Summary and EPresc are two processes supported.    Preparing ontology for security purposes.  Communication between different project is CDA based.  Separate data set for e-prescribing.

Continua
This is a demonstration only, not deployed with approved policies, showing off the capabilities of the assemblage of standards they have
· Patient authorizes connection of device to EHR
· Patient can +/- specific providers
· Can include obligations to audit

S&I Framework http://wiki.siframework.org/
· Provider Directory – Use-case 1
· DNS-Cert
· DNS-SRV + LDAP
· Provider Directory – Use-case 2
· LDAP
· Google + Microdata
· Query Health

1. General  Discussion

Monday Q3/4 Joint with CBCC (CBCC Lead)
Discussino regarding HL7 Confidentiality Codes and mechanisms to resolve inconsistencies.  John Moehrke advocated a risk based approach to defining data sensitivity values.  Mike Davis presented a general classification scheme based upon profiling an existing scheme for healthcare.  http://www.hl7.org/documentcenter/public/wg/secure/Medical%20Classifications.docx
Meeting ended without resolution of issues regarding recommendations for Vocabulary.

Tues Q2
Bernd Blobel provided a presentation on security architecture and ontology.
http://www.hl7.org/documentcenter/public/wg/secure/Report%20to%20Security%


Tues Q3
Tony Weida led discussion on the Security Ontology project including status of the model and walkthrough of the Protégé/Owl representation.  The group discussed the criteria for completeness of the model, described by; 1) mapping to the classes of the HL7 Security and Privacy DAM Information Model, 2) artifacts that have been added outside of the model, and 3) known gaps and deficiencies.  A question as brought to the WG whether the model would be available for a Jan 2012 DSTU ballot and alternatives.  
Status
· Is well behind now,
· We think it has incorporated last ballot comments
· Need to get this confirmed, and proper publication of comment response
· We should put together well defined agendas so that people can be prepared for a focused discussion
· These discussions need to take place when global audience is available
· Could do 5pm eastern time to make better for JP,AU
· Could also switch times on a regular basis so that everyone gets a midnight timeslot
· Likely don’t need every week meetings, could be every other
· Not likely going to be ready for January ballot
· Thus should target work plan for next ballot


APPROVED:  Proposal to extend the Ontology ballot date to May 2012 was proposed by John Moehrke, seconded by Tony Weida and passed 9/0/0.
Weds Q1 Joint with EHR (EHR Host) 
Bernd Blobel presented on Implications of SOA to EHR Functional Model.
http://www.hl7.org/documentcenter/public/wg/secure/Report%20to%20EHR-WG_Blobel_What%


WedsQ2 Joint with SOA 
Discussion regarding future SOA work and alignment with HL7 activities. There is currently no project for Security/PASS. 

Thurs Q1
Discussion of the Health of the Working Group, Charter, Strengths, Weaknesses, Opportunities, Threats
· Charter/3-year plan/SWOT Review
· Charter:  Not reviewed.
· 3-Year Plan.  Not reviewed.
· SWOT Analysis: Reviewed.  Move to approve the new SWOT passed.
http://www.hl7.org/documentcenter/public/wg/secure/HL7%20Security%20SWOT%202011%200915.doc

Discussion regarding the times of the weekly HL7 Security call and whether an alternative more suitable to international members could be found.  A poll will be taken to determine alternative times.

Thurs Q2
Planned discussion on HL7/Organization for the Advancement of Structured Information Standards (OASIS) relationships and collaboration.  Of note, it was proposed to modify OASIS XSPA SAML to accommodate a pointer to patient privacy policy and consider proposing a protocol, or profile to OASIS XACML to allow for the exchange of security/privacy policy among healthcare organizations.

Thurs Q3
Discussion regarding the Risk Tutorial and Risk Assessment Cookbook next steps.

Thurs Q4
Cancelled as all planned business items had been completed.
7. General  Discussion
· Action Items:  
· Security Weekly Call Doddle Poll (Mike Davis)
· Security/PASS Project Planning (Mike Davis/Don Jorgenson)
1. Coordination and joint meetings with other HL7 committees for joint meeting January 2012.
CBCC Monday Q3-Q4
EHR Wednesday Q1
SOA Wednesday Q2
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