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5 May 2008 Joint Session with Community Based Collaborative Care (CBCC) for Joint Vocabulary Work
Review of RSA Conference 2008 OASIS-HITSP XACML Interoperability Demonstration of the use of HL7 RBAC Permission Vocabulary and HL7 Confidentiality Codes.  Review of the recorded demonstration of five healthcare use cases of clinical roles, patient consent directives, patient data masking, and emergency access.  

For the OASIS-HITSP RSA Interop materials Click Here!
For the Phoenix General Session RSA Interop Presentation  Click Here!
Minutes

1. Introductions

2. Agenda approval  Motion by Blobel/Moehrke 12/0/0
3. Co-chair election.  Bernd Blobel re-elected SPT Co-Chair
4. Reports from other security-relevant organizations activities: 

· ASTM
· Meets Saturday 10 May PM and Sunday 11 May to discuss update to ASTM E1986 needed to enumerate roles.  Also discussion of PDF-H and potential to support consent directives.
· ISO/TC 215 WG4/CEN
Work items.  New focus on safety in health IT-generates new standards that conflict with old ones
· ISO 21298 Functional and Structural Roles.  Incorporated comments and focus scope towards integrated healthcare setting.  Comments are being incorporated.  Sent for publication.
· ISO 21547-Health Informatics Archiving of Electron Health Records.  Follows traditional approach of guidelines for archive rather than technical aspects.  Ongoing.
· ISO 22600 Part III.  Will be submitted prior to the 29 May meeting.  Explanation of architectural principals for access control and details of managing privilege.  Demonstrations of how to use policy and meta-languages.

· ISO 25237 Pseudonymization.  Addressed 300 comments.  Passed.  Finalized this week.  We may need to help Structured Documents, EHR, and RCRIM in uptake of this work.  
· ISO 27787 Audit Trails for Electronic Health Records.  Based upon RFC 3881.  Estimate is that this may take another year.

· ISO 29321(CSCR) Application of clinical risk management to the manufacture of software.  ISO 29322 Guidance on the Management of risk for the use of health software.  Both put safety in foreground but overlap with existing ISO 149271 (medical devices).  New medical device specification published 3 months ago.  Likelihood is that both standards will pass despite shortcomings. Hide provided Japan’s comments on conflict of 14971 and 29321.Desire is to delete requirement exceeding 14971.  

· NWIP 13606-4. Security.   HL7 EHR TC is doing a cross walk.  Inconsistencies noted within the standard.  
· Other European Aspects.

· Work item proposal for new Health information guidance on patient identification and cross-referencing of identities.  Joint activity of ISO/CEN.  Requirement is to ballot separately.  

· Directories proposal.  Directory Services for healthcare providers subject of care and other entities.

· DICOM WG 14
· Has not convened recently; no news.
· NEMA/MITA + COCIR + JIRA SPC
· No new HL7-relevant items
· IHE
· SAML profile XUA is going into final text.
· HITSP Security & Privacy TC

· HITSP has reorganized to put security privacy and infrastructure together into one TC
· Constructs previously identified have been accepted.

· OASIS
· New work to establish TC to create industry profiles of SAML, XACML, WS-Trust.  Initial work focused on healthcare and HL7 security and privacy standards.  OASIS and HITSP jointly sponsored an RSA Conference 2008 XACML Interop using HL7 RBAC Permissions and Confidentiality Codes.
· ANSI-INCITS

· RBAC Implementation guide nearing completion.  
· Certification

· CCHIT – Security requirements out for comments.  Picked up ATNA.  
· Japanese efforts Click Here! 
· JHIS X80 published standards for digital signature for medical documents in March.  CMS targeting pdf-a and pdf-h.  This year work will focus on PKI for healthcare document using xml or pdf.  HL7 Japan DS standard is in process of revising.  No translated version.  
· German health telematics platform.  Click Here! National Health Informatics Infrastructure.  Tokens used in Germany contained on smart card.  Each patient possesses a smart card (healthcare card).  Clinicians possess a Health professional card.  There are institutional cards that identify and authorize servers (Plug in cards).  Digital signature standards require pin, and this becomes a burden on the workflow.  Pin can be cached for some period.  Lower level authentication that then allows a lower assurance level authentication with the signing server.  Needs to extend services to meet RBAC, policy and decision support requirements.  
5. Project Status.  Security "cookbook" for HL7: (Anderson/Gonzales-Webb)

· This was approved as project in September, 2007.

· Project plan is drafted for approval per HL7 process.  Click Here  

· Updated Cookbook available for review and comment.Click Here!
· EHR and PHR are possible test cases for the work on Risk Analysis.

· Discussion: 

· Include pilot test of risk analysis methodology on people who are not familiar with Security.

· Include means to monitor/gauge conformance with the risk analysis process.

· Include intent to make risk analysis a part of the HL7 standards development processes, but HDF content would be a high-level summary and reference to the detailed risk analysis process document.

· Include frequency of education in plan.

6. Coordination with other HL7 committees

· EHR TC: Security-relevant open items in EHR-S and CDA R2 (Blobel/Marshall/Davis)
· joint meeting with EHR TC 7 May 2008

· A harmonization of EHR-S with RBAC permissions is desired.  

· Click Here to see the updated analysis of gaps

· We will review EHR-S and PHR and PHR Interoperability for security-relevant items.  This will be initiated via e-mail.

· EHR harmonization with RBAC 

· Harmonization with ISO/CEN 13606 will somehow be part of this.

· Structured Documents
· Need to formalize digital signature advice for CDA – do we need a project for this?
· Glen Marshall will develop project proposal, e.g., white paper, for next WGM.

· Hideyuki Miyohara will provide Japanese specification

· Bernd Blobel will provide German specification 

· Need to formalize digital signature advice for RCRIM (21CFR11 + EU) 
· Glen Marshall will develop project proposal, e.g., white paper, for next WGM, as part of Structured document item, above. 
7. CCOW Project:  CCOW Support of SAML Assertions.  Work ongoing to integrate CCOW with SAML tokens and to establish user into context.  Intent is to also provide ways for an application to obtain SAML assertions about user in context. 
A presentation of the CCOW / Security joint project “Support of SAML assertions” was provided by the CCOW TC.  The difference between Task 1 and Task 2 of the project was discussed. Options discussed in Q1 and Q2 were presented.

Discussion of comments made at the Security TC meeting focused on models for storage and use of the assertion in context.  The presentation “HL7 Meeting May07 – CCOW TC_SAML_Task 1” was reviewed and pros and cons of each model were added to the notes on each slide.  

 Three options are being considered:

· Option 1:  New user context data Item. User id logon SAML. User id SAML (new context definition})

· Option 2:  New context subject which is not secure.  No need for CM to validate SAML assertion because we are using the CCOW chain of trust.  CM or UMA needs to parse the user identity from the SAML assertion.  Application can retrieve the SAML assertion 

· Option 3:  Authenticating application could extract user ID to pass to CM.  CM has no knowledge how to interpret an assertion

For a presentation on joint project task 1 Click Here!
For a presentation on joint project task 2 Click Here!
· Possible mechanisms and constraints

· Behaviors:  Certificate expiration

· Options:  Possible architectures.  Current approach is to place SAML assertion into context and CM would extract information from there.

· Need Joint with CCOW for next HL7 Meeting

· Collect all documents to be shared.  Plan to come to Vancouver with draft material.
· Matured by phonecon in interim.  Explanatory material to explain rationale.  

8. Need to formalize digital signature advice for RCRIM (21CFR11 + EU).  Glen Marshall will develop project proposal, e.g., white paper, for next WGM, as part of Structured document item, above

9. Project Update:  Security-CBCC Security and Privacy Vocabulary.

Project statements for Joint project statement:  Need to discuss with Foundations and Technology to reconcile approach.  CBCC/Patient Care feels need to create their own Project Scope statement.   There may be concern that privacy is too big an issue for CBCC.  

CBCC joint meeting with Patient Care.  PC may want to take on behavior health in line with patient consents.  
Constraints Document.  Updated document on constraints.  Click Here! Provide guidance and background to understand use of privacy vocabulary in HL7 Role Engineering Process.  Will be posted for review by the group.  
Project has identified additional missing vocabulary:  Considerations of patient as actory, Purpose of Use/ TPO, Emergency access, Admin, Programmer, Research, Marketing (PMAC Part II), Emergency Access:  Vocabulary for access control. 
Richard will provide information on the definition of “consent directive” 
Suzanne will develop project plan and meeting schedule.  Possibility of using existing HL7 RBAC task force. 
Post a link to NIST hierarchical diagrams.  See Figures 1-4.Click Here!
10. Open Discussion

A.  European Projects.  The European Commission established large scale projects;  Bind 5-7  projects.  Three parts
· Patient identification-connected to insurance card

· e-prescription-all levels include DS no distinction between normal Rx and controlled substances.
· Medical summary-as extracted record

Desire to provide large scale demonstrations.  E-health standards specification group.  DS has 4 levels
· Handwritten, electronic 

· Ds without author

· Ds with auth

· Certifying equipment

B. GOM:  Declaring Goverance rules within WG??  Need additional clarification.
C.
Enterprise Architecture.  Discussion on German Architecture and Zachman Framework. Editors note:  The HL7 RBAC Permissions vocabulary is an example of a set of interoperable “primitives”.  This is in contrast to previous approaches that created “roles” that were composites classified by use.  Such classification schemes have been unsuccessful as composites are not consistently definable even across a single enterprise.

For Zachman artifacts Click Here!
For Zachman on security Click Here!
For Zachman Enterprise Framework Click Here!
11. SOA/ HSSP - Security & Privacy services, Resource Access Decision services, De-identification services (Jorgenson) 
· Draft TEPR Presentation reviewed, noting that ISO draft has changed definitions and clarified terms.  Click Here! 
· Don Jorgenson and Gila Pyke will be co-authoring this work for HSSP.

· Drafts not available yet.  Will be distributed via listserve.

· Glen Marshall will request a joint meeting at next WGM, SOA to host.

· It was noted that we need to constrain the scope/phasing as part of Security TC participation.  It is premature to do this now.  Prioritization in SOA SIG has been discussed, but not scope. 
12. Security Technical Committee List of Potential Projects.

WGs have been asked to identify potential project within a three-year window.  SPTC members engaged in discussion, creating the following unballoted working list:

Risk Management:  Create Data Base of Risks and Resolutions, creation of Tutorial For WG members, make Risk Mgt process part of HDF

RBAC Tutorial:  Understanding Security and Privacy authorizations and the use of HL7’s standards.  
HL7 Ambassador:  Develop Security TC Topics for this HL7 Program.  Jill Kaufman (International Activities).  Looking for marketing activities with outside world.  Marketing HL7.  Education and reach-out.  Persons acting in other regions.  Looking for persons in their environment.  Looking for HL7 inclusion in educational database.
DRM:  SPTC Information and guidelines
Break Glass/Emergency Access:  SPTC Information and guidelines 
OASIS – HL7 Harmonization :  Delegation and Obligations.  Harmonization of OASIS Profiles (SAML, XACML, WS-Trust) with Hl7 and international concerns
Bridge PMAC and ISO 13606 Part 4.  13606 is beginning implementation with PMAC as high level standard.  Part 4 is the part that runs through ISO.  Potential work item to change permission row tables for HL7 use.  In future, part 4 will be replaced by PMAC.  Detailed spec is RBAC.  

PCI Pmt Card Industry. Just refreshed.. SPTC Information and guidelines
E-discovery:  Courts allow people to go into a record and discover things about data.  Security and privacy impacts.  How do Healthcare organizations deal with a breach and reporting after a disclosure event?
SPTC WiKi:  Capture capabilities and things that are up to date.  For example, guidelines on integrating security and privacy in SOA
RBAC permissions:  Update permissions catalog mixed with dynamic constraints.  Guidelines on SoD, Role Cardinality.
Hl7 security architectural model-SPTC provide generic framework for future activities, classify work products of HL7, resolve conflicts.  Harmonization of HL7/OASIS/ISO towards policy driven approach.
HL7 Specific Security Messages.  Does security TC develop messages?  V3 messages for establishing trust and federating vocabulary.  Need examples of how RBAC can be used.  Can leverage OASIS 
Chronic disease Mgt:  Requires specific privacy.  When can you consolidate information?  Implications on data mining?  Any different requirements that stem from.

Physical Access Systems.  Physical security aspects of access control and implications on HL7 Permissions.  

Vocabulary.  Educational.  How to apply vocabulary to this domain.  Implementation guides.
Patient Safety-Security Profiles.  Profiles focused on patient safety issues.  IHE security cookbook tried to cover all aspects of risk.  Patient safety.
Genomic Security:  Policies and legal considerations.  Are new security standards and technologies needed? DRM?
Applying ISO pseudo paper to HL7:  Anonymization, de-identification and Psuedononimysation as it relates to HL7 message and data types
Simplified process for ISO 15408 EAL3/4 certification:  Certification in healthcare Work with CCHIT to create a simplified but structured protection package for security evaluation.  Protection package elements can be part of the Security Cookbook project.
	Item
	Description
	POC
	Due
	Status

	ISO 25237 Pseudonymization
	Determine need to help Structured Documents, EHR, and RCRIM in uptake of this work.  
	Bernd Blobel
	Vancouver WGM
	

	Security Cookbook
	Provide updates, example and proof of concept demonstration.
	Dan Anderson
	Vancouver WGM
	

	EHR-PHR Interoperability
	We will review EHR-S and PHR and PHR Interoperability for security-relevant items.  This will be initiated via e-mail.


	Glen Marshall
	Changed to Vancouver WGM from Phoenix
	

	Signature advice for CDA
	Provide Japanese specification
	Hideyuki Miyohar

	When available
	

	Signature advice for CDA
	Provide German specification
	Bernd Blobel
	Upload to Security documents
	

	Signature advice for CDA
	Develop project proposal, e.g., white paper, for next WGM, as part of Structured document item
	Glen Marshall
	Vancouver WGM
	

	Security-CBCC Project:  SD Coordination
	Need to discuss with Foundations and Technology to reconcile Project Plan approach.
	Mike Davis
	Prior to Vancouver
	

	Consent Directive
	Provide authoritative definition
Integrate into Constraint project
	Richard Thoreson
Suzanne Gonzales-Webb
	May 2008.  
Prior to Vancouver WGM
	

	Security-CBCC Project:  Project Plan
	Need to develop project plan and meeting schedule.  Possibility of using existing HL7 RBAC task force.
	Suzanne Gonzales-Webb
	June 2008
	

	Joint Meeting Schedule and Rooms
	Coordinate rooms for Vancouver.

CBCC-Security MON Q3/Q4/ CBCC Host

EHR Weds Q1/Q2  EHR Host

CCOW-Security SOA Wed Q3/CCOW Hosts

PASS-Joint: Wed Q4 put on Agenda /SOA Hosts


	Mike Davis
	19 May 2008
	Complete

	HL7 RBAC Vocabulary
	Obtain HL7 OID
	Glen Marshall
	Prior to Vancouver
	

	HL7 Vocabulary Committee
	Determine if issue exists with RBAC Permission Vocabulary.
	Mike Davis
	Prior to Vancouver
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