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Minutes	
Introductions
Agenda approval  
Reports from other security-relevant organizations’ activities
ISO - 
ISO meeting @ Durham, NC.  Next meeting Rio 9-13 May 2010.
Audit trails for electronic health records.  Potential new item for discussion in Rio on clinical audit.  Follow up to Kyoto discussions.  Clarification of concerns regarding clinical audit.  Harmonization agreement reached to build upon existing RFC 3881.  Material out of scope to include by reference material contained in DICOM.  Security audit event was never intended to track changes to the clinical record – change tracking is considered part of medical records.Extension requested, proceeding to ballot. 
NWIP 14265 Classification of Data Purpose-of-use will be brought forth.  DTS ballot will be circulated in Jan. Circulating the DTS ballot for technical specification.   Mike commented via TC215.  Dipak agreed that Mike’s comments were convincing.   The recommended changes put the purpose of use in line with HL7 and OASIS work.  Original POU very high level.  The Work item identifier is 14265. 
-Has there been a mapping or comparison of various purpose of use?  26 classification codes in US for POU.  Purposes for which data can be user disclosed under regulations.  Bernd indicates that someone from the US attended 
-For security purposes, the proposed POU were too high-level.  
NWIP Security & Privacy requirements for compliance testing in EHR systems (part 2 is PP for small-scale EHRs).  Approved as NWI.  Telcom sked for March and Rio.
TR Dynamic on-demand VPN for health information infrastructure approved.  Publication imminent.
Guidelines on data protection to facilitate trans-border flows of health information will be re-circulated for review of minor changes.  
TS 13606-4 - EHRs Communication approved and has been published.
TS 21547-1 (changed to TS 21547) and TR 21547-2 – (Changed to TR 21548) Secure Archiving of EHRs. 
DIS 21091 - Directory Services - going to full FDIS ballot by March.  Clarification that one licensed person have one instantiation.
TR 11633 Health Informatics-Info Sec Mgt for Remote Maintenance of med devices approved and published.
DIS 21549 WG5 Dealing with patient cards re-established within WG4.  Part eight completed DIS ballot FDIS pending.  Other parts in revision phase.  CEN 1999 spec planned for revision but could not be agreed upon during Durham.  Global standard not available at the moment.
ISO/IEC TS 80001 Part 1.  “Application of risk management for IT networks incorporating medical devices”.   Preliminary NWIP.  Related:  MDS2.  Effort to do revision and link output as reference from security part.
· Task Force on Patient Safety and Quality.  Identifying opportunities to update or harmonize existing standards.  Most of this discussion is focused on quality. Identifying opportunities for ISO to uptake existing standards through harmonization or developing new areas of interest.  Specifically scoping things out in the area of medical devices.
· Quality is the focus (proves life cycle management).  Not really a security item
HITSP work done and activities under the ANSI contract will be suspended by end of January.  Current HITSP work will be delivered to ONC for disposition.  New RFP may be issued.
  Service Collaborations.  Revisions in December 2009 made based upon public comment.  
  Consumer Preferences.  New use case issued by ONC (requirements document) in 2009.  Between Oct and Dec 2009 HITSP completed a RDSS.  Reflects original ONC document plus HITSP additions.  HITSP finalizing via internal review.  This work will not be put into public review.  Core document has received hundreds of comments and final CP document has not been released by ONC.  This will be an activity of the next contract.
  Common Data Transport.  New TN 907 examines how common data transport requirements are met in terms of REST/Web services.  
ASTM
ASTM E1986 -2009 Coded values for role codes passed ballot in Nov 2009.  Includes extensions to current values and mapping to SNOMED CT.
OASIS
XSPA – Healthcare profiles of SAML, XACML, successfully passed ballot  November 2009.  Updates to normative standards incorporated into HITSP TP20 and reconciled following a public review period.  Work on WS-Trust ongoing.  Work on establishing ITU versions in progress.   OASIS will also produce a “generic” security profiles of these standards based upon the HL7 Security Information Model.
IHE 
HL7 work leveraging BPPC ongoing.
-XUA (profile of SAML Identity Assertions) incorporating OASIS healthcare profiles (for authorization) coming from the XSPA TC. Question from Walter: is there any consideration to segment data (consumer ability to segment data)?  John: that is already recognized by the use of HL confidentiality codes.  

	-Access Control Whitepaper published as of September 2009.
DICOM
Supplement 95 (audit trail) being updated to include SYSLOG.  Previous public comments incorporated.
Supplement 142 on Clinical Trials De-Identification new work is being sent out for ballot.
Change 895 Password based encryption for media security (Encryption of content on memory stick).
Change proposal 884 DNS Self-discovery for secure DICOM Services
ANSI-INCITS
The three new project proposals from INCITS CS1 were circulated to the INCITS Executive Board for seven-day review. With the absence of objection by an INCITS Executive Board member, the project proposals were approved.  The seven-day review period ended on September 16, 2009. 
 
1.  Next Generation Access Control - Generation Access Control - Implementation Requirements, Protocols and API Definitions (NGAC-IRPADS).  It’s assigned project number is 2193-D
 
2.  Next Generation Access Control - Functional Architecture (NGAC-FA) .  It’s assigned project number is 2194-D
 
3.  Next Generation Access Control - Generic Operations & Abstract Data Structures  (NGAC-GOADS) .  It’s assigned project number is 2195-D
 

Europe
EPSOS Project for interoperability between EU HC sys.  Ready for first tests.  Fundamental security services include authentication (users and patients) based on PKI/SC.  All parties have unique identifier.  Medical Summary and EPresc are two processes supported.    Preparing ontology for security purposes.  Communication between different project is CDA based.  Separate data set for e-prescribing.


Japan
External  E-archiving.  Requirement is for physical archiving within the hospital.  Effective April, Medical record may be outsourced for e-archiving purposes.
HC PKI Cert Policy for individual and organizations established by the Government for operation of CAs in 2009.  Conformance process started for authentication.  Beginning next can authenticate using HC PKI.  There is a CP for non-repudiation in English which is very close the CP for authentication.
Clinical Laboratory Standards Institute (CLSI).  Produced publication IT Security of In-Vitro diagnostics of software systems.  Covers vendors and providers.  Matching security requirements to systems.  
Project Review
HL7 Permission Catalog Update-
Security Domain Analysis Model (DAM)
Reconciliation ongoing in cooperation with CBCC.
Discussion of 2 possible approaches to harmonization
EU approach is to have a single model but binding a concept representation and mapping ontology.  
Proposal for a new Draft Project Scope statement for an HL7/ISO Ontology advancing the current Security and Privacy IMs (Davis, Blobel) 12/0/0.  
Create an instance of a realm specific profile for the US.
Implementation guide for Composite Privacy Consent Directive
Currently in reconciliation.
Risk Management Assessment update
Presented status and scope to TSC meeting 19 Jan.  Plan going forward is to pilot to get background.  Education committee has signed us up for Oct meeting.    We will pilot our own risk assessment using CDA R2 project. 
Action:  Need to update scope statement for the tutorial to reflect new Oct date. Suzanne is the owner of this, but John will take the action item to update scope statement so the tutorial reflects the new October date. Should not be trying to teach the masses to learn security.  We should try to present it such that non-Security folks can understand.  What are the criteria for performing a risk assessment?  Checklist that determines whether this needs to be undertaken.Only targeted at the output of a standards development task.  
Security/SOA Authorization ballot
Ballot submitted and passed first time with only one negative.  First of all the SAEAF projects.
Issue:  Underlying IM are balloted as informative per HL7. This has repercussions that call into question the validity of the model when applied to CDA R2, use by external organizations (e.g. OASIS) or SOA PASS authorization.  Don will take informal actions to report this concern through SAEAF Alpha  process for discussion and guidance.  Bernd will informally approach TSC chair to describe the issue in the same way.
New Proposals, including joint projects with other WGs
Security/Medical Devices Security Project  -  Medical devices exploring context aware devices.  Questions regarding the security aspects and how these devices know about each other.  WRT 80001 there may be overlap. Health Care Device group (Todd Cooper and Melvin Reynolds) – looking at context awareness and security and ubiquitous devices in medical facilities.  Context aware devices that have sensors that connect with other devices.  This has been demonstrated to the plug and play group.  This is an opportunity to look at the security aspects. Another self-appointed risk assessment pilot. 

Security/CBCC Policy Pseudo-Code Templates/Models-Canada has also done some policy template work,  We could create a pseudo code privacy policies that could be enumerated (and the CDA IG for CD could refer to it) that could capture 99% of privacy policies that could be translated into the policy language de jour.  We have a vendor that would like to work with us on this already.  Explore the production of pseudo code for Privacy policies with the notion that it could become a baseline reference.  Some work was done in Canada a couple of years ago around a high-level conceptual model for Privacy preferences – called a policy template used as a constraining mechanism for patient privacy preferences.  Pat will investigate participating in this potential project’

HL7/ISO Security Privacy Information Model ontology extension
Security/SOA next steps-ANSI INCITS NGAC
Realm binding of Sec/Priv IM to value sets (e.g. US realm profile of the IM).  We will continue with the analysis and provide intermediate result to FIMS effort, and possible HITSP successor.
Action Items
· Accounting of Disclosures.  Providing patients access to a report of uses and disclosure of their data.  ASTM 2147 Audit and Disclosure logs.  Exploratory work item  to discover what may be required and if further standardization work may be required.  (Harry Rhodes may wish to participate) John/Pat 8/0/0
RBAC Tutorial 
Owned by Mike Davis.
Has been on-hold pending RBAC ballot, which is now complete.
Will formalize as a project, at least to determine need, with objective of creating tutorial.  
Motion: Project to create RBAC tutorial project [Davis, Braithwaite] vote: no 1, abstain 0, passed 10-1.        
Motion: Project to create access control technical & management tutorial [Davis, Moehrke] Bernd is also an interested party.  vote: unanimous (11) 
HL7 Pseudonymization and Anonymization rules
Glen Marshall, Lori Fourquet, and John Moehrke own this.
Possible joint project with Structured Documents and/or InM and/or SOA.  Need to follow-up with those WGs.
Will include it on 3-year plan.        
Digital Signatures
Glen Marshall  John Moehrke/Allen Hobbs (Now) owns this for the WG.  
Motion to establish a digital signature project [Moehrke, Blobel] Investigate RIM digital signature elements and determine if HL7 Japan digital signature specification can be used as a basis to update the RIM.  Vote: unanimous approval.
HL7 Japan CDA Document Digital Signature Standard


Ensure CDA R3 esign capable.  
Use ISO/TS 22600 (PMAC) for EHR privacy protections
Bernd Blobel owns this. 
Possible new project for Security, possibly joint with CBCC and EHR, but no resources available to move forward.
Will add to 3-year plan.
HL7 security architectural model
Bernd Blobel owns this, as the WG modeling facilitator.
With SAEAF and PASS, do we need this as a distinct effort? 
Will add to 3-year plan, as an item of interest.  No deliverables defined.
HL7-specific Security Messages
Discussion: No healthcare-specific need for normative work.  We need to suppress duplication of cross-industry SDOs’ usable work in HL7 normative and informative work.
Will add to 3-year plan as an item *not* to do.
Genomic Security
Pilot project for risk-assessment tool.
John Moehrke and Alan Hobbs own this.
There is no interest in the Clinical Genomics WG.
Will add to 3-year plan as an item of interest.  No deliverables defined.
Architecting Privacy
Motion: Create a project to develop a model for privacy architecture by design, proactively built-into systems so that privacy protections are engineered into the technology from the outset. [Davis, Blobel].  Vote: unanimous
Mike will create project proposal for WG approval, then bring to SD.
Mike will contact CBCC for possible joint project work.
HL7 Ambassador
We view tutorials as our initial deliverable to this program.  This is not a separate action item from those projects. 
Charter and 3-year plan
SWOT Analysis: Move to approve the SWOT by Don, seconded by Pat.Vote: 9/0/0
Strengths
Subject matter expertise in HL7 Security WG
International nature of WG members
Cross-Membership in other SDOs.
Current membership has wide range of experience and knowledge	
Add strong collaboration with other WGs across SDs
Weaknesses
Availability of resources & time to perform work
Lack of direct participation by providers and consumers
Opportunities
Introduce SOA architecture concepts security and privacy (e.g., SAEAF Alfa project.)
Harmonize the existing work and promote greater collaboration among multiple SDOs
Apply Risk Management to standards development within HL7 projects  
Provide education to HL7 WG and larger stakeholder community (e.g., HL7 Ambassador program)
Cross-SD coordination.
We need to promote improvements in coordination. 
Owned by co-chairs, via attending SD meetings
Threats
Inappropriate incorporation of non-HL7 standards within HL7, e.g., digital signatures that do not implement policies nor mitigate well-defined threats. 
Inappropriate definition of security protections without reference to industry standards, policies, or threats.
HL7 tooling makes communication difficult and confusing.
Motion [Jorgenson, Pyette] to approve. 9/0/0
Charter revision


Motion [Davis, Moehrke] to approve. Accepted, 1 abstention
3-Year Plan
Glen will merge projects, action items, and SWOT analysis with the charter to produce a draft 3-year plan, to be considered in a future teleconference meeting for formal adoption.  

Coordination and joint meetings with other HL7 committees 
Privacy DAM DSTU (Joint project with CBCC)
Joint meetings in May
CBCC Monday Q3-Q4
EHR Wednesday Q1
SOA Wednesday Q2
CCOW on Wednesday Q3

Thurs Q1
Medical Device Security in Distributed Systems:  Ballot to approve the medical devices (Hobbs, Pyette) 11/2/0

Issue:  The project has no RIM connection, may conflict with ISO 80001.  It will be important to carefully define the scope.
Julian Goldman-Dir User Group for Continua.  He is driving to have devices become aware of workflow in the context of effectiveness and safety.  
Not only in the ER, but for chronic care, and in the home.  Pervasiveness of these devices in the future will carry additional security risks and constraints from various approaches that have not yet realized the persuasive nature.  
Has been brought up with Continua but this subject has not been brought up in the context of continuous computing (implants).
Discussion: Allen introduced project scope for "context aware computing in ubiquitous environment".Medical devices becoming much more networked and interdependent in health care workflows.Medical Device Plug and Play (MD PnP) model.  Julian Goldman’s work – Operating Room of the Future -human factors – context awareness.  KP is collaborating with Dr. Goldman. Can we get devices to become contextually aware in the health care environment (outside high acuity)?  
Location based services.  The wireless realm of security becomes critical
Most of these efforts driven by Europe.  First deliverable: a requirements document started last year (Suzanne looking for it).
Next steps: figure out project's key elements and determine sponsor (Health Care Devices or Security WG).  CBCC as a co-sponsor for community care as well as privacy concerns; perhaps SOA as well.
Bernd: pointed out the danger overlapping with the ISO 80001 work.  Second issue – the mention of pervasive computing architecture goes far beyond HL7 paragidms.  
Is the intention for this project to go beyond what is the SAEAF today?
ISO is ignoring the limitations of HL7; they are covering everything.
Mike suggested addressing ISO in the scope statement so that it does not conflict with the ISO work.  The challenge for this project will be defining its scope - what is in and what is out’  Agreed that Security WG should sponsor/lead.  Allen will be the project lead with John M in the co-chair role.
Scope Statement:
Proposed title: Medical Device Security in Distributed Systems.  (placeholder)
We are really talking about a System-of-Systems
We're scoping to a system of networked medical devices 
(Wireless) Body Area Network - WBAN or BAN
System of medical devices
Scope of 80001 – as soon as you add a medical device to a network, this is the scope of 80001
Home devices are not yet declared medical devices.  
Project Intent:
John raised a concern that this is not really a project that is a task
Investigate existing standards and the work from HL7’s HCD WG to determine if there is a need to supplement the HL7 standard.  We will explore existing standards and provide supplements if needed.
Ballot Type:
Supplement to current standards (listed below)
Project Scope:  narrative
The project addresses the security and privacy risk and constraints from various approaches to realizing integrated systems of medical devices. The project intent is to explore the need for supplements to existing standards.
Need to define security and privacy of medical devices in the context of efficiency, pervasiveness and when they're linked together to carry out a task (not safety -because there are other more specialized standards related to the safety of medical devices)
May supplement informative information to:
IEEE/ISO 11073 - Medical/health device communication
IEC/DIS 80001 - Application of risk management for IT networks incorporating medical devices
ISO 14971 (2007) - Application of risk management to medical devices
There was debate as to whether there is a need to supplement the above standards.  Once a project is underway, there is an obligation to finish it, and therefore, supplement the standards
The "missing" is the need for systems of systems for pervasive devices
Bernd states that this work is being addressed in the existing standard, but the work is not yet ready.  
It is suggested a joint meeting with the Health Care Devices WG will help to determine requirements and to establish appropriate boundaries around this project.  Read 80001 draft and determine whether there are any gaps
Project Need: 
Pervasiveness of Medical Devices in the future will carry additional risk and constraints from various approaches that have not realized the pervasive nature of the technologies.
Mike questioned whether there are any papers that discuss this topic?
Allen will forward journal articles to the Security WG ListServ
The draft project scope will be taken back to the Health Care Devices WG and the outcome of that discussion will be presented in Q3 or Q4 today

Other Business: Mike: Motion to nominate Steve Connolly as vocabulary facilitator for the Security WG; seconded by Bernd.Vote: no objections, no abstentions, 11/0/0




Thurs Q2

Security DAM Reconciliation

Thurs Q3
Security DAM Reconciliation 
Discussion
· Once comments have been disposed, only the person who submitted negative comments can decide whether or not to withdraw
· The WG agreed we should add narrative to indicate that attributes included in the Security DAM are illustrative. Having attributes in tables makes this look normative. 
· We will remove attributes from the class tables and leave class definitions in the document.
· We'll need to ensure that the appropriate dispositions have been set for the type of comment (there are some A-Q which may have the wrong disposition type assigned)
· Motion: Pat moves to accept dispositions to all comments within the ballot; John M. second
· Vote: 9/0/0
New Projects:
Scope statement for the Ontology project: 
· Steve: we need to make explicit the objective for the Ontology project.   
· Mike: This is not the harmonization of Security and Privacy DAMs.  We already have a project to create harmony between the DAMs by having a single DAM or by building a constraint catalog as a mapping mechanism between them, which does not produce an ontology.  
· An ontology is an extension of the DAMs to a new model which will produce a new SAEAF artifact. It describes the logical relationships between concepts.  Like SNOMED-CT.
· This is separate from the "harmonization" project
· This project proposes to create a health care ontology based on the information models - the classes, an analysis of parameters and attributes of classes to create an ontology
· What is the need that we are filling by creating an ontology?
· An ontology is an artifact of an architecture.  
· One need is to provide security and privacy ontologies to SAEAF.  
· The other need is something that we attempted to do with the Permission Catalog to start with in terms of looking at SNOMED as an ontology.  Described logical relationships between the objects that we want to deal with in the Permissions Catalogs.  Turns out that SNOMED was not sufficient.  As the result, we bound the Permission Catalog to the EHR - that provided a sufficient description of the Permission Catalog; otherwise it would be unbound.  
· The intent is to start the ontology by linking with SNOMED, but then focus on the Security and Privacy domain to create an ontology that makes sense to us.  Once HL7 is satisfied with the ontology (for SAEAF), we'd take it back to SNOMED to incorporate (SNOMED has already agreed to this)
· SNOMED is a clinical ontology, but there are many terms in Security and Privacy that are outside current SNOMED.  Terminologists working on the Permissions Catalog project suggested that this type of ontology is developed
· Richard referenced a "parallel project" that he is interested in undertaking - to create a "catalog" of SNOMED terms identifying objects which requires protection from access.  This "constraint catalog" would be very useful for access control engines.
In Q4, Allen will return to review project scope statement after input from Health Care Devices WG
Meeting adjourned at 3:05 PM


Thurs Q4
· Blobel-Discussion of Policy-Driven Security and Privacy Environment for Health (Presentation provided here).   Also:  Advanced Architectural Approaches
· Allen presented updated project scope following collaboration with Health Care Device WG co-chair.  Following the updated scope discussion, there was a motion by Allen, seconded by Pat to approve the Medical Device Security in Distributed Systems Project Scope statement to move this forward for approval to the TSC.  Vote: 11/2/0
Ontologies
· Discussion began with a review of the Wikipedia definition of Ontology (Information Science link)  http://en.wikipedia.org/wiki/Ontology_%28information_science%29.  Definition from the Wikipedia: an ontology is a formal representation of a set of concepts within a domain and the relationships between those concepts. It is used to reason about the properties of that domain, and may be used to define the domain.
· Common components: ontologies are artifacts of enterprise architecture.  This could become one of the SAEAF artifacts.  PASS will leverage this work.
· Classes – we have classes, sets, collections and concepts 
· Attributes – this is a representational set.  There are structural ways of examining classes to define their parameters and characteristics and features.  These can be descriptions of classes in another way.  Generalization/Specializations
· Ontologies are built using description logic
· Many times we say things about classes that are not formally identified in a way that can be mathematically computed. 
· You need to provide the parameters, attributes and descriptions to the extent that you understand what they are and differentiate them.  
· One of the disadvantages to using descriptions to differentiate between classes is that you can’t formally decide one class is different from another, and you can't refine them easily.  So the importing thing is that in the end, we do want to identify as many attributes that are critical.
· There is a formalism that says these are the allowed ways of describing the relationships – there are not really attributes, but instead relations pointing to other objects
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Preface


It has become common in recent years for the patient or family to want to understand the diagnosis, or to request a second opinion. Also, medical/nursing institutions have more functional specialization and more advanced cooperation between facilities, and there is a need for higher efficiency in medical/nursing institutions. To meet these needs, it is thought effective to digitize information distributed between medical/nursing institutions, and between medical/nursing institutions and patients/users, and to greatly enhance the security and availability of information. The HL7 CDA standard for digital documents exists for this purpose.

Medical/nursing institutions work according to legal regulations, thus there is a need for the signature or name/stamp of a document’s creator or person responsible in documents created for various reasons. For digital documents, according to the Law concerning Electronic Signatures and Certification Services, one can use a digital signature instead of a physical signature or name/seal, and this standard describes the standard when digitally signing CDA documents. Also, information is often attached to diagnostic documents, and there is often a need to have the digital signature also apply to such attached information. To this end, this standard also has provisions for when an electronic signature also applies to external reference information.


The goals of this standard are as follows.


(1) Place emphasis on provision of patient care information

(2) Enable implementation of systems at low cost

(3) Enable reuse of recorded information

(4) Be compatible with various document creation applications

(5) Be independent of the document’s transmission method and storage mechanism

(6) Enable rapid provision of design documents

(7) Use open standards

1. Application

This standard shall apply when digital signatures are affixed to CDA documents created for various goals. This standard does not specify whether a digital signature is required or not.

2. Cited Standards


This standard cites the following standards. For cited standards which note the date, it does not refer to corrections nor revised versions issued thereafter. However, when using this specification, one must make the effort to investigate the latest version of each standard, and apply it as necessary.


RFC3275  XML-Signature Syntax and Processing


Health, Medical and Welfare Sector PKI Certification Authority - Certificate Policy (Ministry of Health, Labour and Welfare, 2005) (Japanese language)

ISO/TS17090-1:2002
Health informatics -- Public key infrastructure 


-- Part 1: Framework and overview


ISO/TS 17090-2:2002
Health informatics -- Public key infrastructure 


-- Part 2: Certificate profile


ISO/TS 17090-3:2002
Health informatics -- Public key infrastructure 


-- Part 3: Policy management of certification authority


Policy on Time-Stamp Business ― For Secure Network Use and Safe Long-term Storage of Digital Data (Ministry of Internal Affairs and Communications, 2004) (Japanese language)

RFC3161  Internet X.509 Public Key Infrastructure Time-Stamp Protocol


XML Advanced Electronic Signatures (XAdES), (W3C, 2003)


Patient Diagnostic Information Provision Standard V1.00 (HL7 Japan, 2006)


 (Japanese language)


CDA Document Encryption Standard V1.00 (HL7 Japan, 2006) (Japanese language)


3. Vocabulary and Definitions


3.1  XML Digital Signature


This is data attached to an XML document certifies the identity of the document creator, and also certifies that the document was not falsified, as specified in RFC3275. One can also sign only a specific part of an XML document, instead of the entire document, or include a signature in an XML document.


3.2  Time-Stamp Service

Service which certifies that data existed at a certain time. The data’s creator makes a request to a third party institution providing a time-stamp service, which issues a digital signature, for example using a hash value made from the data’s content and current time. A person receiving such data can confirm its signature, thereby confirming that such data existed at the recorded time, and that such data has not been falsified since then.


3.3  HPKI


Standard for X509 digital certificates of the health/medical/welfare sector in which one can record qualifications of the physician or others, as specified in ISO TS17090. In Japan, the Ministry of Health, Labour and Welfare has established the Health, Medical and Welfare Sector PKI Certification Authority - Certificate Policy (Japanese language) as policy for HPKI digital certificates used in signatures.


4. Digital Signatures and Time-Stamps


Digital signatures and time-stamps only apply to the main text file of a CDA document. Such signatures do not directly apply to an external reference file referred to from a CDA document. In cases where one wants the signature for the CDA document’s main text file to also be effective in order to certify that there is no falsification in these external reference files, and to identify where is the responsibility for the reference, the following are recorded in the part which notes the main text file’s reference points: URI which shows the reference points, hash value of those external reference files, and the identifier of the hash function used to calculate the hash. The data type ED of HL7 ver.3 is used to record the identifier of a hash value and hash function. Therefore, only SHA-1 or SHA-256 can be used for hash functions. For the actual notation, in case of a CDA document which conforms to CDA Release 1, refer to Appendix A of this standard. In case of a document which conforms to CDA Release 2, this is shown by the reference, and text: ED is required for External Act, External Document, External Observation, and External Procedure.


4.1  Format of Digital Signature Time-Stamp

For the format of digital signature time-stamps, of the formats specified in RFC3275, the Enveloping Signature shall be used. Permission of multiple signatures shall be possible. Also, in cases where a time-stamp is required, it shall be recorded in the XAdES-T format of W3C. In case of a long-term signing, it shall be recorded based on XAdES related standards.


4.2  Digital Signatures


In case of a digital signing instead of a signature or name/stamp determined by laws or regulations, the digital signing shall comply with the Law concerning Electronic Signatures and Certification Services and related regulations. The following shall be used: (1) Signature-use public key certificate issued by an authorized special authorization business, (2) Public key certificate of a public certification service for individuals, (3) Signature-use public key certificate issued by an HPKI certification authority authorized by the Ministry of Health, Labour and Welfare HPKI Certification Authority Experts Committee. Signatures shall be affixed and validated according to RFC3275. Note that enveloping signatures shall be used.


In cases where a signature-use public key certificate issued by an HPKI certification authority is used, the HcRole Attribute of Subject Directory Attributes must be confirmed during validation.


In cases where a public certification service for individuals is used, one must consider that validation can currently only be done by a designated corporation, organization, government institution, etc.

4.2.1  Signature Algorithm


In cases where any of the following combinations of encryption algorithm and hash algorithm are used in a digital signing, and where items concerning validation are specified in the CP or CPS of the CA which issued the certificate used in that signature, the validation application must comply with such regulations. In cases where there are no special regulations, validation must comply with specifications of the certificate profile.


• SHA-1 With RSA Encryption (1.2.840.113549.1.1.5)

• SHA-256 With RSA Encryption (1.2.840.113549.1.1.11)

• SHA-384 With RSA Encryption (1.2.840.113549.1.1.12)


• SHA-512 With RSA Encryption (1.2.840.113549.1.1.13)


4.3  Time-Stamps


Use the time-stamp protocol defined in RFC3161, and obtain a time-stamp token from the Time Stamp Authority (TSA). The time-stamp token obtained is recorded in the XAdES-T format of W3C, which is generated when the signature is affixed.


Time-stamps shall comply with time certification operation standards shown in the Policy on Time-Stamp Business ― For Secure Network Use and Safe Long-term Storage of Digital Data (Ministry of Internal Affairs and Communications, composed November 2004), etc. Time-stamps of a TSA certified by the Japan Data Communications Association shall be used, and shall be a time-stamp that a third party can validate.

•
Affix time-stamps to signed documents, and enable safe digital storage.


•
The interface with TSA shall be implemented according to the protocol defined in RFC3161.

Appendix A 

References to External Documents 

which Comply with the CDA Release 1 Standard (Informative)


This notes an example of a method to use an external reference file for a CDA document which complies with CDA Release 1, and have the effects of digital signature apply to the external file.


Record external reference links in the CDA document’s main text: levelone – body – section – paragraph – content – local_markup.


The mref tag, digest_method tag, and digest_value tag are held under the local_markup tag, and the reference destination file’s URI is specified in the mref tag. Specify in OID the hash function which makes the digest of the reference destination file in the digest_method tag. The hash function can use SHA-1 or SHA-256, but SHA-256 is recommended. digest_value tag stores the reference destination file’s digest value. Display of the digest_value is a character string resulting from the original hash value (binary) encoded in BASE64.
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Work Products and Contributions to HL7 Processes


· Standards 


· Security policy management, e.g., defining, managing, and communicating security policies among trading partners 


· Role engineering and management, e.g., defining, managing, and communicating structural and functional roles to which security policies apply. 


· Privilege management, e.g., defining, managing, and communicating the association of security policies with roles. 


· Access control, e.g, defining, managing, and communicating the association of entities (people, systems, etc.) with privileges, and accountability auditing for use of privileges 


· Informational documents and resources 


· Standards for roles and participations (ISO equivalents are structural and functional roles) 


· Supporting infrastructure and environmental assumptions for security 


· Security threat model for healthcare IT systems and networks 


· Functional model for security infrastructure and security services needed for advanced interoperability based on HL7 V3 


· Migration of security services defined for legacy systems as well as V2 and V3 environment. 


· HDF modifications to accommodate healthcare security standards and use cases 


· Use cases to define requirements and model-based specifications for both communication and application security services, using the HDF methodology 


· Advise all HL7 committees regarding security and privacy considerations plus the relevant technologies. 


Formal Relationships With Other HL7 Groups


The Security Work Group will interact via regular joint meetings with the InM, EHR, MnM, SOA, SD, and CBCC Work Groups. Additional unscheduled interactions may occur with most other HL7 Work Groups, and national affiliates, e.g., advice on selection and application of security standards and technologies for specific healthcare use cases. 


Formal Relationship With Groups Outside of HL7


Formal relationships have been established by the HL7 board with the following groups that are directly relevant to the Security TC’s work: 


· ASTM E31 


· CEN/TC 251 


· DICOM 


· HITSP


· NCPDP 


· OASIS 


· OMG 


The Security TC will work with the HL7 board to develop and formalize additional relationships that are directly relevant to the Security TC
s work, such as: 


· US government agencies such as NIST

· Government agencies, in association with HL7
s national affiliates 


· ISO/TC 215 


· IHE 



