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Minutes

1. Introductions

2. Agenda approval  (6/0/0)
Because of the overlapping appointments of the available Co-Chair Bernd Blobel as International Affiliate Chair, Q4 Tuesday (Board Meeting) and Q3-Q4 (International Affiliates Luncheon) had to be cancelled.
3. Reports from other security-relevant organizations’ activities: 

· ASTM (1Q Tue)
· no new activities
· ISO/TC 215 WG4/CEN (1Q Tue)
· ISO/TS 25237 Pseudonymization - published on ISO site, available for purchase
· ISO/TS 21091 – Directory Services for Security, Communication, and Identification of Professionals and Patients – DIS ballot under reconciliation
· ISO/DTS 27789 – Audit trails for electronic health records – CD ballot reconciliation ongoing
· The original scope has been narrowed during the discussions at Delft (February 2009) and Edinburgh (April 2009), resulting in an audit trail for privacy/confidentiality issues only, which runs for a second CD Ballot.
· The new scope doesn’t cover the content of the original HL7 Audit Trail Messages specification, RFC 3881 and PASS Audit any more
· It has been decided to contact author (Luuc Postumus) and convenor (Ross Fraser) of ISO TC 215 WG4, the ISO TC 215 Secretary (Audrey Dickerson), the Chair of JIC (Ed Hammond) and the Chair of ISO TC 215 (Yun Sik Kwak) for a harmonization project. After this, a Motion for formally approaching the essential groups will be entertained on Thursday.

· Motion (Q1 Thu): The HL7 Security WG requires a wider scope of ISO Audit Trail specification according to HL7’s work on the topic (HL7 Audit Trail Messages, RFC 3881). Therefore, the WG ask HL7 to initiate a joint project at JIC to harmonize the HL7 work with the ongoing activities around ISO 27789. (Motion: Hide, second: Alessandra)
(5,0,0)

· Follow-up actions for HL7, once balloted, include relation to RIM data and PASS

· ISO/TS 21298 – Functional and Structural roles – published as TS on ISO site, available for purchase
· ISO/TR 11633 - Technical report from Japan – remote maintenance – out for publication
· ISO/TR 11636 – Dynamic on-demand virtual private network for health information infrastructure - out for publication
· ISO/DTS 22600-3 – PMAC, part 3 – out for publication 
· ISO/DTS 29321 – Application of Clinical Risk Management for Manufacture of Health Software – failed ballot due to conflict with ISO 14971; also failed CEN /TC 251 ballot; concepts will be moved to ISO/TC 210 and IEC TC 62A
· ISO/DTR 29322 – Guidance on the Management of Risk to Ensure the Patient Safety of Health Software Systems in Deployment and Use – passed CEN TC 251, but failed ISO TC 215 along with 29231. In consequence, the sponsoring organization BSI (UK) withdrew the work item.
· ISO/DTS 21547 – Archiving of Electronic Health records – out for publication
· NWIP - Classification of data purposes for processing of personal health information (sponsored by UK)
This spec will support a simplified privilege management and access control regime in accordance with ISO DTS 13606-4 by defining a list of attributes characterizing the data purposes for processing of personal health data. ISO 22600 provides a comprehensive approach.
· NWIP - Security and privacy requirements for compliance testing of EHR systems  -- Part 1: Foundation; Part 2: Protection profile for small-scale electronic patient record systems (jointly sponsored by Brazil and Canada)
· NWIP – TR Security aspects of EHR record migration (sponsored by Finland)
· IS 22857 Guidelines on data protection to facilitate trans-border flows of personal health information is ready for DIS Ballot
· The former WG 5 Cards has been transferred into a Task Group within WG 4. This Task Group will maintain the 8 part standard on health cards.
· NWIP – Use of smart cards for identification of health professionals will be considered after finishing the ISO survey on HPCs.
· ISO/DTS 13606-4 – EHR Communication part 4, Security  

· The resolution of comments is happening
· Bernd Blobel owns this topic for HL7.

· ISO/DTR 27809 – Measures for ensuring patient safety of health software. 
· No discussion in ISO.  No HL7 action required.

· DICOM WG 14

· Unfrozen Suppl. 95 (Auditing) (Related to SOA PASS project?)
· Still in ballot since transport (IETF Syslog Protocol) is not defined yet; change expected shortly.    
· NEMA/MITA + COCIR + JIRA SPC

· No new items to report

· IHE

· IT Infrastructure: 2 Whitepapers: 
- Access Control
- Authorization
Whitepaper on pseudonymization

· HITSP Security, Privacy, and Infrastructure TC

· Restructuring for complying better with ONC and for meeting the requirements for the 90 days’ activity of the Tiger Team (improvement of existing specifications)
Harmonizing data requirements

· OASIS

· STCA Access Control Policy for Healthcare
· ANSI/INCITS

· No new information presented
· Certification

· After finishing the quality labeling and certification criteria definition, the certification process is being defined by the EuroRec Institute to be performed by appropriate authorities in the EU Member States
Communication with CCHIT
· Japan (2Q Tue)
· Hideyuki explained PKI infrastructure in Japan including CA
Digital signature for clinical documents (CDA)

· Following documents have been presented in detail:
1. Guidelines for the Security Management of Medical Care Information Systems
2. Guidelines for the Safety Management of Medical Care Information Systems
3. Health, Medical and Welfare Sector - PKI Certification Authority - Certificate Policy
4. CDA Document Encryption Standard
5. Standard of electronic signature with Healthcare PKI for Medical Documents
6. CDA Document Digital Signature Standard
· Europe
· Large scale project for EHR sharing and ePrescription including infrastructural service (ID services for patients and health professionals) within the EU.  

· Interoperability Project Calliope

4. Project Status 
· Security "cookbook" for HL7 no new information
· RBAC no new information
· Privacy Access and Security Services (PASS)

· Owned by Gila Pyke
· her update information has been distributed
5. Action Items 

· Formal harmonization pathway with ISO/TC 215 WG4 (see bullet point 3)
· RBAC Tutorial 
· Risk Management Tutorial 

· DRM 

· Break Glass/Emergency Access 

· HL7 Pseudonymization and Anonymization rules 

· Digital Signatures (see bullet point 3)
· HL7 Harmonization of OASIS Profiles (SAML, XACML, WS-Trust) 

· Use ISO/TS 22600 (PMAC) for EHR privacy protections

· PCI Payment Card Industry 
· Security WG WIKIs 

· HL7 security architectural model 
· HL7-specific Security Messages 

· Genomic Security 
· Simplified process for ISO 15408 EAL3/4 certification

6. HL7 Ambassador
7. Coordination and joint meetings with other HL7 committees (3Q Thursday)
· Cross-SD coordination, discussion of status of the SAEAF Project and the preparation of Alpha Projects (Mo after TSC Meeting)
· CBCC 
· Discussion of security aspects including DS (Q3-Q4 Mo) (meeting dominated by security WG reps)

· CBCC hosts joint meeting with Security Q3-Q4 Monday in Atlanta
· EHR 
· Security aspects in Functional Models R2

· Discussion of policy driven approaches to privilege management and access control

· EHR WG hosts joint meeting with Security and Structured Documents Q1 Wednesday in Atlanta
· SOA / PASS
· (2Q Mo pre-meeting with SOA to prepare the joint meeting on 2Q Wed)

· discussion of the existing documents 

· her update information has been distributed

· SOA hosts joint meeting on Q2 Wednesday in Atlanta
· Structured Documents

· 3Q Tue joint meeting with Security on digital signatures

· Japanese approach has been successfully demonstrated

· Solutions applicable for SD R3 have been discussed in detail

· EHR WG hosts joint meeting on DS and further security services with SD and Security on Q1 Wednesday in Atlanta

8. Next meeting (September, 2009, in Atlanta, Tu/Th as well as joint meeting Mo/We)
Joint Meeting with Structured Documents and EHR on Wednesday Q1
Joint SOA on Wednesday Q2
Joint Meeting with CBCC Monday afternoon
Joint Meeting with ISO TC 215 WG 4 (conference call)
Probably a Joint Meeting with CCOW

9. Alpha Project and the policy aspects in SD and EHR

Adjourned Thursday, May 14, 2009, 12:30 local time
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