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Minutes

1. Introductions

2. Agenda approval

3. Co-chair election: Mike Davis and Glen Marshall were re-elected as co-chairs.

4. Reports from other security-relevant organizations activities: 

· ASTM
· E2595-07 – Privilege Management Infrastructure has passed 
· PDF-H security issues are apparently resolved.  This is a non-normative guidance document.
· ISO/TC 215 WG4
· ISO/TS 21298 – Functional and Structural Roles is resolved and now in editorial revisions.  Expected to become a full IS in ~3 years.  Harmonization with HL7 and ANSI-INCITS work is needed, and a leader for this effort needs to be identified – Bernd has a bridge role.
· RE: Harmonization work among ISO, CEN, HL7, and other bodies with objective of one single standard for each purpose in healthcare IT – For the HL7 Security TC, we must necessarily work closely with, or have keen awareness of, parallel work in other SDOs.  This is our current practice.
· ISO/DTS 21457 – Health Informatics Archiving of Electronic Health Records work is now in progress.  This includes resolution of security aspects for long-term archival storage. 
· ISO/DTS 22600-3 – Privilege Management and Access Control (PMAC) – on hold due to other work. 
· ISO/DTS 25237 – Pseudonymization – comments being resolved.  We may need to help Structured Documents, EHR, and RCRIM in uptake of this work.  There is also a EU patent that may apply to this.
· ISO/DTS 27789 Audit Trails for Electronic Health Records - Is now just a re-formatting for IETF RFC 3881.  Some optionalities in RFC 3881 are being revisited.  This will lead to harmonization issues with DICOM supplement 95 and with IHE’s ATNA profile.  HL7 guidance is also needed.  (Marshall volunteers to do this.)
· ISO/DTS 29321 -  Application of clinical risk management to the manufacture of software​ – needs to be merged/harmonized with ISO 14971.  No HL7 action needed at this time.
· ISO/DTR 29322 – Guidance of management of risk for the use of health software – Overlaps with IS 80001.  Open issue.  No HL7 action needed at this time.
· NWIP 13606-4 – Security – HL7 action required is harmonization with the EHR TC security specifications; should be done pro-actively rather than after the fact.  Blobel owns this issue.
· European Update

· CEN/TC 251

· EN 13608 – Security for Communication in Healthcare – Decision is to redact it from EU standards.  
· TRs for patient safety and patient identificationL7  - no immediate need for HL7 action, but we need to watch for progress.
· CEHR 2007 Conference
· Conference dealt with e-health.  Various legal & ethical issues discussed.  Conclusions seek additional services to connect security & privacy with distributed health services.  This requires policy actions and contract templates for establishing trust relationships.  

· Chief ethical expert from WHO participated discussion: Security & privacy & ethical challenges cannot be met with regulatory actions; must be driven by personal responsibility of healthcare providers and patients.

· HL7 follow-up: Administrative messages for communication and binding of policies.  This is at least a vocabulary exercise (for use with OASIS standards), and maybe a new family for messages for the RIM. 
· DICOM WG 14
· Has not convened recently; no news.
· NEMA/MITA + COCIR + JIRA SPC
· No new HL7-relevant items
· IHE
· BPPC is now under IT Infrastructure domain.  HL7 privacy vocabulary is ues with it.
· XUA profile is now in trial implementation.
· Series of white papers are now being published.  Informative to HL7 CDA implementations, but no HL7 action required at this time.  We should watch this for emerging work item requirements.
· HITSP Security & Privacy TC

· Security constructs passed in October.  Even though this is US domain work, the constructs are based on international standards and IHE profiles.
· Will take-on additional constructs based on HITSP use cases

· Adding “Infrastructure” to its charter

· Identity & Consents Management WG

· Interviewing industry experts with intent of recommending a new construct for HISTP adoption in the January 23-25 committee meeting.
· Additional workgroups for Authorization and Privacy Consents will be formed shortly.
· OASIS
· Anticipated that work to provide healthcare vocabulary for authorization will be done in coordination with HITSP work to fill identified gaps in standards.  A similar effort is required for privacy consents.  This includes use of HL7 permission vocabulary.

· Joint call on January 16 with OASIS secretariat and HL7 Security TC members to discuss.  The purpose is to establish a structure to coordinate work among SDOs (HITSP, HL7, etc.). 
· ANSI-INCITS

· Developing an implementation guide for implementing their RBAC standard. 
· Certification

· CCHIT – Security requirements are being used for certification.  No current HL7 action items.  Recommended that we coordinate with EHR TC security functional specification, as it is more directly referenced by CCHIT.
· EuroRec – Bernd Blobel provided and update (to be posted in Security TC files)
· Japanese efforts
· Healthcare PKI certification system using smart cards for authentication of certain documents.
· German health telematics platform – Bernd Blobel provided and update (to be posted in Security TC files)
5. Consents ballot issue from Community Based Health: Status
· Shared secrets part of a consent.  With Manual Metz’s help, Mike Davis determined that what was proposed is not the same as open sharing of access credentials, such as a password.  Instead, it is a pre-negotiated one-time access permission.  There is no significant security issue with what was proposed.     

6. RBAC Ballot reconciliation: Status (Davis)
· Motion: Untable motion from September meeting to affirm the final resolution of the RBAC ballot.  [Davis/Blobel] Passed 10-0-0

· Discussion of motion:
· As part of ballot resolution we proposed including financial permissions and privacy consents in the vocabulary as a new work item.   This resulted in the negatives from Fox Systems being withdrawn.

· As part of the new work item, additions from Bernd Blobel will also be provided.
· Glen Marshall will discuss with Vocabulary co-chairs to determine the process to go forward: publication, maintenance, etc.

· Vote: Accept the resolution of the RBAC ballot.  Passed 10-0-0

7. Constraints: Project Status (Davis/Gonzales-Webb)
· Motion was passed in the September 2007 to initiate a project for constraints, including coordination with the ISO PMAC policy standard.  Also, focus on closing the HITSP-identified (and others’) gap for standards to communicate privacy policies.
· Motion: Combine constraints with joint project work for Privacy and consents with CBCC. [Blobel/Moehrke] Passed 10-0-0.  Assigned to  Gonzales-Webb.   

8. Security "cookbook" for HL7: Project Status (Anderson/Gonzales-Webb)
· This was approved as project in September, 2007.

· Project plan is drafted for approval per HL7 process.  Click Here  
· Motion: Approve this proposal and create formal project plan, assigned to Dan Anderson and Suzanne Gonzales-Webb (Davis/Moehrke)
· Discussion: 

· Include pilot test of risk analysis methodology on people who are not familiar with Security.

· Include means to monitor/gauge conformance with the risk analysis process.

· Include intent to make risk analysis a part of the HL7 standards development processes, but HDF content would be a high-level summary and reference to the detailed risk analysis process document.

· Include frequency of education in plan.

· Davis accepts above as friendly amendment.

· Vote: Passed 11-0-0

9. Identity Management terminology (carried forward from May 2007; deferred in September) (Davis)
· Click Here Use of this document is informal, i.e., no Security Technical Committee action proposed at this time.  It could lead to a healthcare interoperability vocabulary white paper, but we must maintain international and HL7 scope.  
10. Coordination with other HL7 committees

· EHR TC: Security-relevant open items in EHR-S and CDA R2 (Blobel/Marshall/Davis)
· No joint meeting with EHR TC was held at this working group meeting

· A harmonization of EHR-S with RBAC permissions is desired.  

· Click Here to see the analysis of gaps

· We will review EHR-S and PHR and PHR Interoperability for security-relevant items.  This will be initiated via e-mail.

· Harmonization with ISO/CEN 13606 will somehow be part of this.

· EHR and PHR are possible test cases for the work on Risk Analysis.

· EHR - security concepts/semantics, e.g., "auditing" is an overloaded term.  How should we address?
· This seems to have been addressed correctly by EHR.  Topic closed. 
· CCOW

· Ballot for CCOW protection package

· CCOW protection package ballot was successful; all comments reconciled with non-substantive changes.  (Click Here for ballot reconciliation documents.) Now ready for normative acceptance via HL7 Steering Division.  We will do similarly with our steering division, as this was a joint-TC ballot.  
· CCOW Support of SAML Assertions
· Project plan approved by CCOW TC.
· Click Here for project plan presentation, and Click Here for project scope statement
· CCOW is primary sponsor; Security TC will participate jointly.
· Motion: Accept this joint work (Davis/Hobbs) passed 11-0-0
· Community Based Collaborative Care (CBCC) SIG 
· Report from January 14 ASPE meeting
· The proceeding will be published by ASPE

· Consensus is unfavorable to DRM as a privacy-protection technology

· SOA/ HSSP - Security & Privacy services, Resource Access Decision services, De-identification services (Jorgenson)
· Don Jorgenson and Gila Pyke will be co-authoring this work for HSSP.

· Drafts not available yet.  Will be distributed via listserve.

· Glen Marshall will request a joint meeting at next WGM, SOA to host.
· It was noted that we need to constrain the scope/phasing as part of Security TC participation.  It is premature to do this now.  Prioritization in SOA SIG has been discussed, but not scope. 
· Structured Documents
· Confidentiality codes in general, not just CDA – do we need a project for this?
· Includes correcting HITSP-reported problems with confidentiality codes, as now defined in CDA R2.

· Motion: To combine issues with Confidentiality Codes as part of the joint project work for Privacy and consents with CBCC  [Blobel/Moehrke]
· Motion to table [Davis/Moehrke] passed 11-0-0 
· Security aspects of CDA with embedded non-text content, e.g., PDFs – do we need a project for this?
· No need expressed.  Topic dropped.
· Need to formalize digital signature advice for CDA – do we need a project for this?
· Glen Marshall will develop project proposal, e.g., white paper, for next WGM.

· Hideyuki Miyohara will provide Japanese specification

· Bernd Blobel will provide German specification 

· Need to formalize digital signature advice for RCRIM (21CFR11 + EU)

· Glen Marshall will develop project proposal, e.g., white paper, for next WGM, as part of Structured document item, above.

11. Joint Discussion with CBCC
· Click Here for Project Plan, and Click Here for Project Scope Statement 
· Motion: Approve project plan for approval per HL7 process. [Davis/Connor] passed 13-0-0
12. Simplified process for ISO 15408 EAL3/4 certification in healthcare (possible new project)
· Discussed possible project proposal to create a simplified protection package for security evaluation.

· Protection package elements can be part of the Security Cookbook project, approved earlier.
· No further action or discussion required at this time.

Meeting adjourned at 16:00, January 17
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