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Minutes

1. Introductions

2. Agenda approval  
3. Reports from other security-relevant organizations activities: 

· ASTM
· Enumeration of E1986 roles.  ASTM will do a special ballot to approve a minor edit so an OID can be assigned.
· ISO/TC 215 WG4/CEN
· ISO/TS 25237 Pseudonymization – passed ballot; is prepared for publication.  
· Algorithms for generation of pseudonyms are not defined.

· No HL7 action needed.

· ISO/TS 21091 – Directory Services for Security, Communication, and Identification of Professionals and Patients.  Is now expected to become a full IS. No HL7 action needed.
· ISO/DTS 27789 – Audit trials for electronic health records.  Currently balloted, with reconciliation planned for ISO meeting in Istanbul.

· Follow-up actions for HL7, once balloted, include relation to RIM data and PASS

· ISO/TS 21298 – Functional and Structural roles, has passed ballot is is ready for publication.  This defines the process, not an enumeration. No HL7 action needed.
· ISO/TR 11633 - Technical report from Japan – remote maintenance. No HL7 action needed.
· ISO/TR 11636 – Dynamic on-demand virtual private network for health information infrastructure. No HL7 action needed.
· ISO/DTS 22600-3 – PMAC, part 3, currently under ballot, with reconciliation planned for ISO meeting in Istanbul.  Joint work of Bernd and Mike. No HL7 action needed. 
· ISO/DTS 29321 – Application of Clinical Risk Management for Manufacture of Health Software.  Strong objections from national committees make passage of this unlikely in its current form.  Overlap with ISO/IS 14971 is confusing.  No HL7 action needed.
· ISO/DTR 29322 – Guidance on the Management of Risk to Ensure the Patient Safety of Health Software Systems in Deployment and Use. Strong objections from national committees make passage of this unlikely in its current form. No HL7 action needed.
· ISO/DTS 21547 – Archiving of Electronic Health records. Currently under ballot, with reconciliation planned for ISO meeting in Istanbul. No HL7 action needed.
· NWIP – Use of smart cards for identification of health professionals. No HL7 action needed.   
· ISO/DTS 13606-4 – EHR Communication part 4, Security.  Currently under ballot, with reconciliation planned for ISO meeting in Istanbul.  Is explicitly planned, in the document, to be superseded by ISO 22600.  

· HL7 action needed to deal with usage of this standard with EHR privacy protections.  Possible new project for Security, possibly jointly with CBCC.
· ISO/DTR 27809 – Measures for ensuring patient safety of health software.  No action in ISO since author cannot attend.  No HL7 action needed.

· DICOM WG 14
· Unfrozen Suppl. 95 (Auditing) since IETF has completed the normative transport protocol work.  Should be completed by December.  There is a possible conflict with ISO/DTS 22789 to be resolved within ISO and DICOM, with IHE input.  No HL7 Security workgroup action needed, but this is related to SOA PASS project.  
· NEMA/MITA + COCIR + JIRA SPC

· Refresh on Remote Services white paper.  Hopefully this does not conflict with ISO 11633 and 11636.  
· Comments on DEA e-prescribing NPRM, one of many commenters.  No HL7 Security workgroup action required, but Pharmacy could have some action.  Glen Marshall will check with the HL7 Pharmacy WG on this.
· IHE
· Final text for 

· XUA - Cross-enterprise User-identity Assertion. No HL7 action needed.
· BPPC – Basic Patient Privacy Consents. No HL7 action needed.

· Updates to drafts

· DSG – Document Digital Signature. No HL7 Security WG action needed, but this is relevant to Structured Documents. Glen Marshall will follow-up.
· White paper on security & privacy for healthcare information exchanges  
· HITSP Security & Privacy TC

· The existing HITSP constructs (T15, T16, T17, TP20, TP30) are reusable, so this core is seen as valuable.  No HL7 Security WG action needed, but this is relevant to EHR WG and other committees.   Security WG members will generally monitor other HL7 WGs for interest. 
· OASIS
· RSA 2008 Patient Privacy & Security 
See http://204.115.177.200/trac/ehtac/wiki
See http://204.115.177.200/trac/ehtac/wiki/RSA2008_Interop(event)
· There will be an OASIS demo at the 2009 HIMSS Interoperability Showcase.  Since HL7 content is in the XACML content, we will seek to have a press release from HL7.  Mike Davis will follow-up.
· Cross-Enterprise Security & Privacy Authorization (XSPA) Profile of SAML for Healthcare – Public comments will be solicited.  HL7 Security WG members will be asked to comment. 
· ANSI/INCITS

· In final stages of their informative process document on how to implement RBAC (ANSI/INCISTS 359-2004).  Publication expected shortly.  
· Certification

· CCHIT – 

· Security testing criteria are in-place.  

· CCHIT is now piloting certification of healthcare networks, including security.

· We will continue to monitor for possible HL7 Security WG action.    
· EU
· There is close collaboration between CCHIT and EU Commission.
· We will continue to monitor for possible HL7 Security WG action and HL7 national organizations’ action.   
· Japan 
· Hide discussed the Japanese HL7 CDA Digital Signature and Encryption rule.  

· Europe
· Bernd discussed EU Commission activity for patients’ rights in cross-border healthcare, including privacy.    
4. Project Status.  
· Security "cookbook" for HL7
· Ready for distribution outside Security WG.  Motion to approve. [Davis/Blobel]   Approved 10-0-0.
· Next step: Co-chairs take this to Steering Division to ensure publication process is correct and to seek from the Steering Division domain experts a suggested pilot project to validate the cookbook.  

· RBAC 
· HL7 role engineering update

· Project statement submitted & approved by SD.  

· Updating codesets as part of prior ballot resolution.
· Will align with existing vocabularies, e.g., SNOMED, for harmonization. 

· Adding new vocabulary for constraints. 
· Update permissions catalog with dynamic constraints.  
· Provide guidelines on SoD, Role Cardinality. 

· Provide guidelines for relevant physical access controls 
· State assumptions for environmental controls.

· Setting goal for ballotable product by May 2009, coordinated with CBCC ballot.

· Presented framework for various vocabularies to CBCC
· Homebase for project is established.

· We will establish joint call schedule with CBCC for the project.

· We will establish Wiki for project.

· Volunteers solicited.
· We need an OID arc for existing catalog (Glen to get this)  
5. SWOT – to provide input for Roadmap 
· Strengths

· Subject matter expertise in HL7 Security WG

· Publication of Security Cookbook white paper.


· Weaknesses

· Availability of resources & time to perform work

· Opportunities

· Update to Role Vocabulary, including constraints.

· Plan to is go to ballot for May 2009 resolution.
· Privacy Access and Security Services (PASS)
· Plan is to join the ongoing PASS call schedule (Thursday 4-5pm Eastern) and determine what/when to advance to ballot under Security WG.
· Owned by Gila Pyke  

· HL7 Pseudonymization and Anonymization rules
· Would focus on CDA, e.g., for HITSP use
· Can we do this for RIM data types & specific elements?
· Need harmonization with balloted ISO/TC 215 standards
· May be informed by existing practices, e.g., what is available from US VA and DoD
· May define a pattern/model to follow.
· No ownership established yet. 
· Formal harmonization pathway with ISO/TC 215 WG4 

· No ownership established yet. 

· Risk Management:  

· Is currently approved (Sept., 2009) to be reported-out to SD
· RBAC Tutorial:  Understanding Security and Privacy authorizations and the use of HL7’s standards.
· On hold, pending forthcoming ballot and available resources.  
· Our goal is to provide education by September 2009

· Owned by Mike Davis

· HL7 Ambassador:  Develop Security TC Topics for this HL7 Program.  Jill Kaufman (International Activities).  Looking for marketing activities with outside world.  Marketing HL7.  Education and reach-out.  Persons acting in other regions.  Looking for persons in their environment.  Looking for HL7 inclusion in educational database.
· Are we going to submit something about this in our plan of action?  Yes, to the extent that we have volunteers.  

· Jill Kauffman appointed Bernd Blobel for v3, Security, and EHR in the academic environment.

· We could solicit additional people who are interested and available to be educators for HL7
· Note: This activity is volunteer-time, not paid.
· Tutorials for RBAC vocabularies may be included in the program, when they are developed.
· DRM:  

· We prefer this technical activity be under aegis of Security WG.  

· We recognize policy definition is not in scope.

· We will express concerns about activities external and uninformed by Security to the SD.
· We will ask Kathleen Connor to participate in Security WG for this.   
· Digital Signatures
· Verbal and written advice has been given, by invitation from Structured Documents and OO, to use the W3 XML digital signature standard without alteration.  This advice has not been followed. 
· Follow-up tbd by Glen Marshall

· Break Glass/Emergency Access:  Information and guidelines
· HL7 White paper with references to existing external sources.   Owned by Mike and John.   
· OASIS – HL7 Harmonization :  Delegation and Obligations.  Harmonization of OASIS Profiles (SAML, XACML, WS-Trust) with Hl7 and international concerns.  
· David Staggs owns this
· Use ISO/TS 22600 (PMAC) for EHR privacy protections.  

· Possible new project for Security, possibly jointly with CBCC.

· Bernd Blobel owns this 

· PCI Payment Card Industry
· Investigate external standard(s) for possible use in HL7
· Dan Anderson owns this

· E-discovery:  Courts allow people to go into a record and discover things about data.  Security and privacy impacts.  How do Healthcare organizations deal with a breach and reporting after a disclosure event?
· Current Security audit trail (de facto standard) are adequate to capture incidents of electronic disclosure.

· There is no standard for reporting electronic or manual records of disclosure.

· This is largely policy-driven at national, local, and organization levels.

· Unclear if any action is appropriate for Security WG.  Use cases needed for analysis.

· Security WG WIKIs – Communications mechanism

· Capture capabilities and things that are up to date.  For example, guidelines on integrating security and privacy in SOA.
· Glen Marshall owns this, working with Electronic Services WG.  This includes ensuring appropriate intellectual property provenance for HL7.
· HL7 security architectural model- provide generic framework for future activities, classify work products of HL7, resolve conflicts.  Harmonization of HL7/OASIS/ISO towards policy driven approach.
· Bernd Blobel owns this, as the WG modeling facilitator.

· HL7 Specific Security Messages.  
· Does security TC develop messages?  V3 messages for establishing trust and federating vocabulary.  
· Need examples of how RBAC can be used.  
· Can leverage OASIS, not generate HL7-specific normative work.
· This is a subset of the HL7 Security Architectural Model.  

· David Staggs, John Moehrke, and Glen Marshall own this. 
· Chronic disease Mgt:  
· Requires specific privacy.  
· When can you consolidate information?  
· Implications on data mining?  
· Any different requirements that stem from this?
· This is a policy matter, without stated use cases or workflows.  

· No ownership defined, pending use cases.
· Patient Safety-Security Profiles.  Profiles focused on patient safety issues.  IHE security cookbook tried to cover all aspects of risk.  Patient safety.
· This is covered by the HL7 Patient Safety WG and existing ISO standards.

· No HL7 Security WG required, except as an educational and cross-group coordination matter.

· Genomic Security:  
· This is covered by HL7 Genomic WG
· Dan Anderson did a quick presentation to the Genomic WG to introduce Security topics. 
See http://www.hl7.org/library/committees/secure/HL7%20Clinical%20Genomics%20Presentation%2C%20Dan%20Anderson%2C%20Sept%202008   
· Alan Hobbes owns this topic-area.

· No HL7 Security WG action required, except as an educational and cross-group coordination matter.

· Simplified process for ISO 15408 EAL3/4 certification:  
· Certification in healthcare Work with CCHIT to create a simplified but structured protection package for security evaluation.  
· Protection package elements can be part of a follow-up Security Cookbook project.
· No ownership established.

· Cross-SD coordination.

· We need to promote improvements in coordination. 

· Owned by co-chairs, via attending SD meetings
· Threats
· Security-relevant activities being initiated without being informed by  Security WG SMEs.
· Inappropriate incorporation of non-HL7 standards within HL7, e.g., digital signatures, that do not implement policies nor mitigate well-defined threats. 

· Inappropriate definition of security protections without reference to industry standards, policies, or threats.

· Lack of rules for use of Wiki, Homebase, HL7 document repositories, etc. make communication difficult and confusing.

6. Coordination with other HL7 committees

· ARB

· SAEAF – See http://www.hl7.org/library/committees/secure/Architectural%20Reference%20Model%20%E2%80%93%20a%20way%20for%20harmonizing%20standards%20and%20products
· CBCC

· Held joint meeting with CBCC (hosting) on Monday Q3-Q4; see CBCC minutes.  Mike Davis did a presentation.

· Digital Right Management (DRM) – had a presentation/discussion with CBCC & guests on Tuesday Q4

· EHR
· EHR-PHR Interoperability – met Q1 Wednesday to discuss security concerns; See EHR minutes.
· Security WG members found no gaps between the EHR functional model and the RBAC vocabulary and RBAC.  Press release from EHR planned.
· SOA

· Had discussion re: PASS project, Wednesday Q2.  See SOA minutes

· Security is working with PASS for a forthcoming ballot.

· CCOW

· Joint meeting Wednesday Q3.  Mike Davis took an action item to explain the use of SAML in a CCOW user context environment, e.g., via white paper.

· Structured Documents
· Japanese specification for CDA digital signature exists.
· German specification for CDA digital signature exists.
· Digital signature advice  (Glen to provide)  
· MnM

· Bernd Blobel is discussing harmonizing RBAC process with MnM-defined processes.
7. Next meeting (January, 2009)

· Joint meetings:

· CBCC hosting Monday Q3-4

· EHR hosting Wednesday Q1

· SOA hosting Wednesday Q2

· Hold time on schedule for Steering Division meeting Wed 3Q-4Q, re: SAEAF

8. David Staggs provided a presentation on use of CCOW in the VA.  

Adjourned Thursday, September 18, 2:30pm
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