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Minutes

Introductions

Agenda approval

Reports from other security-relevant organizations activities: ASTM, CEN/C 251, DICOM WG 14, EU Commission, HITSP, IHE, ISO/TC 215, NEMA/COCIR/JIRA SPC

· ASTM

· PMI Ballot – Committee-level ballot is finished.  ASTM-level is open.  Please vote.
· PDF/H – informative guide - still in resolution; security issues have been identified in comments – HL7 standard is CDA 2 with embedded non-text content (e.g., PDF conforming with ISO 19005 a/k/a PDF/A)

· ISO/TC 215 WG4, CEN/TC 251, EU Commission
· see Bernd’s slides
· ISO work on auditing – Discussion in ISO is in early state. Luc Posthumus took RFC 3881 and transformed to ISO format, although optionality has been changed for some items.  Harmonization with DICOM suppl. 95 is required.  

· DICOM WG 14

· WG 14 – trying to unfreeze Supplement 95 to go from trial implementation to standard.  They need to resolve the issue of transport (IETF is in ballot w/ syslog-protocol and syslog-TLS).  Need to coordinate with ISO/TC 215 WG4 work.  
· WG 23 (hosting) will be raising some security-relevant issues.  Will monitor.

· NEMA/MITA + COCIR + JIRA SPC

· Certificate management for node authentication white paper is published 
· IHE

· XUA – SAML 2.0 identity assertions inside WS, e.g., communication of identity for retrieval of XDS.b documents.  Relevant to WS-security for HL7 v3 messaging. This is a possible new project for HL7 Sec TC.  We need to coordinate with InM; Glen will check-in with InM co-chairs.  We need to coordinate with SOA; Don will check-in with SOA SIG.)        
· BPPC – works for document-based (CDA) artifacts; responsibility shifted to ITI; referenced by HITSP
· HL7 v2.6 UAC could be used PIX & PDQ and other HL7 v2 based messages if IHE updates profiles to specify use of HL7 v2.6

· HITSP

· Privacy consent encoding (later discussion for this TC) is open issue.  Otherwise, no requests for HL7.
· Note that HISTP uses IHE DSG profile, which coincides with the HL7 Security TC’s advice to Structured Documents to use the XML digital signature specification as-is.

· Access control construct references the HL7 RBAC permission vocabulary.
· Mike Davis will drive evaluation of HL7 RBAC vocabulary relative to HITSP use cases.  

· OASIS

· Passed a digital signature service specification (profile) in April.  It could be used for patient signatures w/o need for PKI, much like a notary.  Possible use for CDA digital signature.  

· OASIS is proposing a profile for XACML called XSPA (cross enterprise security & privacy authorizations).  Possibly useful for HL7 to transport HL7 message permissions.

· Certification

· CCHIT

· Has taken ERH-S specification and sort-of a Lab message

· Has ignored HL7 conformance specs

· Possible use of CCOW Protection Profiles, soon to be balloted.

· EuroRec

· Pan-EU effort to develop certification schemes for EHRs (see www.eurorec.org web site)
· Similar to CCHIT, but more comprehensive.

· Protection Profiles are not being used yet.

· Japanese efforts
· Digital signature profiles for archival signatures (ETSI specification) – possibly useful for CDA digital signature advice from this TC.  Could apply to PDF/A and PDF/H 
· Govt requirementsdiscussed; see Hide’s slides
Consents ballot issue from Community Based Health (Keith Boone)

· Use of shared secret being communicated in insecure form to delegate access authority.
· Lacks discussion of need to secure message transport (a constraint to be placed on the environment)

· Implies storage of shared secret without constraining the application/repository actor to use secured storage.

· No binding of use of shared secret to a specific transaction

· No restriction placed on lifetime of shared secret data.

· Use of other forms of identifying data, e.g., biometrics, without reference to base standards.  Interoperability issue.

· Motion [Moehrke, Horn] Joint meeting with Community Based Health to define necessary revisions.  This is a substantive change. [passed 8-0-0]  Keith Boone will communicate this today; we will officially notify, too. 

RBAC Ballot reconciliation

· See ballot resolution documents
· Rationale for non-persuasive items: The Security TC identified negative ballot items from Fox Systems (provided by Kathleen Connor) as good candidates for future work, but not in the intended scope of current ballot.  The offer to resolve these negative items as “accepted as future items” was rejected.  The Security TC then determined that it was not persuaded to add new permission use cases to the current ballot.  All of the non-persuasive  items will be candidates for future extensions to the permission vocabulary.     

· Motion [Davis,Blobel] Accept the ballot resolution document. 
· Discussion: Bernd Blobel offered to change his “abstain” vote to “affirmative with comment”.  He offered to provide resolution text for his comment within 6 weeks.

· Motion to table this motion until Bernd’s text is available. [Blobel, Davis] passed [8-0-0]    

The value of the NHIO paper and auditing: bring this topic to conclusion. 
· Dropped as carried-forward agenda item.

Security "cookbook" for HL7

· Presentation from Dan Anderson
· Suggestion: Pick a TC or SIG with security-relevant needs and introduce a risk management process.  Possibilities include EHR, Structured Documents, CCOW, Orders & Observations (or one of its SIGs). Then, based on the experiences, develop a tutorial.

· Motion [Davis, Anderson] Formalize this as a project [passed 9-0-0].  Assigned to Davis & Anderson (lead) & Pankey & Blobel & Metz

Identity Management terminology (carried forward from May 2007)
· Deferred as agenda item for January 2008.

Constraints (possible new project)

· See presentation from Mike Davis
· Motion [Davis, Moehrke] Initiate a project for constraints.  Include coordination with the ISO PMAC policy standard.  Also, focus on closing the HITSP-identified (and others’) gap for standards to communicate privacy policies.  [passed 10-0-0]  Davis to lead
Coordination with other HL7 committees

· EHR TC

· Bernd and Glen will work with EHR TC on “legal EHR”

· Resolving security-relevant open items between EHR-S and CDA R2 – Bernd & Glen will follow-up.
· Patient Care - Use cases for insertion of digital signatures in the HL7 v2 messages.

· Australian digital signature  presentation

· Presentation from Andrew Mcintyre
· Discussion: The digital signature approach presented is an Australian extension to HL7 v2, not something to put in the international standard

· Discussion: Other related issues, e.g., encryption, are already sufficiently covered by normative work from other SDOs, e.g., IETF and ISO.  No HL7-specific work is required.

· Document from Max Walker circulated to Security listserve for comment. 

· CCOW - ballot for CCOW protection profiles

· Project scope statement has been completed, committee level review of Protection Packages has been complete, ready for ballot in the January 2008 cycle.

· Community Based Healthcare - patient consents
· Negative ballot item by Keith Boone and referred to Security TC: Use of shared secret being communicated in insecure form to delegate access authority. 

· Lacks discussion of need to secure message transport (a constraint to be placed on the environment)

· Implies storage of shared secret without constraining the application/repository actor to use secured storage.

· No binding of use of shared secret to a specific transaction

· No restriction placed on lifetime of shared secret data.

· Use of other forms of identifying data, e.g., biometrics, without reference to base standards.  Interoperability issue.

· Motion [Moehrke, Horn] Joint meeting with Community Based Health to define necessary revisions.  This is a substantive change. [passed 8-0-0]   

· [agenda item deferred] SOA/ HSSP - Security & Privacy services, Resource Access Decision services, De-identification services

· [agenda item deferred] Structured Documents - correcting HITSP-reported problems with confidentiality codes, as now defined in CDA R2 
· Confidentiality codes in general, not just CDA – do we need a project for this?
· Vocabulary: how many codes/concepts

· Combinatorial grammar

· Message vs Document concepts (lifetime)

· Lifecycle management

· Organizing principles

· Etc.

· Security aspects of CDA with embedded non-text content, e.g., PDFs – do we need a project for this?

· Need to formalize digital signature advice for CDA.

· EHR - security concepts/semantics, e.g., "auditing" as an overloaded term
1. [agenda item deferred] Simplified process for ISO 15408 EAL3/4 certification in healthcare (possible new project)
2. Adjourned at 17:00, September 20, 2007
