Security Risk Assessment
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Presentation Notes
Why are we doing this?
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Presenter
Presentation Notes
This is what we want to accomplish with this tutorial…what we want you to walk away with.
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Risk is “The potential that a given threat will exploit vulnerabilities of an

asset or group of assets and thereby cause harm to the organization.”
(ISO/IEC PDTR 13335-1)

To quantify risk, experts use the
calculation of level of threat
(probability of event) to the level of
vulnerability, often stated as:

Threat x Vulnerability = Risk.

* Point A: A significant vulnerability
with little or no threat = low to
medium risk.

 Point B: A high threat with little or
no vulnerabilities tied to the threat
= Low to medium risk. LOW

« Point C: A high threat with a RISKAREA
credible vulnerability = high risk.
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In this scenario: Vulnerability
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* Vulnerability is the hole in b A e,
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the roof

 Threat Is the rain cloud

 Rain could exploit the
vulnerabllity

The risk Is that the building and equipment in the building
could be damaged as long as the vulnerability exists.
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*See Table 2, Source ISO/TS 25238
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(2)

(3)

1.  Scheduling and availability of radiation systems
2. Medication to medication conflict
3. Patient location tracking and transferrals
4.  Spelling of patient name and other identifying information
5. Coding of medication order
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Presenter
Presentation Notes
Once risks are assigned impact and likelihood values they can be compared, using a tool such as a risk map (Table 3).  In brief, the red, orange and yellow areas are where the organization must focus their mitigation efforts first.  Items in the green and blue areas still qualify as risks, but are of lower priority until all greater risks are mitigated.  Organizations must determine their own risk tolerance line (i.e., when to accept risks and when risk mitigations cannot be delayed).
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Presentation Notes
4th tactic is to ‘Avoid’  - add definition, add to cookbook document; sometimes there is too much risk associated with something and there is no effective way to mitigate the risk, so we choose to do something else and avoid the risk altogether.
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