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(2)
Concerning measures against IT faults caused by natural disasters or cyber attacks, while properly evaluating the dependence of medical care on IT, a new Section 6.9 "Emergency measures upon disasters" is added as a guide for measures against disasters and cyber attacks in medical care.  


Table of Contents

11
Introduction


42
How to Read the Guidelines


63
Target system and target information of the Guidelines


94
Responsibilities of medical institution handling electronic information


125
Mutual availability and standardization of information


125.1
Use of standard glossaries and code sets


135.2
Conformity to international standards


146
Basic Security Management of Information System


146.1
Establishment and publication of policy


156.2
Practice of Information Management System (ISMS) in medical institutions


156.2.1
Procedure for implementing ISMS


166.2.2
Understanding of handled information


176.2.3
Risk analysis


196.3
Systematic security management measures  
(system and operation management regulations)


216.4
Physical safety measures


226.5
Technical safety measures


286.6
Human safety measures


306.7
Destruction of information


316.8
Adaptation and maintenance of information system


346.9
Emergency measures upon disasters


386.10
Security management of medical and other personal 
information exchange with outsiders


507
Requirements of electronic storage


507.1
Provision of authenticity


667.2
Provision of visual readability


697.3
Provision of storage property


747.4
Subscription and affixing seal stipulated in laws by way of electronic signature


768
Standard for external storage of medical care history and medical care records


768.1
External storage on electronic media via network


778.1.1
Observance of three standards for electronic storage


818.1.2
Limitation of institution entrusted with external storage


848.1.3
Protection of personal information


878.1.4
Specification of responsibilities


908.1.5
Notes


918.2
External storage of medical information in portable media


918.2.1
Compliance with three conditions of electronic storage


948.2.2
Personal information protection


988.2.3
Clarification of responsibilities


1008.3
External storage of medical information on paper-based media


1008.3.1
Availability management


1028.3.2
Personal information protection


1058.3.3
Clarification of responsibilities


1078.4
General considerations on external storage of medical information


1078.4.1
Operational management rules


1088.4.2
Procedures on termination of a contract on external storage


1108.4.3
External storage of medical care histories without obligation of storage


1119
Electronic storage of paper-based medical care histories 
with an image scanner


1119.1
Common requirements


1159.2
Electronic storage of medical care histories with an image 
scanner each time medical care is provided


1169.3
Electronic storage of paper-based media of the past with an image scanner


1189.4
(Supplement) Electronic storage of information with an image scanner 
for operational convenience with the original paper-based media preserved


12010
Operational management




Appendix 1
Example of items of operation management in ordinary management

Appendix 2
Example of items of operation management in electronic management

Appendix 3
Example of operation maintenance in external storage

1
Introduction 
Requirements concerning electronic storage and storage location of the medical care history have been specified based on the notification in April 1999 "Storage of electronic media such as medical care history" (Health Policy Bureau notification No.517/Pharmaceutical and Food Safety Bureau notification No.587/Health Insurance Bureau notification No.82 issued as of April 22, 1999 under the name of the directors of the Health Policy Bureau/Pharmaceutical and Food Safety Bureau and Health Insurance Bureau), the notification as of March 2002 "Location of storing medical care history" (Health Policy Bureau notification No.0329003/Health Insurance Bureau notification No.0329001 issued as of March 29, 2002 under the name of the directors of the Health Policy Bureau/Health Insurance Bureau of the Ministry of Health, Labour and Welfare).  Information technology has been developing rapidly since then.  Social demands for electronic information including the e-Japan Strategy/Plan have been enhanced.  "Law concerning use of information communications in the storage of documents made by private operators" established in November 2004 (Year 2004 Law No.149.  Hereinafter referred to as the "e-Document Law") has enabled handling of documents of which preparation or storage is made obligatory by laws and regulations.  

In the "Medical information network base study meeting" set up in the Health Policy Bureau of the Ministry of Health, Labour and Welfare Health in June 2003, Institutional base for solving problems with the technical aspect and operation management of electronic medical information as well as promoting the shift to electronic medical information were examined and the final report was organized in September 2004.  

In order to support the above situations, it is determined that the existing "Guidelines for storage of medical care history and medical care records of which storage duty is stipulated in regulations" (attached to the Health Policy Bureau notification No.517/Pharmaceutical and Food Safety Bureau notification No.587/Health Insurance Bureau notification No.82 issued as of April 22, 1999 under the names of the directors of the Health Policy Bureau, Pharmaceutical and Food Safety Bureau and Health Insurance Bureau of the Ministry of Health and Welfare) and the "Guidelines for external storage of medical care history " (Health Policy Bureau notification No.0531005 issued as of May 31, 2002 under the name of the director of the Health Policy Bureau of the Ministry of Health, Labour and Welfare) are to be reviewed and the guidelines related to operation management of an information system that contributes to protection of personal information and the guidelines for appropriate support for the e-Document Law are to be comprehensively prepared.  In December 2004, the "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" were made public that included the guidelines for full implementation of the "Law on the Protection of Personal Information" in April 2005 (Year 2003 Law No.57; hereinafter referred to as the "Personal Information Protection Law").  The guidelines refer this document for handling of introduction of an information system and corresponding external storage.  

The Guidelines this time assumes as readers responsible persons in charge of electronic storage of medical care history in hospitals, clinics, pharmacies and maternity clinics (hereinafter referred to as "medical institutions") and refers to specific techniques currently available considering the ease of understanding.  Thus, the Guidelines are slated to periodically review its contents in order to avoid technical description being obsolete.  Take special care in checking that the Guidelines are of the latest version.  

The Guidelines are a counterpart of the "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" although the measures related to an information system alone does not attain protection of personal information.  Thus, when using the Guidelines, even a person in charge of an information system alone should fully understand the "Guideline for appropriate handling of personal information by medical care/nursegiving operators" and check that the measures related to protection of personal information are attained elsewhere than the information system.  

Outline of Amendment
[Version 2]
"IT New Reform Strategy" was made public in January 2006 from the Advanced Information Communications Technology Strategy Headquarters (IT Strategy Headquarters) after the first version of this Guideline was published (March 2005).  IT New Reform Strategy places more importance on utilization of medical information than the "e-Japan Strategy".  The new strategy finds advantages in coordination by way of various types of medical information and includes proposals on the method for coordination and its constituent technologies, one of which is "Establishment of a safe network base".  

Meanwhile, in the "Basic concept related to information security measures on key infrastructure" determined by the information security policy meeting in September 2005, medical care was defined as a "key infrastructure" that would have serious effects on the national life if a serious fault in the IT base triggered service degradation or shutdown and it was requested to systemize and clarify the measures taken against damage to the IT base and cyber attacks in the field of medical care.  

Based on these situations, the medical information network base study meeting has examined the topics: "(1) Definition of security requirements concerning a network suited for use by medical institutions" and "(2) Measures against IT faults caused by natural disasters or cyber attacks" and amended the Guideline. 

In "(1) Definition of security requirements concerning a network suited for use by medical institutions", requirements for a network suitable for interconnecting institutions related to medical care from various viewpoints including expected applications, threats on a network, measures against the threats, method for diffusion and its problems are defined and organized into Section 6.10 " Security management in external communications of medical information including personal information".  Further, this amendment include reference to Section 6.10 for network requirements in the description of Chapter 8 "Standards for externally storing medical care history and medical care records" and partial amendment of Chapter 10 "Operation management" as a guide to operation of the network in medical institutions. 

For "(2) Measures against IT faults caused by natural disasters or cyber attacks", while properly evaluating the dependence of medical care on IT, a new Section 6.9 "Emergency measures upon disasters" is added as a guide for measures against disasters and cyber attacks in medical care.  As a hint for practical operation of information security, the concept of the 6.2 "Practice of Information Management System (ISMS) in medical institutions" has been incorporated. Chapter 10 "Operation management" includes additional description on corresponding sections.  

Ministerial ordinances and notices generated or amended after publication of this guideline has published have substituted former ones as institutional requirements.  While the basic requirements retain unchanged, note that regulations institutionally required have been amended.

2
How to Read the Guidelines

The Guidelines have the following organization.  We expect that a responsible person in a medical institution, information system administrator, and a system introduction operator understand portions related with each other and take individual measures.  

While the Guidelines use the terms medical information and a medical information system, these terms mean information including patient information (personal identification information) and a system that handles the information with respect to medical care of patients.  

[Sections 1 – 6]

Includes a content to be referenced by all medical institutions that handle data including personal information.  
[Section 7]

Includes guidelines used when a medical care history are to be stored electronically.  

[Section 8]

Includes guidelines used when a medical care history to be stored are externally stored.  

[Section 9]

Includes guidelines used when information is to be stored in an electronic form using a scanner based on the e-Document Law.  

[Section 10]

Describes items concerning operation management regulations.  Section 10 includes the guidelines mainly pertaining to preparation of operation management regulations assumed when electronic storage or external storage is made although this section should be referenced when electronic storage or external storage is not made.  

Most of the Guidelines are intended to present measures in response to requirements such as laws, notifications from the Ministry of Health, Labour and Welfare, and other guidelines.  The relevant portions mainly describe the following items. 

A. Institutional requirements


Describes requirements that are based on laws, notifications and other guidelines. 

B. Basics


Includes explanation of requirements and basic measures. 

C. Minimal guidelines


Describes mandatory items in order to satisfy the requirements under A.  


While in some cases one of the measures is to be adopted, all measures are to be taken unless choices are specified.  In the measures under C, actual measures may depend on the scale of the medical institution.  As mentioned later, use the operation management table in the appendix and adopt appropriate specific measures.  

D. Recommended guidelines 


Describes measures that need not be taken to satisfy the requirements but should be taken for easy understanding from the viewpoint of accountability.  


Also includes description on a case where some considerations are necessary in the use of a technique not employed in a minimum system.  

Three appendix tables summarize the relationship between the technical measures and the operational measures to satisfy the security management requirements and are intended for use in preparation of operation management regulations.  While security management measures are effective only when taken in both aspects of technical measures and operational measures, technical measures often include multiple choices and the operational measures should be taken that corresponds to the employed technical measures.  The appendix tables are composed of the following items: 

1. Operation management items: Items that requires some operational measures to satisfy security management requirements.  

2. Implementation items: Sub-items of the above management item classified into the implementation level. 

3. Target: Guide for scale of a medical institution. 

4. Technical measures: Technically available measures that may be adopted for a single implementation item are listed. 

5. Operational measures: Summary of operational measures necessary in case technical measures under 4 are taken.  

6. Sentence example of operation management regulations: An example sentence assumed when operational measures are described in regulations.  

Each institution includes operational measures corresponding to the technical measures adopted for implementation items in the operation management regulations and check that the regulations are observed and operated in order to attain the implementation items.  It is possible to adopt technical measures within the range that is operational by the local institution by examining each of the operational measures before adopting technical measures.  In general, the introduction cost of an information system decreases as the operational measures are given more weight while the operational load of the user is reduced as the technical measures are given more weight.  Thus, it is extremely important to obtain a proper balance so that it is expected to use the appendix tables.  

3
Target system and target information of the Guidelines

The Guidelines are intended for a storage system as well as all information systems handling information related to medical care and persons/organizations involved in the introduction, operation, use, maintenance and disposal of such systems.  Note that the three sections partially limit target documents.

Section 7 "Requirements of electronic storage", Section 8 "Standard for external storage of medical care history and medical care records" and Section 9 "Electronic storage of paper-based medical care histories with an image scanner" assumes, as documents related to medical care in the range of the e-Document Law, documents defined in the "Ministerial ordinance related to use of information communication technology in the storage of documents made by public operators that is based on the stipulations of laws and regulations within the jurisdiction of the Ministry of Health, Labour and Welfare" (Year 2005 Ordinance of Ministry of Health, Labour and Welfare No.44). "Enforcement of laws related to use of information communication technology in the storage of documents made by public operators" (Health Policy Bureau notification No.0331009/Pharmaceutical and Food Safety Bureau notification No.0331020/Health Insurance Bureau notification No.0331005 as of March 31, 2005 issued under the names of the directors of the Health Policy Bureau and the Health Insurance Bureau of the Ministry of Health, Labour and Welfare (hereinafter referred to as the "enforcement notification") and "Partial revision of Location of storing medical care history and other records" (Health Policy Bureau notification No.0331010/Health Insurance Bureau notification No.0331006 as of March 31, 2005 issued under the names of the directors of the Health Policy Bureau and the Health Insurance Bureau of the Ministry of Health, Labour and Welfare (hereinafter referred to as the "revised external storage notification").  

1.
Documents covered by Section 7 and Section 9 
(*Prescriptions shall satisfy the requirements under the enforcement notification No.2-2-(4).)

○Enforcement notification 　No.2-2-(1)

I
Medical care histories stipulated in Article 24 of the Medical Practitioners Law (Year 1948 Law No.201)

II
Medical care histories stipulated in Article 23 of the Dental Practitioners Law (Year 1948 Law No.202) 

III
Birthing assistance records stipulated in Article 42 of the Public Health Nurses, Midwives and Nurses Law (Year 1948 Law No.203) 

IV
Inventories, balance sheets and profit-and-loss statements stipulated in Article 52 of the Medical Service Law (Year 1948 Law No.205) 

V
Instruction sheets stipulated in Article 19 of the Dental Technicians Law (Year 1955 Law No.168) 

VI
Dispensing records stipulated in Article 28 of the Pharmacists Law (Year 1960 Law No.146) 

VII
Medical care histories stipulated in Article 11 of the Law related to special exceptions in Article 17 of the Medical Practitioners Law and Article 17 of the Dental Practitioners Law related to clinical training made by foreign doctors or foreign dentists (Year 1987 Law No.29) 

VIII
Emergency medical care records stipulated in Article 46 of the Emergency Life Guards Law 
(Year 1991 Law No.36) 

IX
Registers stipulated in Article 30, Item 23, Paragraphs 1 and 2 of the enforcement rules for the Medical Service Law (Year 1948 Ordinance of the Ministry of Health and Welfare No.50) 

X
Medical care histories stipulated in Article 9 of the health insurance medical institution and health insurance medical treatment rules (Year 1957 Ordinance of the Ministry of Health and Welfare No.15) 

XI
Dispensing records stipulated in Article 28 of the health insurance pharmacy and health insurance pharmacist medical treatment rules (Year 1957 Ordinance of the Ministry of Health and Welfare No.16) 

XII
Papers stipulated in Article 12, Item 3 of the enforcement rules for the Clinical Laboratory Technicians and Health Laboratory Technicians Law (Year 1958 Ordinance of the Ministry of Health and Welfare No.24) 

XIII
Records stipulated in Article 21, Paragraph 1 of the Medical Service Law (Year 1948 Law No.205) (limited to prescriptions stipulated in Article 20, Clause 10 of the enforcement rules for the Medical Service Law among the records related to medical care stipulated in Article 21, Clause 9), records stipulated in Article 22 of the Medical Service Law (limited to prescriptions stipulated in Article 21, Item 5, Clause 2 of the enforcement rules for the Medical Service Law among the records related to medical care stipulated in Article 22, Clause 2), and records stipulated in Article 22, Item 2 of the Medical Service Law (limited to prescriptions stipulated in Article 22, Item 3, Clause 2 of the enforcement rules for the Medical Service Law among the records related to medical care stipulated in Article 22, Clause 3)*

XIV
Prescriptions stipulated in Article 27 of the Pharmacists Law (Year 1960 Law No.146)*

XV
Prescriptions stipulated in Article 6 of the health insurance pharmacy and health insurance pharmacist medical treatment rules (Year 1957 Ordinance of the Ministry of Health and Welfare No.16)*

XVI
Records stipulated in Article 21, Paragraph 1 of the Medical Service Law (Year 1948 Law No.205) (excluding prescriptions stipulated in Article 20, Clause 10 of the enforcement rules for the Medical Service Law), records stipulated in Article 20, Paragraph 1 of the Medical Service Law (excluding prescriptions stipulated in Article 21, Item 5, Clause 2 of the enforcement rules for the Medical Service Law), and records stipulated in Article 22, Paragraph 2 of the Medical Service Law (excluding prescriptions stipulated in Article 22, Item 3, Clause 2 of the enforcement rules for the Medical Service Law) 

XVII
Application records stipulated in Article 18 of the enforcement rules for the Dental Hygienists Law (Year 1989 Ordinance of the Ministry of Health and Welfare No.46) 

○Enforcement notification No.2-3

Irradiation records stipulated in article 28, Paragraph 1 of the Radiology Technicians Law 
(Year 1951 Law No.226)

2.
Target documents of Section 8 

○Revised external storage notification No.1

1
Medical care histories stipulated in Article 24 of the Medical Practitioners Law (Year 1948 Law No.201) 

2
Medical care histories stipulated in Article 23 of the Dental Practitioners Law (Year 1948 Law No.202) 

3
Birthing assistance records stipulated in Article 42 of the Public Health Nurses, Midwives and Nurses Law (Year 1948 Law No.203) 

4
Inventories, balance sheets and profit-and-loss statements stipulated in Article 52 of the Medical Service Law (Year 1948 Law No.205) 

5
Records related to medical care stipulated in Article 21, Article 22 and Article 22, Item 2 of the Medical Service Law (Year 1948 Law No.205) and records related to management and operation of hospitals stipulated in Article 22 and Article 22, Item 2 of the Medical Service Law 

6
Instruction sheets stipulated in Article 19 of the Dental Technicians Law(Year 1955 Law No.168) 

7
Medical care histories stipulated in Article 11 of the Law related to special exceptions in Article 17 of the Medical Practitioners Law and Article 17 of the Dental Practitioners Law related to clinical training made by foreign doctors or foreign dentists (Year 1987 Law No.29) 

8
Emergency medical care records stipulated in Article 46 of the Emergency Life Guards Law (Year 1991 Law No.36)

9
Registers stipulated in Article 30, Item 23, Paragraphs 1 and 2 of the enforcement rules for the Medical Service Law (Year 1948 Ordinance of the Ministry of Health and Welfare No.50) 

10
Medical care histories stipulated in Article 9 of the health insurance medical institution health insurance medical treatment rules (Year 1957 Ordinance of the Ministry of Health and Welfare No.15)

11
Papers stipulated in Article 12, Item 3 of the enforcement rules for the Clinical Laboratory Technicians and Health Laboratory Technicians Law(Year 1958 Ordinance of the Ministry of Health and Welfare No.24)

12
Application records stipulated in Article 18 of the enforcement rules for the Dental Hygienists Law (Year 1989 Ordinance of the Ministry of Health and Welfare No.46) 

13
Irradiation records stipulated in article 28 of the Radiology Technicians Law (Year 1951 Law No.226) 

4
Responsibilities of medical institution handling electronic information 

All actions related to medical care as well as handling of information is requested to be done under the responsibilities of a medical institution by the Medical Service Law.  Irrespective of media, handling of information must be made under the self responsibilities of a medical institution considering the "Admissibility of evidence and the probative value" attached as Reference 1 at the end of this section and Reference 2 "Technical measures and operational measures".  

Self responsibility related to electronic storage or external storage of a medical care history is not an additional requirement for electronic information storage.  Rather, the responsibility is equivalent to that of a person responsible in a medical institution or self responsibility requested by the Medical Service Law related to the storage of records on paper or films in a hospital.  

Movement of paper media or films is easily understood by general people and special consideration have not been requested.  Electronic information is hard to understand for general people.  It is specified for the purpose of alerting a person responsible for management that storage of information in electronic form is made under the self responsibilities of each medical institution because the range and method of storage of information in electronic form including external storage should be determined by the medical institution considering its merits and demerits while selecting the features and operation plan of a system to be introduced in order to assure conformity to requested standards, without any compulsory drives.  

The select responsibility is thought as fulfilling the "accountability", "management responsibility" and "result responsibility".  The accountability is a responsibility to explain to a third party that the features or operation plan of a system conforms to standards for electronic storage and external storage.  Management responsibility is a responsibility related to operation management of the system that falls on a medical institution.  The result responsibility is a responsibility for problems or losses caused by the system.  

Among these, the accountability and the management responsibility require special considerations.  To fulfill the accountability, it is necessary to clearly document the specifications and operation plan of a system.  It is also necessary to periodically audit whether the specifications and the plan are functioning in accordance with the initial policy and documents the results without ambiguity, and in case any problem has occurred as the result of the audit process, support the situation earnestly as well document the support for a third party to examine.  The management responsibility is not fulfilled if system management related to electronic storage or external storage is delegated to a supplier.  At least it is necessary to periodically receive reports on management and specify where the final responsibility for management rests by way of supervision.  

[Reference 1] Admissibility of evidence/probative value

The admissibility of evidence and the probative value in a lawsuit are described as follows in the "Report of study group for review of advanced information communication society promotion headquarters June 1996"):  

(1)
Criminal proceedings 
The existence of electronic data is verified based on non-oral evidence and the hearsay rule in the criminal proceedings is not applied so that the admissibility of evidence is acknowledged if the relationship with a factum probandum is verified.  In a general case, a printout form is submitted as evidence so that verification that the content of electronic data is correctly outputted is required.  
The authenticity of electronic data is verified based on oral evidence similar to documents.  In order for the admissibility of evidence to be acknowledged, the relationship with a factum probandum must be verified and the requirements for an exception to the hearsay rule in the criminal proceedings must be satisfied.  In this case, a document prepared in the ordinary process of trade books leaves little room and is generally expected to be described correctly for commission since it is prepared regularly, mechanically and continuously in the pursuit of applications, so that the admissibility of evidence is acknowledged.  If the other documents are acknowledged to have been prepared under specific situations as trustworthy as the trade books, the admissibility of evidence is acknowledged.  
The probative value is left to free decision of a judge although the decision depends on the evaluation of correctness of electronic data.  
From the above, to provide the admissibility of evidence and the probative value of electronic data, it is necessary to provide the correctness of data input and output and enhance the reliability of electronic data by reducing the possibility of modification to data as well as specify the corresponding responsibility.  
For this purpose, it is necessary to assure the authenticity, the visual readability and the storage property of electronic data in accordance with the content and characteristic of a document.  
For electronic storage of vouchers prepared or received in paper form, information such as the quality of paper and handwriting recorded on paper is not included in electronic data, which is problematic in terms of crime investigations and proof.  This must be given full considerations in approving storage of electronic data.  
(2)
Civil proceedings 
In civil proceedings, there is no limit to the admissibility of evidence and the probative value is left to free decision of a judge.    
In case a document stored in electronic form is used as evidence, the probative value is determined based on the correctness of data input and output and possibility of data modifications.  What is required is to enhance the reliability of electronic data and specify the corresponding responsibility.  With this regard, it is necessary to assure the authenticity, the visual readability and the storage property of electronic data in accordance with the content and characteristic of a document.  
How far the electronic data of a document is permitted is related to which side of a public party or a private party bears the responsibility to prove a matter from the data.  This must be considered as well. 

Additionally, it is necessary to note the laws and regulations in the field of medical care.  

For example, a document prepared by a doctor has a storage term of two to five years as stipulated in the laws and regulations such as the Medical Practitioners Law, the Dental Practitioners Law, the Pharmacists Law, and the Medical Service Law.  While some of the financial documents have a storage term, there is a substantial difference from the financial documents, an example of which is Article 33, Item 2 of the Medical Practitioners Law.  

This article specifies that, in case a doctor performed medical care without preparing a medical care history or storing the same for five years, he/she will be charged a penalty of up to 500 thousand yen.  That is, the action of a doctor not preparing or storing a medical care history is subjected to criminal punishment.  Such a severe regulation is specific to the medical care field that handles health information.  

When the admissibility of evidence or probative value is contended in a trial, such laws and regulations specific to the medical care field must be examined as well as the description in the "Report of study group for review of advanced information communication society promotion headquarters June 1996".  

[Reference 2] Technical measures and operational measures 

To assure the security of an information system, a comprehensive combination of a "technical support" and an "organizational support (operation-based measures)" is required.  

The technical support is required mainly of a system provider (vendor) under the overall decision by the medical institution while the organizational support (operation-based measures) is implemented under the responsibility of the user (medical institution).  

The overall decision is conformity to standards that is based on risk analysis and through device specifications or system requirements including cost-efficiency and operation management regulations.  This choice depends on a threat to security and a technical change to the measures as well as a change in the social environment including a change in the organization of the medical institution, so that its move must be considered.  

Operation management regulations may be created comprehensively by a medical institution or created per department or device such as electronic storage of medical images.  As a guideline to determine whether standards are satisfied, a "standard conformity check list" must be prepared and the regulations must be arranged accordingly.  Such a check list may be used for explanation to a third party.  

5
Mutual availability and standardization of information 

Most part of the Guidelines assumes various levels of storage of information related to medical care in electronic form.  The initial purpose of introducing an information processing system into a medical institution was streamlining of clerical work.  Currently, as specified in "Grand design for computerization of health and medical care fields" prepared in 2001, promotion of information sharing and enhancement of medical security and medical care quality are another goal.  

To attain the purposes, appropriate standardization of information is necessary.  The Guidelines aims to provide security management and operation of an information system related to medical care.  A key element of the security of information is availability of the information system whenever it is needed.  

Availability must be offers at an arbitrary point in time when information must be acquired.  For example, when medical information is retained for a prolonged period in a medical institution, it is necessary to maintain the compatibility of information between a new and an old system at the time of update and to be able to reliably read the medical information stored in the old system, that is, "mutual availability of medical information between a new system and an old system".  Provision of the  "mutual availability of medical information between a new system and an old system" is a mandatory requirement of a medical information system from the viewpoint of the principle of the visual readability and the storage property of electronic storage.

To store meaningful information of medical care in a readable form for a prolonged period, a standard glossary and a code set of which support will be provided should be used to store information.  

5.1
Use of standard glossaries and code sets 

Of the glossaries and code sets made public, it is strongly recommended to use a de-facto standard glossary/code set in each field in Japan in the storage of information.  Even in case such a glossary/code set is not used, conversion to the glossary/code set must be readily available.  Examples of standard glossaries and code sets are listed below.  The Health Information and Communication Standards Board : HELICS board) is registering draft standard glossaries and code sets in Japan, which should be referenced as required.  

Disease name: ICD10 compatible electronic chart standard disease name master 

Drug name: Standard drug master 

Clinical examination: JAHIS clinical examination data exchange conventions 

5.2
Conformity to international standards 

Standards such as DICOM (Digital Imaging and Communications in Medicine) and HL7 (Health Level Seven) as well as IHE (Integrating the Healthcare Enterprise) that specifies the standard operation methods for these standards have been advocated as international standards or specifications, part of which are already used in Japan. 

It is strongly recommended that, of these international standards or specifications, those conforming to the medical care in Japan be adopted from the viewpoint of mutual availability of information, or at least corresponding medical information be readily converted to an information form compatible with these standards or specifications.  

The problem of external characters is another concern.  The external character is a character except a character set that is easily shifted such as JIS character codes.  The external character is uniquely defined outside the range of a character set such as JIS character codes available on computers.  In a system using external characters, it is necessary to maintain a list of external characters and notification of such external characters should match that in another system or a system has been changed.  From the viewpoint of standardization, a character set that does not require use of external characters is an ideal solution.

6
Basic Security Management of Information System
Security management of an information system is requested as regal responsibilities by the confidentiality obligation of medical specialists as stipulated in the crime law as well as the articles related to security management and provision stipulated in the personal information protection laws (Act on the Protection of Personal Information, Act on the Protection of Personal Information Held by Administrative Organs (Law No. 58, 2003) and Act on the Protection of Personal Information Held by Incorporated Administrative Agencies, Etc (Law No. 59, 2003).  The confidentiality obligation and the security management and provision are responsibilities that fall on a person who is a medical specialist or a staff member of an administrative organization and on the head of personal information handling operators or each administrative organization, respectively.  Failure to observe security management means breach of the above laws.  What counts most in medical care is relationship with a patient.  It is required of medical staff to indicate that an illegal event is absent as well as to be able to explain that full security management is ensured, that is, to fulfill accountability.  Institutional requirements in this section are articles in Act on the Protection of Personal Information as an example.
	A. Institutional requirements

	(Security management measures)
Article 12 Personal information handling operators must take necessary and appropriate measures for Security management of personal data it handles such as prevention of loss or damage to the same.
(Supervision of workers)
Article 21 Personal information handling operators must make necessary and appropriate supervision on a worker that handles personal data in order to ensure security management of the personal data.
(Supervision of a subcontractor)
Article 22 Personal information handling operators must make necessary and appropriate supervision on a subcontractor that is subcontracted the whole or part of handling of personal data in order to ensure security management of the subcontracted personal data.


6.1
Establishment and publication of policy
While also in "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" it is requested to determine and disclose a policy, security management of an information system is part of the personal information protection measures.  Thus it is necessary to refer to security management of the information system in the above policy.  

There must be included at least the range of information handled by an information system, method and term of handling and storage, adhesion to user identification and prevention of unwanted/illegal access, and information on a person in charge for security management and a contact for complains or questions.
6.2
Practice of Information Management System (ISMS) in medical institutions

6.2.1
Procedure for implementing ISMS
ISMS is implemented using a PDCA model.  JIS Q27001:2006 defines the PDCA steps as follows:

Outline of PDCA model applied to ISMS process
	Plan
(Establishment of ISMS)
	Establishment of ISMS basic policy, purpose, processes and procedures related to risk management and improvement of information security in order to attain results satisfying the general policy and purpose of the organization

	Do
(Introduction and operation of ISMS)
	Introduction and operation of ISMS basic policy, management measures, processes and procedures

	Check
(Supervision and review of ISMS)
	Report to the management used to review the assessment of process performance (measurement if applicable), and its result with respect to ISMS basic policy, purpose and actual experience

	Act
(Maintenance and improvement of ISMS)
	Corrective measures and preventive measures that are based on the result of internal audit and management review of ISMS or other related information in order to attain continued improvement of ISMS


In step P, basic documents for ISMS such as a basic policy and operation management regulations as well as documented ISMS implementation procedure are established.

In step D, ISMS is implemented using documents and procedures prepared in step P.

In step C, supervision and review are made to see if ISMS is properly operated.

In step A, corrective measures or preventive measures are examined in case improvements are required and thus ISMS is maintained.

In order to understand the above steps more practically, "ISMS User's Guide for medical institutions" issued from JIPDEC (Japan Information Processing Development Cooperation) describes the following example on how security management steps in medical care are followed.

[Flow of security management of medical care]

	Detection and report of incidents and errors

Detection and report of incidents and errors by way of "near accident cases" and "incident report"


↓
	Cause analysis

· Medical care is understood as a process through "process approach".  A whole application where an incident or an error has occurred is dissembled into unit processes (operations) and is visually presented in a flow diagram.
(For example, an injection is dissembled into steps:
(1) A doctor issues a prescription; 
(2) The prescription is transmitted to a drug department; 
(3) The subscription is transmitted from the drug department to a ward; 
(4) A nurse make right preparations in the ward; and 
(5) Perform an injection.
· The flowchart prepared is analyzed and which process includes the cause is investigated.


↓
	Preventive/Corrective measures

· Means for preventing recurrence of an incident/error is examined and implemented, including change to procedures, introduction of error check mechanism and thorough training of staff members.


From the above, steps are often followed in the order of D, C and A.  This is because, procedures for consultation, diagnosis, therapy and nursing having been accumulated and established, analysis of procedures including an incident or an error smoothly leads to improvements thus enhancing the safety.

On the other hand, in the field of information security, remarkable expansion of IT technology always presents security problems and weak points beyond past experiences.  This calls for a management system specific to the information security, and ISMS is an answer to such needs.  ISMS is implemented and maintained in PDCA cycles, same as security management of medical care.

In other words, from the viewpoint of medical staff, appropriately following step P and establishing a document system and procedures that build the base of ISMS will find its way to ISMS.

The following describes what is necessary to follow step P.

6.2.2
Understanding of handled information
It is necessary to list up all information handled in the information system, classify the information in accordance with the importance of security management, and update the information to the latest information.  The list must be managed in a state where a security manager of the security management is ready to access as required.

Importance in security management is determined based on the magnitude of influence assumed in case safety is impaired.  At least the magnitude of influence from the viewpoint of patients and that from the viewpoint of continued application must be considered.  Further, necessary viewpoints such as viewpoint of management of a medical institution and personnel management are taken into consideration in classifying the importance.  

In general, when safety of personal medical information is threatened, the patient may suffer from grave influence.  This is the most important information.
6.2.3
Risk analysis
Threats are listed, per classified information type, caused by management errors, faults in instruments, intrusion from outsiders, malice of the user and error of the user and the like.  In a medical institution, reliance on the other staff members is the base of applications so that malice or an error of a colleague is hard to imagine.  In order to attain security management of information and fulfill the accountability, measures must be considered against a possible trouble, even if the possibility is low.  To fulfill the accountability, it is necessary to document the results of these risk analyses.  Threats assumed from the analysis will be countered as described in sections 6.3 to 6.10.

In particular, it must be noted that prevention of use of information for an unauthorized purpose generally inhibited in the security management or personal information protection laws cannot be attained by using the system features alone.  The system only assures safe operation with clear records of who operated the system if a person properly operates the system.  Thus, it is important to assume threats including human action and take measures including operation regulations.  

What is to be noted concerning the above points is that it is necessary to provide measures for protecting personal information that may be subjected to threats such as exposure in the entry and output as well as protecting electronic data stored in a system.  The following lists threats that may arise under various situations.
(1) Electronic data stored in a medical information system
(a) Illegal access or tampering by an unauthorized person

(b) Access for an illegal purpose or tampering by an authorized person

(c) Access or tampering by illegal software such as computer viruses
(2) Memo/manuscript/inspection data used in input
(a) Peeping of memo/manuscript/inspection data

(b) Taking memo/manuscript/inspection data outside an authorized area

(c) Copying of memo/ manuscript/inspection data

(d) Improper disposal of memo/manuscript/inspection data
(3) Portable media storing data
(a) Taking portable media outside an authorized area

(b) Copying of portable media

(c) Improper disposal of portable media

(d) Improper disposal of non-portable media 
(such as a personal computer (hereinafter referred to as PC) built-in hard disk)
(4) Terminal screen displayed as a reference
(a)
Peeping of terminal screen
(5) Paper or film on which data is printed
(a) Peeping of paper or film

(b) Taking paper or film outside an authorized area

(c) Copying of paper or film
(d) Improper disposal of paper or film
(6) Medical information system
(a)
IT fault by cyber attack

· Illegal intrusion

· Tampering

· Execution of illegal command

· Disturbance of information

· Attack by viruses

· DoS (Denial of Service) attack, and more

· Information leakage and more

(b)
IT faults caused by unintentional causes
· Errors in the system specifications or programs (bugs)

· Operation error

· Failure

· Information leakage and more

(c)
IT faults caused by disasters
· Shutdown of electric power due to earthquakes, water damage, lightening strikes or fires

· Communication shutdown due to earthquakes, water damage, lightening strikes or fires

· Damage to computer facilities due to earthquakes, water damage, lightening strikes or fires

· IT malfunctioning in key infrastructure operators due to earthquakes, water damage, lightening strikes or fires

It is necessary to reduce the possibility of threats and reduce the risk to a practically negligible level through measures against these threats.
6.3
Systematic security management measures 
(system and operation management regulations)

	B. Basics


Concerning security management, it is necessary to define the responsibilities and authorities of workers, prepare and operate regulations or documented procedures on security management and check its actual practice.  This is what must be observed irrespective of whether an information system is used in an organization.  The systematic security management measures include the following:
1) Development of an organized system toward security management measures

2) Development of regulations stipulating security management measures and operation in accordance with the regulations

3) Development of medical information handling register

4) Evaluation, review and improvement of security management measures on medical information

5) Actions against an incident or violation
To fulfill the management responsibility or accountability, the operation management regulations are of prime importance and indispensable.  The operation management regulations shall include the following topics:
· Vision (manifestation of basic policy and management purpose)

· System inside medical institutions, external staff and facilities related to external storage

· Management of documents including written contract and manuals

· Management of devices (if used)

· Method for explanation to patients and acquiring consent from them

· Audit

· Contact for complaints

	C. Minimal guidelines


1. The person responsible for operation of an information system shall be designated and persons in charge (including a system administrator) shall be limited.  In case roles of each member are apparent in small-sized medical institutions, specific regulations are not required.

2. In a place where personal information may be referenced, entrance/exit management must be specified such as recording/identification of visitors and restriction on entrance/exit.

3. Access management regulations shall be prepared including restriction on access to the information system as well as recording and inspection of the information system.

4. In case handling of personal information is subcontracted, the subcontract agreement shall include articles concerning security management.

5. The following must be specified in the operation management regulations:
(a) Method for managing recording media for personal information (storage and transfer)

(b) Prevention against risks, action upon risks
6.4
Physical safety measures

	B. Basics


The physical safety measures refer to protection of information terminals, computers or media where personal information is inputted, referenced or stored in the information system by way of a physical method.  To be more precise, it is necessary to define several security zones in accordance with the type, importance and use form of information and properly manage the zones while considering the following items:
1) Management of entrance/exit (management of authority of entry per time zone of business hours or nighttime)
2) Prevention of theft and peeping
3) Physical protection of equipment, devices and information media
	C. Minimal guidelines


1. A place where a device in which personal information is stored is installed or a place where a recording medium is stored shall be locked.

2. A zone where a terminal accepting input of and reference to personal information is installed shall be locked or otherwise arranged to permit entry of only authorized personnel off business hours.
This does not apply in case any other means of the same level is provided.

3. Entry/exit management concerning a zone where personal information is physically stored shall be performed.

· A person who enters/exits the zone shall wear a nameplate and fill in a register to record the fact of entry/exit.

· Record of person entering/exiting the zone shall be periodically checked to assess the validity.

4. Equipment such as a PC storing personal information shall be provided with an anti-theft chain.

5. Measures shall be taken against peeping into a terminal by anyone other than an authorized person when the user leaves the terminal.

	D. Recommended guidelines


An anti-crime camera or automatic intrusion monitoring unit shall be installed.
6.5
Technical safety measures

	B. Basics


There is no guarantee that technical measures alone can counter all possible threats.  In general, a combination of technical safety measures and operation management is essential.

However, recognizing its valid range and making appropriate applications, such technical measures can be effective means.  The following describes the items listed below as technical measures available to counter the threats listed under Section 6.3.2 "Risk analysis".
(1) User identification and authentication

(2) Segment-based management of information and management of access privilege

(3) Access record (access log)

(4) Measures against illegal software

(5) Illegal access from a network
(1) User identification and authentication

In order to limit an access to an information system to an authorized user only, the information system must include a feature to identify and authenticate a user.

If users of an information system are limited in a small-scale medical institution, there may be cases where user identification/authentication is not necessarily essential in daily work although this feature is generally essential.

To enforce authentication, all staff members and those concerned who access an information system must be provided with an ID, a password an IC card, an electronic certificate and biometric authentication and other means for personal identification/authentication and such means must be managed systematically.  Data update must take place without delay each time such a need occurs.

The information used for personal identification/authentication must not be accessed by anyone or open to other people.  For example, care must be taken so that the information used for personal identification/authentication will not be accessible to a third party as listed below.
· A third party readily knows personal information from paper bearing the ID and the password of a patient put up on a wall.

· A password is not specified so that anyone can log in to the system.

· An ID or a password is made open to someone else due to proxy work so that the worker is not identified from the work history stored in the system.

· An easily guessed password or a password in a small number of characters is set to permit the password to be guessed with ease.

· A password that is not periodically changed increases the possibility of the password being guessed.

· A token (IC card, USB key or the like) storing personal identification information for authentication are lent to others or used without permission of the owner, which disables identification of the user.

· The ID of a retired staff remains valid and is used for log-in.

· A password is stolen from forms printed and left behind in the medical information department or elsewhere.

· An ID or a password is stolen and abused by a computer virus.
< Concept of authentication strength>

Combination of an ID and a password is a method widely used so far.  Authentication using an ID and a password alone, however, has an increased risk depending on its operation as listed above.  To maintain the strength of authentication, system implementation or operation must be enhanced to keep the personal information inaccessible to others.  For example, change of an initial password by the identical user or periodical change of a password may be defined as obligations.

It is thought difficult in general to drastically enforce such measures and thus the approach is not recommended from the viewpoint of feasibility.

As means for authentication, a system with enhanced authentication strength is desirable.  For example, the two-element authentication may be used that employs two independent elements available only to the identical user, such as a security device including an IC card plus a password.  Alternatively, biometrics-based authentication is an effective method of choice.

In case the person who inputs data leaves the terminal for a prolonged time, preventive measures such as a clear screen should be arranged to prevent possible input by a person other than the person authorized for data input.
<Notes on distribution of a security device such as an IC card>

In case a security device such as an IC card storing personal identification information, a security key or an encryption key, or an electronic certificate is distributed for identification/authentication of a user as well as signature by the user, measure must be taken to keep such a device from being acquired by a third party.  Arrangement must be made so that the device is not easily used even if a third party should illegally acquire the device.

Operation is risky where the identification/authentication of a user or signature of the user is made available with a single device.  Mechanism or operation method requesting a combination of a security device such as an IC card and information known to the identical user alone must be employed.  

Temporary access rules using alternative means upon emergency should be provided against unavailability of personal identification information such as damage to an IC card.  In this case, it is desirable to permit use of alternative means upon appropriate user identification to adhere to the current security management level and keep a log so as to provide for checkup of the log upon emergency based on the regular personal identification information issued at a later date.
<Notes of use of biometrics>

In case biometrics (biometric information) such as fingerprints, iris pattern and voice pattern is used for identification/authentication, its measurement accuracy must be considered as well.  Concerning the measurement accuracy of various types of biometrics equipment available in a medical information system, one to N matching (an inputted sample matches which of the registered samples) is not sufficient.  One to one matching (whether an inputted sample matches a specific sample) would be a choice in this case.  

In the biometrics authentication environment, identification/authentication using biometrics data alone should be avoided.  A combination with personal information such as a user ID should be used.

The following problems specific to biometric information accompany the authentication that is based on biometric information:
· Loss of a part used for authentication due to an accident or a disease

· Change of a part used for authentication due to growth

· Characteristic values may be approximate depending on an approach for identical twins. 

· "Spoofing" on an infrared photograph (equivalent to forgery of IC card)
Considering the above problems, it is necessary to examine the characteristics of biometric information and use an appropriate method.  

As measures against "spoofing" or loss of a part, a different method or biometric information on a different part may be effectively used.  Or, a combination with a security device such as an IC card or addition of a password as a conventional approach is also effective.
(2) Segment-based management of information and management of access privilege

When an information system is used, information must be separately managed depending on the type, importance and use form of information.  It is necessary to define the use authority per information segment or per user or user group (such as application unit) in an organization.  What counts here is to assign the minimal necessary use authority.  

Information that need not be open should be kept secrete.  Unnecessary authority should not be assigned.  This approach reduces risk.  If an information system includes features to set minute authorities such as for reference, update, execution and addition, the risk is further reduced.  

Review of an access privilege must be made as required to a change in the applications the user is in charge of and must be defined in the regulations of the organization.
(3) Access record (access log)
For a resource including personal information, all access records (access logs) must be collected and its content should be checked periodically to make sure that the resource is not illegally used.  

Protection of an access log is essential because an access log may include personal information and it is information very effective for investigation upon a security accident.  Measures must be taken to restrict access to an access log and prevent deletion/tampering/addition or the like.  

To ensure the credibility of an access log, recorded time is important.  A high-accuracy recording unit must be used and all systems must be synchronized across the organization.
(4) Measures against illegal software

Illegal codes in a variety of forms called viruses or worms could intrude into an information system via e-mails, a network or portable media.  Unless appropriate protection measures are taken against intrusion of such illegal codes, severe problems such as destruction of a security mechanism, system down, exposure or tampering of information, destruction of information and illegal use of resources could result.  People are aware of intrusion of illegal codes only after some problem has taken place.   

The most effective measures may be introduction of software for scanning illegal codes.  By keeping the software resident on terminals, servers and networking devices in an information system, it is expected to detect and remove illegal codes.  These computer viruses are always changing so that it is essential to update the pattern file to the newest one in order to detect the viruses.

Even when excellent virus scan software is introduced and appropriately operated, all illegal codes cannot be detected.  To counter this problem, the vulnerability of an information system must be minimized.  An operating system for which a security hole has been reported must be sequentially updated to an upgraded version (called security patch) or deactivation of services or communication ports not used, or suppression of macro execution is effective.
(5)
Illegal access from a network
Talking of a network security, introduction of a firewall is a means for protection against a cracker, computer viruses or an illegal access. 

A firewall comes in several types: "packet filtering", "application gateway" and "stateful inspection".  Operation features differ with setting so that the presence of a firewall alone does not provide protection measures.  It is desirable to protect against an attack from a network by using a method other than packet filtering.  A system administrator should recognize what the system protects in which way.  

There is provided a product where a firewall and antivirus software are combined together as a security product for e-mails or world-wide web.  Also available is a system (IDS：Intrusion Detection System) for detecting an illegal attack.  A combination with such a system is necessary depending on the use environment of the system.  Diagnosis of a security hole (such as vulnerability) in the network environment of the system, that is a security diagnosis, must be periodically executed and measures such as patches must be taken.  

In case a wireless LAN or an information wall socket could be physically connected to a network by an outsider, the outsider may connect an illegal computer and infect the target system with viruses or make an attack (DoS: Denial of Service) on a server or a networking device, or illegally wiretap or tamper the data on the network.  In case measures are taken against an illegal PC, a MAC address is generally used to identify a PC although the fact that a MAC address may be tampered should be considered before taking such measures.  In prevention of an illegal access, what counts is how identification of the access destination is reliable and in particular the problem of "spoofing" always accompanies the illegal access.
	C. Minimal guidelines


1. Identification and authentication of a user accessing the information system are performed. 

2. When data including personal information in operation check, note the leakage of information.  

3. Determine the range of medical records, etc accessible per healthcare professional or related job category and perform access management in line with the level.  While job category-based access management feature is required in a system where user of more than one job category access information, in case such a feature is not there now, it is necessary to determine the accessible range in the operation management regulations and perform operation record in the next topic to support the circumstances until the system is updated.
4. Check access record and periodical logs.  Access record must be clear enough to identify the login time and duration of the user and a patient that operated the system during the login.  This assumed that information system has an access record feature.  In case such a feature is not available, keep record of the operation (operator and operation details) in a logbook.  

5. Time information used for access record shall be reliable enough.  Time information used inside a medical institution must be synchronized and must be accurate enough as the clinic records to the Standard Time by way of periodical matching with the Standard Time.  

6. When a system is implemented or improperly managed media are used or external information is received, check for illegal software such as viruses.  

7. When a password is used for user identification, the system administrator shall note the following:

(1) A password is encrypted (no reversible) in a password file in the system and appropriately managed and operated.  (In case other means such as IC card is also used foe user identification, the method for operating a password shall be defined in the operation regulations.)  

(2) In case the user has forgotten the password or the password could be stolen so that the system administrator changes the password, carry out personal identification of the user and describe in the register which method is used to identify the user (attach a copy of papers whereby personal identification was made) and carry out re-registration with the information known to the identical user only.  

(3) Even the system administrator should not be able to guess the password of a user (the setting file must not include a password).  
The user must note the following:
(1) A password should be periodically changed (within two months at most) and an extremely short string should not be used (a variable-length string of eight bytes or more is desirable).  

(2) Theft of a password that is easy to guess and based on negligence falls on the responsibility of the user.
	D. Recommended guidelines


1. Perform segment-based management of information and make access management per segment.
2. Record who accessed whose information at which time as an access record and check that records are kept regularly.

3. Constantly take proper measures against illegal software such as viruses.  Check and maintain the effectiveness and safety of the measures, such as update and maintenance of a pattern file.

4. Perform close processing when leaving the desk (clear screen: logoff or screen saver with password).

5. Install a firewall (stateful inspection) and appropriately set the ACL (access control list) at important points for security management such as the junction point to an external network or a DB server.
When using a wireless LAN, consider the increased risk make appropriate arrangements based on the information assets such as encryption or use of SSID that is not easily guessed while referring to "Use of a wireless LAN with piece of mind" from the Ministry of Internal Affairs and Communications.
6. Observe the following standards when a password is used for user identification:

(1) Set a certain non-response time to elapse upon re-input of a password following unsuccessful input of the same.

(2) In case re-input of a password has failed for a predetermined number of times, the re-input should be rejected for a certain period.

7. As means for authentication, an authentication-enhanced system is preferably used including a system using two independent elements specific to the user (two-element authentication) such as an ID plus biometrics or biometrics or a security device such as an IC card plus a password or biometrics.
6.6
Human safety measures

	B. Basics


A medical institution must take human safety measures for prevention against human errors in order to reduce risks of theft of information, illegal action and illegal use of information facilities.  This includes stipulations related to confidentiality obligation and penalties on illegal action as well as items related to education and trailing.  

Parties related to a medical information system include the five categories:
(a) A party such as a doctor or a nurse who handles information related medical care in his/her applications and has legal confidentiality obligation. 

(b) A party involved in the maintenance of medical care and that handles medical information under the employment contract and bears confidentiality obligation, such as medical section staff member or a clerical subcontractor of the same.

(c) A party such as a system maintenance operator that is involved in an application to maintain medical care without an employment contact.

(d) A third party such as a patient or a visitor who does not have access right to the medical information.

(e) A party that is involved in the data management application in subcontracting of external storage of medical record of the like.
For (a) and (b), human security management measures on a worker in a medical institution will be described.  For (c), human security management measures for a subcontractor that signed a confidentiality contract will be described.

A third party under (d) must not have access to the medical information system in a medical institution so that he/she must be inhibited an access to the system by way of physical security management measures or technical security management measures.  If information in the system should be leaked by a third party, appropriate action must be taken in accordance with other regulations such as Act on Inhibition of Illegal Access.

The party under (e) is an institution subcontracted the so-called "external storage".  Corresponding intention and practice details are described in Chapter 8.
(1) Human security management measures on workers

	C. Minimal guidelines


A manager in a medical institution must arrange so that the measures related to personal information will be appropriately implemented and must supervise its enforcement and thus take the following measures:
1. When a person other than one who has legal confidentiality obligation as a clerical staff member, security management shall be made by concluding an agreement at employment and contract agreement.  

2. The worker shall be periodically educated or trained.  

3. Personal information protection regulations applied to retired workers shall be specified..

	D. Recommended guidelines


1. Behavior of works shall be managed through monitoring in a place importance in terms of management such as a server room.
(2) Supervision of and confidentiality contract with clerical work handling subcontractors
	C. Minimal guidelines


1. In case it is necessary to rescue saved data in case an external subcontractor is employed under inescapable situations in the hospital clerical work or operation such as due to an program error, the following measures shall be taken so that appropriate prevention of personal information will be made inside the medical institution:
(1) A confidentiality contract backed up by office regulations specifying the comprehensive penalties of a subcontractor shall be concluded.
(2) For the work such as maintenance work where a medical information system is directly accessed, checkup of a worker, work details and work results shall be made.

(3) Also for the work such as cleaning where a medical information system is not directly accessed, regular checkup after work shall be made.

(4) Whether a subcontractor performs re-subcontracting shall be specified and measures and a contact related to protection of personal information equivalent to that of the subcontractor are required.

2. In case it is necessary to rescue saved data in case external maintenance personnel access personal information such as the medical record under inescapable situations in the hospital clerical work or operation such as due to an program error, measures shall be taken for privacy protection such as confidentiality backed by office regulations with penalties.
6.7
Destruction of information

	B. Basics


Electronic information related to medical care must be kept safe concerning destruction as well as operation and storage.  In case information items are related with each other such as in a database, inappropriate destruction of part of the entire information could renter the remaining information unavailable.  

A specific procedure such as a destruction program should be prepared in advance for actual destruction process.  

In case a medical record stored to an external subcontractor is to be destroyed at the end of its subcontracting, destruction must be made without delay and obligations (responsibilities) to audit that processing made was strict must be fulfilled.  The subcontractor institutions must specify strict handling and processing of a stored medical record in response to a request issued from the subcontracting medical institution.
	C. Minimal guidelines


1. Destruction procedure shall be specified in accordance with Section 6.1 "Establishment and publication of policy".  The procedure must include destruction conditions and specification of workers authorized to destroy information and a specific destruction method.  

2. In case the information processing device is to be destroyed, the work shall be done by a worker with expert knowledge and it must be made sure that no remaining readable data retains.  

3. In case destruction of information is subcontracted to an external operator, "(2) Supervision of and confidentiality contract with clerical work handling subcontractors" in Section 6.6 "Human safety measures " must be observed.  The subcontracting medical institution shall check that the information has been reliably destroyed.  

4. The following must be specified in the operation management regulations:

(a) Preparation of regulations specifying destruction of media including unnecessary personal information.
6.8
Adaptation and maintenance of information system

	B. Basics


To maintain the availability of a medical information system, a regular maintenance is necessary.  The maintenance work mainly includes fault recovery, preventive maintenance and software upgrading.  In particular, fault recovery may include use of data obtained upon a fault for troubleshooting or trouble analysis.  In this case, the system maintenance personnel could directly access medical care information in the administrator mode, which requires full measures.  To be more precise, there exist the following threats:
· From the viewpoint of protection of personal information, exposure of information when a repair record is taken out, peeping of taking out of data under analysis by a third party in the maintenance center or the like. 

· From the viewpoint of authenticity, intentional data tampering through abuse of administrator privilege or data modification due to an operation error. 

· From the viewpoint of visual readability, intentional machine shutdown or service shutdown due to an operation error. 

· From the viewpoint of storage property, intentional destruction or initialization of media or initialization of media or data overwriting due to an operation error.  

To protect data from these threats, it is necessary to do maintenance work under appropriate control by a medical institution.  That is, measure are necessary concerning operations including:
(1) Conclusion of a confidentiality contract with a maintenance company; 
(2) Registration and management of maintenance personnel; 
(3) Management of work plan reports; and 
(4) Supervision of those related to hospital during work.  

To promote implementation of a safe information system, it is also important to perform appropriate configuration management of the entire system, perform regular system assessment, appropriately employ the state-of-the latest security techniques or standards, and introduce an encryption scheme or a product that has excellent reputation.  

Depending on the maintenance work, repairs may be requested by a maintenance company to an external subcontractor.  When a maintenance contract is concluded with a maintenance company, conclusion of a similar contract as to thorough protection of personal information at a subcontractor should be requested of the maintenance company.
	C. Minimal guidelines


1. When data including personal information in the operation check, setting of specific confidentiality obligation and reliable data erasure upon termination of the processing are to be requested.  

2. When a worker in the maintenance company accesses a server for maintenance, a dedicated account of the maintenance staff member shall be used and work history shall be recorded including access to personal information and the personal information accessed if any.  This is the same as for identification/authentication used in the operation check while mimicking a system user.  

3. It shall be requested that the account information be appropriately managed from the viewpoint of prevention of illegal use caused by leakage of information to outside the organization.  

4. Report from a maintenance company shall be included in the obligations so that a maintenance account may be deleted without delay upon retirement of maintenance personnel or change of person in charge and an account management system shall be maintained to support the above process.  

5. A maintenance company shall be requested to submit work applications in advance on a per day basis before performing maintenance and submit a work report upon completion of the maintenance process without delay.  These documents shall be approved by a person responsible in a medical institution each time a document is submitted.  

6. A confidentiality contract shall be concluded with a maintenance company and the latter shall observe the contract.  

7. It is desirable to avoid a case where a maintenance company takes data including personal information outside the organization.  In case such data is taken out under inescapable situations, operational management regulations are to be requested on data handling including full measures against leaving the data behind.  A person responsible in a medical institution shall approve the regulations each time such regulations are formulated.  

8. In case system adaptation or maintenance is made through remote maintenance, a message log shall be acquired and a person responsible in a medical institution shall check the details of the message log upon termination of the work without delay.  

9. In the case of re-subcontracting, the re-subcontracted party shall bear the same obligation as the maintenance company.

	D. Recommended guidelines


1. Detailed operation record shall be stored as a maintenance operation log.

2. The maintenance work shall be made while being witnessed by those related to the hospital.

3. A confidentiality contract between each worker and a maintenance company shall be requested.

4. It is desirable to avoid a case where a maintenance company takes data including personal information outside the organization.  In case such data is taken out under inescapable situations, preparation of detailed work records shall be requested.  Acceptance of audit by a medical institution on a per demand basis shall be requested. 

5. A mechanism shall be provided whereby as means for checking logs related to maintenance work the identification information such as a medical record accessed is displayed in chronological order and which patient has been accessed how many times within a specified time period.
6.9
Emergency measures upon disasters
	B. Basics


A medical institution must give the first priority to provision of medical service that considers the safety of patient even upon failure in the system.  

The following describes the topics to be noted in case the medical information system is not available in a normal state upon emergency such as an IT fault due to a natural disaster or a cyber attack listed under ⑥ "Medical information system" in Section 6.2.3 "Risk analysis".

"Not available in a normal state" refers to a case where the system is malfunctioning or is shut down or a case where the user environment is a non-steady state.   

In the former case, the medical information is subjected to damage thus leading to degenerated operation or shutdown of the entire system and possible failure to provide medical services.

In the latter case, a large number of sick or wounded people ask for medical services, a situation irrationally uncontrollable by the work under normal access control procedures.  Action related to protection of personal information in this case corresponds to "for protection of the life or body of a person and when it is difficult to obtain consent from the person".
(1) BCP (Business Continuity Plan) upon emergency
Because appropriate decision making is not desired upon an emergency, as many decisions as possible should be prepared in advance.  It is difficult to appropriately classify an emergency so that it is desirable to demonstrate the details of the plan if possible through prior drills.  

In BCP determined as a medical facility, overall consistency including a plan concerning a medical information system.

The following lists, as an example, general items related to a plan to be laid down as a BCP and its operation:
1) Items to be made acquainted with beforehand as a BCP
Measures should be made acquainted with beforehand for increased reliability.
· Policy and plan
What an "emergency" is should be understood and defined.
· Emergency detection means
Feature to detect a disaster or a fault and means for checking the emergency information
· Contact list of an emergency support team, means for contacting the team, and an measure tool

· Documents and information to be made public upon emergency
2) BCP execution phase
Whether BCP is to be executed or normal fault recovery measures are to be taken is determined upon detection of a disaster or an accident (or possibility of a disaster or an accident).  In case it is determined that BCP is to be executed, those concerned are summoned, a task force is established, and parties concerned are notified and requested for cooperation, and preparations for system switchover/degeneration are made.  For example the system may be used as a standalone entity disconnected from the network or paper-based operation is a choice.

A system of communications with a subcontractor and a troubleshooting method involving the medical institution and the subcontractor should be specified.  

Specific items are "formulation of basic policy", "checkup of event", "safety provision and checkup of personal safety", and "checkup of influence".
3) Application restart phase
This is a phase starting with activation of BCP, and including restart of applications via alternative means such as a backup site or manual work until the application is smoothly operating.  The keywords are reliable switchover to alternative means, promotion of recovery work, shift of human resources such as personnel, checkup of ongoing BCP process, and review of BCP basic policy.  

Applications are restarted in descending order of urgency level (from the main application).  

Specific items are "acquisition of human resources", "provision of alternative facilities and equipment", "compatibility between restart activities and recovery activities" and "measures against a risk caused by the measures against risks".
4) Application recovery phase
This is a phase where the range of applications is enhanced after the most urgent application or feature is restarted.  Enhancement of the range of applications shall be enforced while alternative facilities/means are continuously used.  This requires careful decision considering the confusion on site.

Specific items are "decision of the enhanced range", "checkup of influence of continued applications", "checkup of overall recovery plan" and "checkup of restrictions".
5) Overall recovery phase
This is a phase where alternative facilities/means are switched to regular operation.  Decision on the overall recovery or procedural errors includes a risk of causing an interruption of an application again.  Careful measures are requested.

Specific items are "decision on switchover to regular operation", "re-check of recovery procedure", development of check items" and "conclusion".
6) Review of BCP
After the normal state is recovered, problems with and review of BCP must be examined.  In an actual emergency, an event that is beyond expectation in a normal state can occur.  Successful actions and unsuccessful ones in the real procedures should be evaluated objectively and BCP must be reviewed to provide for the next possible emergency.
(2) Support for emergency use of a medical system
1) Provision of an emergency user account
· Same as measures against power shutdown, fires or floods, measures to take in a case where normal user authentication is unavailable is required.  Even if the medical information system is available, situation of users is totally different from the steady state and operation by a person with a regular access privilege is not desired.  This situation must be supported.  For example, in a method known as Break-Glass, a user account dedicated for use in an emergency is provided so that restriction on an access to patient data will not invite degradation of services.  In the Break-Glass method, an emergency user account is basically based on explicit sealing of regular operation, notice of a state involving use of an emergency user account, leaving the trace of use, and change to a new emergency user account once the steady stated is regained.
2) In a disaster, people are likely to behave in a way different from a normal state.  For example, features shall be implemented to support operation in an emergency such as operation without patient registration at the acceptance desk in a disaster.
Provision for the features supporting an emergency case as above must be made known to those concerned and be appropriately used while this approach could lead to increased risks.  Management and operation shall be careful to avoid inadvertent use.
	C. Minimal guidelines


1. Mechanisms to determine an "emergency" as part of BCP for keep providing medical services and procedures followed upon recovery of normal operation shall be provided.  In other words, criteria and procedures for decision as well as a decision-making person shall be fixed in advance.
2. Rules shall be provided to assure consistency of data operated on alternative means after recovery.
3. Operation of an information system upon emergency
・
Management procedures for "user account employed upon emergency and emergency features" shall be developed.

・
See to it that the emergency features will not be not inadequately used in the steady state.  Make appropriate management and audit so that an inadequate use of the emergency features will be open to many people.

・
Make arrangements so that an emergency user account is changed if used in an emergency in order to avoid continued use.
4. In case the medical service provision system is impaired such as partial shutdown of medical care in a wide area due to a cyber attack, contact the competent authority specified separately.
6.10
Security management of medical and other personal information exchange with outsiders

	B. Basics


This section describes some important things to remember regarding personal information protection and network security when medical institutions share information with outsiders. A possible situation of such information sharing is clinical record exchange via computer networks with local medical institutions, pharmacies, and medical test companies as part of cooperative regional healthcare activities. Other situations include online submission of medical fee bills to a review/payment institution and online access to ASP (application service provider)-type services.

If medical institutions use external networks to exchange medical information with outsiders, the intended data must be sent to the intended organization in a secure way that never allows the others to peep it. This network security must be guaranteed on the communication path from the sender's to the recipient's device. Transmitted data must be protected from threats like wiretapping and tampering, and networks from intrusion and interference.

Please note that these Guidelines do not cover all the possible situations but assume only some of them, focusing on network connection methods used for medical information exchange. Also please note that protection of personal information during network-based data exchange will be discussed separately from network security, because they should be considered from different viewpoints.

If medical institutions subcontract storage of personal and other medical information, special attention must be paid to information protection against improper secondary use or other risks, whether mandatory by law. This topic will be detailed in Chapter 8.
B-1. Clear demarcation points of responsibility

According to the Act on the Personal Information Protection, there are two types of medical information provision to outsiders: subcontracting and provision to third parties. Different regulations must be followed for each of these types of situation.

In the case of subcontracting, the information source (medical institution) assumes managerial responsibility. It must make a subcontracting contract and supervision on a subcontractor, ensure accountability, and take the responsibility for the consequences. The subcontracted organization is responsible for abiding by the contract and reporting on its operation.

In the case of provision to third parties, with a few exceptions stipulated in Article 23 of Act on the Personal Information Protection, the information provider must obtain implied or express consent from the persons in question. If the provision fits one of the descriptions from (a) through (d) of III-5-(3)-1) of the "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations," implied consent must be gained as stipulated in these guidelines. Otherwise, express consent is necessary. The information provider is also responsible for identifying its intended purpose as stipulated in Articles 15 and 16 of the above-mentioned act and for ensuring personal information protection in accordance with the above-mentioned guidelines and act. The information provider is not responsible for the information provided in accordance with these requirements.

When delivered online, patient information goes out of control of the patients themselves. So, at least one of the involved organizations must be responsible for the delivery and where the responsible lies must be clear and beyond misapprehension. The patients must be informed of which organization they can make a complaint against and request an explanation.

Involved organizations may include the information sender (medical institution), the online service provider, the communication line provider, the recipient, and possible secondary recipients. Demarcation points of responsibility must be defined based on the following principles.

By contract, the sender and the recipient must agree on demarcation points of responsibility for data transmission on the communication path, such as handling of communications failure and other accidents. Then, they must decide how to share managerial responsibility among themselves, the online service provider, and the communication line provider and define demarcation points of responsibility. They must clarify the scope of managerial responsibility to be assigned to another organization and which organization should take the initiative in dealing with possible service failure. However, as described above, accountability and responsibility for the consequences lie with the sender in the case of subcontracting and with the sender or recipient in the case of provision to third parties. Please note that the online service provider and the communication line provider accept only a part of the managerial responsibility.

The communication carrier is not responsible for personal information protection against wiretapping, as long as transmitted data are encrypted in a suitable manner by the sender and decrypted by the recipient both outside the scope of managerial responsibility of the carrier. The carrier must clarify by contract the scope of its managerial responsibility for threats like tampering, intrusion, and interference and the communications quality it guarantees such as line availability.

The online service provider is not responsible for personal information protection against wiretapping, as long as transmitted data are encrypted in a suitable manner by the sender and decrypted by the recipient both outside the scope of managerial responsibility of the online service provider. The online service provider must clarify by contract the scope of its managerial responsibility for threats like tampering, intrusion, and interference and the communications quality it guarantees such as service availability.

In statutory or other special cases, unencrypted medical information may be sent to an online service provider or a communication line provider. To take necessary measures against wiretapping during online service provision and on the communication line, the medical institution with managerial responsibility for the information on the communication path must talk with the online service provider or the communication line provider to agree upon each party's managerial responsibility for the information. If all or part of managerial responsibility is assigned to the online service provider or the communication line provider, the information source must conclude a suitable subcontracting contract with each of the involved parties and oversee the subcontracted work.

If a medical institution transmits data to a single organization or to multiple organizations specified in advance, the sender and the recipient(s) must fulfill their obligations in accordance with the requirements for subcontracting or provision to third parties.

If a medical institution transmits data to multiple organizations and there is a possibility that someone not specified in advance will receive the data, medical information must not be transmitted in principle, except as stipulated by law or with some other exceptions.

Typical applications of data access by remote login include remote system maintenance. Such remote maintenance is convenient, but loosely restricted access may cause unauthorized reading or tampering of personal or other medical data temporarily stored on a computer disk.

However, total prohibition of remote login makes remote maintenance impossible, resulting in higher cost and longer time of maintenance. Remote login should be enabled only when it is appropriately controlled.
B-2. Precaution measures taken within a medical institution

Among the responsibilities listed in Section B-1 "Clear demarcation points of responsibility", this section describes precaution measures a medical institution should take within the organization when sending clinical records or other medical information via networks.

The most important thing to remember is that the medical institution sending medical information has managerial responsibility for the information during the whole process where the data are transmitted via networks (provided by the carrier) and then received by the intended recipient in an appropriate manner.

Please note to avoid misunderstanding that managerial responsibility here means managerial responsibility for the information in electronic form, in other words, responsibility for ensuring authenticity of both the contents and the persons referred to. Necessary actions differ from the situations described later in Section B-3 "Concepts of appropriate network security". For example, encryption in this section means encrypting medical data to prevent outsiders from making out what the data say even if they are wiretapped on the communication path. Electronic signatures are helpful for tampering detection. Encryption described in Section B-3 "Concepts of appropriate network security" means encrypting the communication path to prevent information theft during transmission.

From these viewpoints, medical institutions that are going to transmit data are responsible for protecting the data suitably and must be aware of the following.
(1) Protection against wiretapping

Wiretapping is one of the most important threats to be taken care of when you send data via networks. It is a criminal activity of stealing information, which can occur in various situations, for example, by building a virtual bypass on the communication path or attaching a physical device to a networking device. There may be a case where you cannot say it is the medical institution's fault. However, failure to appropriately configure networking devices may cause unintended data leak or transmission to a wrong recipient and the sender may be responsible for that.

Taking such risks into consideration, medical institutions must take appropriate actions to protect medical information even if it is stolen on the communication path, accidentally leaked out, or transmitted to a wrong recipient. A possible action to take is encryption of medical information. Please note that encryption here means encrypting the information itself, as explained above with an example.

A guideline cannot simply specify when and to what extent the information should be encrypted. That depends on how sensitive the information is and on how the medical institution's information system is operated. At least, it is preferable to encrypt data before they are sent out from the sender's networking device.

These measures against wiretapping should also be taken during system maintenance tasks through ID- and password-based remote login. The medical institution that owns the computer system is responsible for informing the maintenance company of the above-mentioned considerations and for supervising the maintenance tasks.
(2) Protection against tampering

When sending some information over networks, the sender should also ensure that it is transmitted as it is to the recipient. Though data encryption reduces the risk of tampering, transmitted data might be tampered due to failure on the communication path or other possible causes, whether they are intended or not.

Depending on networking configuration, described later in Section B-3 "Concepts of appropriate network security", data may be transmitted without encryption. In this case, the sender must ensure precautions against tampering. A tampering detection method is the use of electronic signatures.
(3) Protection against spoofing

When sending some information over networks, medical institutions must ensure that the recipient is correct. When receiving some information over networks, medical institutions must confirm the identity of both the sender and the transmitted data. That is because networking is not a face-to-face way of communication method.

A way of identifying the recipient/sender at the start/end point of communication is mutual authentication by using proved authentication systems such as public key and shared key cryptography at the entry into and exit from the networks. The use of electronic signatures for tampering prevention is also helpful for identifying the sender.

For counteractions against cyber attacks that pose such risks, refer to Section 6.9 "Emergency measures upon disasters".
B-3. Concepts of appropriate network security
When considering network security for medical information exchange with outsiders via networks, medical institutions must define demarcation points of responsibility and then identify important considerations from a viewpoint different from Section B-2 "Precaution measures taken within a medical institution", which listed precaution measures taken within the organization. This section focuses on the outside world-networks from the sender's external network connection point to the recipient's. Please note that local area networks (LANs) within medical institutions are not taken into account. However, as stated in Section B-1 "Clear demarcation points of responsibility", medical institutions are responsible for being aware of the risk of unintended data leak due to inappropriate network configuration or communication path design and for taking necessary measures against it.

To configure networks for exchanging medical information with other organizations, medical institutions should first identify the confidentiality of information to be exchanged. From the same viewpoint as data encryption described in Section B-2 "Precaution measures taken within a medical institution", network type must be selected based on the confidentiality of data. High-level network security is basically essential to medical data exchange, but excessive security measures for not-so-sensitive data result in unnecessary high costs and impractical operations. Networks with appropriate costs and operations must be selected based on the analysis of information security. Then, who should be responsible for network security must be defined by contract: the network provider, the medical institution, or both. There are roughly two cases: network security is guaranteed by the communication carrier and the online service provider or not.
・
Guarantee of secure network path provided by the communication carrier and the online service provider


Among network services offered by communication carriers and online service providers, there is a form of network connection with its security guaranteed by these businesses, mostly closed-network connection (described later). Even in a form of open network connection, there exists a network service that telecommunications carriers provide with encrypted communication path, like Internet-VPN service.

With this type of networks, a medical institution can delegate a large portion of its managerial responsibility to these businesses, though it assumes responsibility for the final consequences of security on the communication path. As a matter of course, a medical institution must exercise due care and ensure security management of its in-house system according to organizational, physical, technical, and human security management rules.

・ 
No guarantee of secure network path provided by the communication carrier and the online service provider


For example, there may be a case that two medical institutions install networking devices to communicate each other via the Internet based on mutual agreement. In this case, the communication carrier and the online service provider do not take responsibility for network security. Therefore, besides the above-mentioned security management, these medical institutions must appropriately manage their networking devices and encrypt the communication path. All possible measures should be taken to prevent personnel without enough knowledge of networking from setting up a network. Otherwise, medical information will be exposed to threats.
For that purpose, medical institutions must develop measures to identify the sender's and the recipient's networking devices, data transmission terminals installed in the medical institutions, features of these terminals, and their users. Medical institutions must also consider signing a contract for information handling each other, assigning exclusive staff members, and developing operational management rules in anticipation of threats. These rules should be stricter than those a telecommunications carrier would develop to guarantee security on the network path.
As stated above, medical institutions planning to exchange medical information via networks should select an appropriate type of network, considering how responsibilities should be shared based on the form of services they use. They should also understand the characteristics of the security technologies they use, identify allowable risks, and if necessary, explain the risks to their patients to fulfill their accountability.

Among a wide variety of network services, the following sections assume several cases and list some points to remember.
I. Communication via closed networks
A "closed network" here means a dedicated network for business use and is defined as a network not connected to the Internet. There are three connection forms that offer closed networks: a common carrier leased line, public network, and closed IP communication network.

Since these networks are not connected to the Internet, they are basically at lower risk of wiretapping, intrusion, tampering, and interference. However, the risk of wiretapping by a physical method (described in Section B-2 "Precaution measures taken within a medical institution") cannot be eliminated, and it may be necessary to encrypt the information to be transmitted. Moreover, the antivirus software's virus definition files and the operating system's security patches should be applied on a timely basis for ensuring secure computer systems.

The following subsections describe different features of the three forms of closed network.
(1) Connection over a common carrier leased line

This is always-on network connection only for subscribing machines between two points with constant network quality. Because network quality and transmission speed, or "band," are guaranteed by the telecommunications carrier, this form of connection is used for constantly connecting two sites and sending a large amount of data and large files.

While network quality is good, extensibility is poor and generally the cost is high. Still, it is worth while to implement this line if a large amount of significant data needs to be constantly transmitted.
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Figure B-3-(1): Connection over a common carrier leased line

(2) Connection over a public network

This is a form of connection that uses a public circuit via switches and includes ISDN (integrated services digital network) and dial-up connection.

Please note that connection over a public network here means direct connection to the recipient's phone number, not to the Internet service provider (ISP). The latter should meet the requirements described later in "II. Communication via open networks" because data enter the Internet at the ISP point.

This public network system dials directly to the recipient's phone number to establish network connection. A mechanism to confirm a phone number before network connection establishment ensures communication with the recipient.

Omitting this mechanism may result in connection and data transmission to a wrong number. Like a common carrier leased line, this public network system is poor at extensibility. Transmission speed is lower than the currently-popular broadband connection. This system is not suitable for sending a large amount of data and large files such as those containing image data.
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Figure B-3-(2): Connection over a public network

(3) Connection over a closed IP communication network

This uses a communication line that connects a telecommunications carrier's wide area network to a user's (a medical institution's) communication device. This line is shared with no other network services. These Guidelines call this connection service IP-VPN (Internet protocol-virtual private network) and define it as a closed network. Other forms of connection are considered as open network connection. IP-VPN is mainly used as a kind of corporate LAN (local area network) to share information between a company's headquarters and its branch offices in remote locations and generally, a single entity is responsible for its operation.

This form of connection can be implemented at lower cost than connection over a common carrier leased line. Appropriate selection of subscription type and network service can secure enough band to transmit a large amount of data and large files.
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Figure B-3-(3)-a: Closed network provided by a single telecommunications carrier
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Figure B-3-(3)-b: Interconnected closed networks

These three forms of communication via closed networks have no risk of intrusion from outsiders and are in that sense, safe. However, connection services generally do not offer encryption of data to be transmitted. There may be a case where different networks offered by different telecommunications carriers are interconnected via connection points. When networks are interconnected via connection points, sometimes the recipient's address is interpreted or additional data are added to transmit sender information. 
This might cause accidental data leak. The Telecommunications Business Law prohibits further spread of the leaked data, but accidental leak should be avoided from the viewpoint of healthcare professionals' confidentiality obligation. Particular attention should be paid to the necessary level of security management, because it generally changes at the demarcation points of responsibility, such as a connection point from a medical institution to a closed IP communication network.

For these reasons, even with a closed network, medical institutions should take security measures such as encryption of medical data to make them hard to make out and introduction of a tampering detection system, as described in Section B-2 "Precaution measures taken within a medical institution".
II. Communication via open networks
This is a form of connection with the Internet. Considering the wide spread of broadband network environment, its applications are likely to expand-for example, reducing implementation costs by using open networks or building an extensive mechanism of cooperation on regional healthcare. Since there are various threats on the communication path such as wiretapping, intrusion, tampering, and interference, sufficient security measures must be taken. Encryption of medical data is also necessary.

Please note that, as stated at the first bullet point of Section B-3, even with open network connection, communication carriers and online service providers may provide their services by guaranteeing secure network path as security measures against threats. Medical institutions that use such services may transfer most of their responsibility for communication path management to these businesses by defining demarcation points of responsibility by contract.

If medical institutions use their own open networks to exchange personal information and other medical data with outsiders, most of the managerial responsibility falls on the medical institutions themselves. So, they must take full responsibility for implementing such networks, and be aware of their responsibility for guaranteeing technical safety.

With open network connection, necessary level of security on the network path depends on at which layer the security is guaranteed, among seven layers of OSI (open systems interconnection) hierarchical model*. For network path security based on the OSI hierarchical model, refer to "A Case Study Report on " Guidelines for the Security Management of the Medical Information System "" published by HEASNET (Healthcare Information Secure Network Consortium) in February, 2007.
*
OSI (Open System Interconnection) hierarchical model:

International standard protocols for communication between heterogeneous systems
	Layer 7
	Application
	Provides FTP, e-mail, and other services

	Layer 6
	Presentation
	Converts data into a human-readable form suitable for communication

	Layer 5
	Session
	Related to establishment and release of a data path

	Layer 4
	Transport
	Stipulated for secure data transmission

	Layer 3
	Network
	Layer for address control and path selection

	Layer 2
	Data link
	Stipulated for establishment of a physical communication path

	Layer 1
	Physical
	Converts bit data electrically and physically and specifies device shapes and characteristics


For example, with SSL-VPN, the communication path is encrypted at the fifth layer called Session Layer, and during the process there is a risk of wiretapping and inappropriate path building. With IPSec, the communication path is encrypted at the third layer called Network Layer or at lower layers. The risk of wiretapping is lower than SSL-VPN, but still, a standard process of IKE (Internet Key Exchange) should be combined with encryption key exchange for path encryption to ensure safety.

As described above, medical institutions that are planning to use open network connection should carefully review different security technologies and their inherent risks to ensure that possible risks are acceptable. If medical institutions subcontract network implementation, as is often the case, they should request an explanation of such risks and understand them.
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Figure B-3-(4): Communication via open networks
(Provision of clinical records to patients)

As disclosure of clinical records is becoming more and more popular, some medical institutions will perhaps give their patients (or their family members) online or onsite access to their own clinical records. This is very likely to occur, though these Guidelines mainly assume information exchange between medical institutions. The following paragraphs describe basic ideas of direct provision of medical records to patients. Please note that we do not discuss provision of medical and treatment records stored by other organizations (refer to Chapter 8) here. These records are given to the patients by the subcontracted organizations.

The most important thing to remember when providing patients with clinical records via networks is that different patients have different knowledge and different environments of network security. Once information is revealed to patients, they are also responsible for handling it. Considering the patients' knowledge of network security, medical institutions must give enough explanation about the purpose of online information provision and possible risks until patients fully understand it. Medical institutions must be also aware that they cannot avoid their responsibility if data leak occurs without much prior explanation.

Connection via closed networks such as that over a common carrier leased line is not suitable for communication with patients, because installation of network systems in patients' houses is not realistic. Open networks should be used instead, but the risk of wiretapping is extremely high and it is very difficult for medical institutions to tell their patients how to avid the risk.

Considering both usability and protection against threats, medical institutions must take security measures based on the considerations described in Sections B-1 and B-2. In particular, computer systems and applications that are used to give medical information to patients must be separated from other systems and applications owned by the medical institutions, in order to avoid unauthorized intrusion into them. Such technologies as firewalls, access monitoring, encrypt SSL connection, and PKI-based personal authentication are necessary.

As just described, medical institutions that are planning to provide patients with information must take comprehensive actions-security management of not only networks but also their internal information systems, convincing explanation of possible risks and provision purposes to patients, and various legal bases for non-IT activities. Before implementation, they must also clarify who and to what extent is responsible for each activity.

	C. Minimal guidelines


1. Protection against tampering such as message insertion and virus injection into the network path.
Protection against wiretapping by crackers who try to steal passwords or message texts on the path between facilities.
Protection against spoofing such as session hijack and IP address spoofing.
A possible way to give such protection is to use IPSec and IKE to ensure communication path security.


2. Authentication of the sender/recipient at the entry/exit of their facilities, at their networking devices, at functional units of these devices, and at other units the user wants to use. Authentication methods must be selected based on the communication system and operation rules. Secure methods are recommended, such as PKI-based authentication, key distribution like Kerberos authentication, and use of a pre-assigned common key or one-time password.


3. Protection against spoofing as authorized users or devices in the facility. For information on spoofing, refer to Section 6.5 "Technical safety measures" of " Guidelines for the Security Management of the Medical Information ".
4. Routers and other networking devices must be confirmed safe and routing is properly configured so that they cannot be used for communication with different facilities via a VPN. Devices that are confirmed safe mean that, for example, ISO15408's security targets or other similar documents that stipulate security measures of the devices are confirmed to be in conformance to these Guidelines.

5. Security measures including encryption of data to be transmitted must be taken by both the sender and the recipient. Possible options are SSL/TLS, S/MIME, and file encryption. Encryption keys must conform to the e-government recommended cipher list.


6. Many other organizations are involved in telecommunications between medical institutions: telecommunications carriers, system integrators, system integrators, system operation companies, device maintenance companies that offer remote maintenance services, and more.
Following responsibilities must be assigned to relevant organizations and demarcation points of responsibility among these organizations must be clarified by contract:
· Decision on the timing of sending medical information including clinical records and on the action of starting a series of information exchange operations.
· Handling of the sender's failure in connecting to a network.

· Handling of the recipient's failure in connecting to a network.

· Handling of connection failure or considerable communication delay in the middle of the network path.

· Handling of the recipient's failure in recognizing the information it received.

· Handling of failure in encrypting transmission data.

· Handling of failure in authenticating the sender or the recipient.

· Isolation of failed part in the case of failure.

· Handling of the sender's/recipient's termination of information exchange.

Medical institutions must stipulate the following by contract or operational management rules:
· Clarification of responsibility for managing communication, encryption, and authentication devices. If such management is subcontracted, demarcation points of responsibility must be defined and a contract must be signed.

· Clarification of accountability to patients.

· Designation of an exclusive manager who is responsible for fault restoration and coordination with other facilities and vendors.

· Clarification of responsibility for the consequences to the other party of information exchange.


Notification of patients' inquiry about personal information handling to both the sender and the recipient of the information and confidential matters regarding such personal information handling.

7. Prevention of unnecessary login during remote maintenance by setting appropriate access points, limiting protocols to be used, and controlling access privilege, if necessary.

For maintenance activities, refer to Section 6.8 "Adaptation and maintenance of information system".

8. When signing a contract with a communication carrier or an online service provider, make sure that there is nothing wrong with the scope of managerial responsibility for threats and telecommunications quality including line availability and that the above guidelines 1 and 4 are followed.
7
Requirements of electronic storage
7.1
Provision of authenticity
	A. Institutional requirements

	Authenticity of information of which storage duty is specified shall be provided. 

Measures shall be taken to check the presence of the fact of modification to or erasure of a matter stored in an electromagnetic record and the content of the fact during a storage term and it shall be specified where the responsibility lies related to preparation of the magnetic record.   

(Ministerial ordinance related to use of information communication technology in the storage of documents made by public operators that is based on the stipulations of laws and regulations within the jurisdiction of the Ministry of Health, Labour and Welfare Article 4, Paragraph 4, Clause 2)  


	B. Basics


The authenticity means that where the responsibility for preparation is specified from the viewpoint of a third party concerning information recorded and checked by an authorized person and that false input, overwriting, erasure and confusion by intention or negligence are prevented.  

Confusion refers to recording of a wrong patient or an error in the relationship between recorded information items.  

Institutional requirements must be satisfied in terms of operational and technical aspects.  Placing the importance on either aspect may fail to satisfy the requirements although the cost incurred is high.  Overall measures must be provided while keeping balance between the two aspects.  Each medical institution should examine the operational and technical aspects that will best satisfy the requirements based on thorough understanding of the scale of the institution and the characteristics of the department systems and existing systems.  

B-1.
Prevention of false input, overwriting, erasure and confusion by intention or negligence  

In electronic storage of information of which storage duty is specified, a system administrator in charge of electronic storage must take measures prevent possible tampering/erasure of the content or an input error, overwriting, erasure or confusion by negligence.  A person in charge of preparation (a person who attempts to prepare, overwrite or erase information) must check that information is correctly inputted without overwriting, erasure or confusion by negligence before storing the target information.  

False input, overwriting, erasure and confusion by intention or negligence are attributable to a person who inputs information or equipment/software used.  

The former includes a case where a person who inputs information intentionally tampers information such as a medical care history for some reason or erroneous information is inputted by negligence such as an input error.  

The latter includes a case where information inputted by a person who inputs information is not correctly stored into the system due to a malfunction of equipment used or software bug although the person operates information in an appropriate fashion. 

Prevention of such false input, overwriting, erasure and confusion is difficult to attain only by way of technical measures so that operational measures must be examined as well.  

(1)
Prevention of false input, overwriting, erasure and confusion by intention or negligence 

False input, overwriting, erasure and confusion by intention or negligence are illegal. Prevention of such actions involves observance to the following: 

1.
A person in charge of preparing information is specified and may be checked at any time. 

2.
A person in charge of preparation must be duly identified and authenticated.  In other words, an operation/manipulation environment must be developed to prevent spoofing or other illegal action.  

3.
Work done by a person in charge of preparation shall be specified in a work manual.  

4.
Work shall be executed based on a work manual.  

5.
When and where, who made what manipulation on which information shall be recorded concerning the manipulation made by a person in charge of preparation, and due utilization of the manipulation record shall be audited as required.  

6.
Finalized and stored information shall be kept from modifications or erasure without leaving an amendment history within a storage term stipulated by the operation rules based on the storage term defined in laws and regulations.  

7.
In case there is a possibility of an access to a medical care history due to system adaptation or maintenance, care shall be taken to keep the authenticity and follow the procedure under the Section 6.8 "Adaptation and maintenance of information system". 

False input, overwriting, erasure and confusion by negligence spring from a simple input error, wrong apprehension, and information mix-ups.  Thus, there is no way to reduce input errors to an acceptable level.  

With the understanding that input errors will occur, measures must be taken from both the technical and operational aspects.  For example, it is desirable that operation management regulations request due confirmation of details before finalization of information.  Or, system-based measures may be effective.  For example, portions that are likely to involve an input error may be presented in color display based on near-accident cases.  

(2)
Prevention of false input, overwriting, erasure and confusion attributable to equipment or software used
False input, overwriting, erasure and confusion attributable to equipment or software used involves a risk that could lead to results out of the intention of a person in charge of preparation attributable to a problem inherent to the system in use despite due input by the person in charge of preparation.  Such a situation springs from the following cases: 

1.
System equipment or software is faulty (fault, thermal run away, software bug, version anomaly, etc.)  

2.
Equipment or software is not faulty but is not set up properly, and predetermined functional operation is disabled.  

3.
Valid equipment or software is replaced with invalid equivalent by a malicious third party.  

These threats can be prevented by protecting the stored information and due system maintenance and management.  Each medical institution should take the initiative to maintain the system quality.  For detailed measures, refer to C and D.  

B-2.
Specification of where the responsibility for preparation lies 
For the information to be subjected to electronic storage, a person in charge of preparation must be specified per action that triggers the record.  While the existing information undergoes addition, overwriting or erasure in routine procedures, a person who performed corrections (including a person who prepared the original record) must be specified as a person in charge of preparation separate from a person who prepared the original record.  

There may be cases where a person in chare of preparation, addition or correction of information is self-evident from the scale of the medical institution or management/operation form.  In such a case, an operation method shall be determined to specify a person in charge of preparation and described the method in the operation management regulations before starting record-oriented operation.  

The following shows examples of persons in charge of preparation and relevant information: 

Example 1) A doctor describes his/her findings on a chart in the examination of a patient. 


Information
: Findings


Person in charge of preparation
: A doctor who actually examined a patient. 

Example 2) A nurse describes in a nursing care record the process of treatment that is based on an instruction from the doctor.  


Information
: Treatment record


a person in charge of preparation
: A nurse who actually made treatment on a patient. 

Example 3) A doctor in charge of X-ray interpretation prepares an X-ray interpretation report of a radiograph.


Information
: X-ray interpretation report


Person in charge of preparation
: A radiologist who performed X-ray interpretation

Example 4) A laboratory technician executes validation of an examination result outputted from an examination line and stores the results into the system.  


Information
: Examination result


Person in charge of preparation
: A laboratory technician that performed validation and storage.   

Example 5) In the nighttime or the like, a duty doctor has made an order input of a specified drug under the instruction from the main doctor over the phone.  


Information
: Instruction for medication


Person in charge of preparation
: A duty doctor who actually executed the order

The above descriptions are made in principle by a person in charge of preparation that has executed the medical care.  Such as in the recording of the process of surgical operation on a chart, description by the doctor who performed the surgery as an original person in charge of preparation may be physically impossible so that a proxy may describe the process.  

In case a medical institution accepts such a case as the policy of the organization, there must be definite rules on who will act as whose proxy and who actually acted as whose proxy must be specified concerning practice of such a case.  

Example 6) In the nighttime or the like, a duty nurse has made an order input of a specified drug under the instruction from the main doctor over the phone.  


Information
: Instruction for medication


Person in charge of preparation
: A nurse who actually executed the order


Proxy
: Duty nurse

Considering the above situations, there are four requirements, of which analysis follow. 

(1)
Identification and authentication of a person in charge of preparation

(2)
Finalization of record 

(2)
Recording of identification information 

(3)
Storage of update history 

(1)
Identification and authentication of a person in charge of preparation

Refer to "6.5 Technical safety measures" "(1) User identification and authentication" in Section 6 of the Guidelines.  

<Notes on use of proxy-based input>

In case proxy-based input is accepted in the operation of a medical institution, an ID must be issued to each individual to perform input and the ID must be used to access the system.  Also in routine operation, disclosure of an ID or a password to others or use of the ID of another person to access the system must be prohibited since it will be impossible to identify the worker from the work history stored in the system.  

(2)
Finalization of record
Finalization of record refers to completion of input by a person in charge of preparation and completion of capture of the output results by the examination/measurement equipment.  A point in time a record is finalized refers to a point in time storage of the information starts with due authenticity provided.  It must be specified when the information was prepared by who and it must be assured that the stored information does not include any addition, modification or erasure.  In case addition, modification or erasure is required after the finalization of information, the corresponding content must be prepared as a new record associated with the finalized information and stored separately as final information.  

For a record prepared by way of manual input (including capture of information from peripheral equipments such as a scanner and a digital camera), a person in charge of preparation must check for an input error or confusion by negligence and perform "finalizing manipulation" to discriminate the information from addition, overwriting or erasure of the same information that follows.  In an operation scheme where a record is assumed final when a predetermined time has elapsed since the last input or a specific time is reached, a method for identifying a person in charge of preparation as well as the operation method shall be determined and the method be specified in the operation management regulations.  

In case information is registered from an external equipment system on top of the manual input, accuracy or correctness of the target information must be checked at the time point of capture or registration and a person responsible for the work must finalize the information.  

For a record prepared by specific equipment or system duly managed by a person responsible for management, such as a clinical examination system, equipment for photographing medical images (modality) or a filing system (PACS), output from the equipment may be handled and administered as final information.  In this case, the final information must specify which record was created when by who with a combination of a system feature and operation.  

The following are three use cases of "finalization of record" in an electronic storage system, with definition of respective requirements.  

(2-1)
When an operator inputs information to prepare a record while watching the input screen  

(2-2)
When image information (such as a photograph of an affected area) not including information to identify a patient is captured from an external equipment such as a digital camera to prepare a record   

(2-3)
When information finalized in an external system is captured to prepare a record.  

(2-1)
When an operator inputs information to prepare a record while watching the input screen 
The following describes the basic finalizing manipulation on the basis of a person who inputs information: 

Also in an operation scheme where a record is assumed final when a predetermined time has elapsed since the last input or a specific time is reached, the procedures must be followed.  

(1)
Finalizing manipulation assumed in case a person in charge of preparation inputs information

Finalizing manipulation is required upon completion of a single input manipulation.  The "single input manipulation" means that finalizing manipulation is necessary in units of individual patients so as to allow checkup of the input details even in case medical care of multiple patients are made in succession.  

(2)
Finalizing manipulation assumed in case a person who inputs information differs from a person in charge of preparation


In principle, input of information is made by a person in charge of preparation.  As mentioned above there may be a case where input by a proxy is required in terms of operation.  When a proxy performs input, it is desirable that identification information such as the name of a proxy be recorded.  


A person in charge of preparation must check the record retails and perform finalizing manipulation without delay.  A proxy must not perform finalizing manipulation.  

(3)
Finalizing manipulation assumed in case a single medical care history is prepared in cooperation by members involved in medical care


For the record involving multiple persons in charge of preparation, a record for which each person is responsible and the corresponding range must be specified.  

(4)
Finalizing manipulation assumed in case a schema drawing prepared by a person in charge of preparation of records or his/her proxy on paper is computerized with a scanner or a digital camera 

Recording information transmitted from external equipment is temporarily stored into a terminal in an electronic storage system and the details of the received information are checked and patient attributes are assigned (as required) and checked, and then the resulting information is transmitted to the electronic storage system for storage in the same.  


Finalization of records in this case is a point in time the details are checked on the terminal.  A person in charge of preparation must check the details on the terminal.  

(2-2)
When image information (such as a photograph of an affected area) not including information to identify a patient is captured from an external equipment such as a digital camera to prepare a record  
In case a digital camera is connected to a terminal running the authentication feature of an electronic storage system and a photograph of an affected area and a handwritten schema and the like (image information captured is subjected to direct diagnosis by a doctor and the image information does not include information to identify the patient) are stored as part of a medical care history, a person who prepared the records must check the image information captured from external equipment and finalize the information as a medical care history.  

The following shows the above process as a use case: 
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[Case outline]
Case where a photograph of an affected area captured from external equipment is stored into an electronic storage system as part of medical information via a terminal running the authentication feature of the electronic storage system  

[Input procedure]

Case where medical information transmitted from external equipment is temporarily stored into a terminal in an electronic storage system and the details of the received information are checked and patient attributes are assigned (as required) and checked, and then the resulting information is transmitted to the electronic storage system for storage in the same.  

[Finalization of records]

Finalization of records in this case is a point in time the details are checked on the terminal.  A person in charge of preparation must check the details on the terminal.  

[Basic requirements]

· Operator authentication on a terminal shall use the operator authentication feature of an electronic storage system.  

· Upon finalizing manipulation in an electronic storage system, the stored data shall not be modified with operation on external equipment. 

[Example of external equipment]

Examples of external equipment include a digital camera, a fundas camera, and emergency examination device.  

(2-3)
When information finalized in an external system is captured to prepare a record  
In case medical information is cited and registered to another electronic storage system from a system including data on when and which record was prepared by who with the record finalized, such as a nursing assistance system, a clinical examination department or a radiology department, finalization of records is not particularly required in the receiving electronic storage system.  

A person in charge of preparation in this case is a person who finalized the information in the external system.  Operator authentication equivalent to that in the electronic storage system required in the external system shall be implemented by way of a combination of techniques and operation.  

In case an operation exists where records are re-prepared and retransmitted by an external system or an operation exists where data is modified in an electronic storage system, timing of finalization must be specified in the operation management regulations.  

The following shows the above process as a use case: 
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[Case outline]

Case where medical information is sited and registered to an electronic storage system from an external system equipped with the finalization feature  

[Input procedure]

1.
Data is transmitted from an external system to an electronic storage system and the data is finalized there. 

2.
Re-examination is made in the external system and the data is transmitted again to form a finalized version.  

3.
Data is modified in the electronic storage system to form a finalized version.  

[Finalization of records]

Operation of the above steps 1, 2 and 3 shall be analyzed per external system and the finalization timing be determined.  

(For example, only step 1 is use; or steps 2 and 3 are limited to a certain period after the initial transmission.)  

[Basic requirements]

· An external system implements via a combination of techniques and operation an operator authentication feature equivalent to that in an electronic storage system.  

· In case an external system does not technically include an operator authentication feature equivalent to that in an electronic storage system, information on the person who finalized the data is inputted at the time of data finalization． The person who finalized the data is a person who inputted data in the finalizing manipulation.  Operation to assure authenticity is required on the side of an external system such as data checkup by the responsible person.  

· In case corrections (addition, modification or deletion) occurred in the medical information after data finalization, the correction information shall be transmitted to an electronic storage system and it shall be assured that the electronic storage system be capable of retaining the update history (addition, modification or deletion).  

· Upon finalizing manipulation in an electronic storage system, the stored data shall not be modified with operation on external system.

[Example of external system]

Examples of external systems include a nursing assistance system, clinical examination equipment, photographing equipment (modality) of medical images and a filing system (PACS).  

(3)
Records of identification information 
When and who prepared a finalized record must be clear to a third party.  Identification information of a person in charge of preparation must include the name of the person and the time of data preparation.  It must be assured that the identification information of a person in charge of preparation be associated with record information and wrong association cannot be made with ordinary means and the association cannot be separated, modified or tampered.  

In principal, identification information must be recorded or described in the medical care history of an individual patient on the basis of individual action the person who prepared the information is responsible for.  Identification information of a person in charge of preparation is necessary in preparation of the initial medical care history although the identification information is necessary with respect to the medical care history in addition, modification or deletion of the finalized information in the storage.  

Also in the group medical care and group nursing, a person in charge of preparation shall be an individual person.  In case multiple responsible persons exist, the multiple individuals shall be recorded as responsible persons.  

(4)
Storage of update history 
Taking medical information as an example, medical information increases as medical care is performed.  Often new findings lead to additions or modifications to the final records that have been stored.  In this way, updates of records that are based on medical care practices must be readily discriminated from illegal tampering on the records.  For this purpose, detail of update of records and date/time of update must be recorded and the identification information of the person responsible for finalization of update must be stored in association with the details of update to prevent possible tampering on the information.  The environment in which updated information is stored must include a capability to verify possible tampering.  For example, one of the following methods may be employed as such an environment: 

1.
A method whereby strict control of an access to an electronic storage system is to be implemented.  In the method, an update history must be recorded upon corrections after finalizing manipulation in order to prevent correction of records without corresponding update history in the system operation.  To prevent illegal tampering, system operation must be made while duly considering the security and measures be taken in both technical and operational aspects.  

2.
A method for detecting changes to the finalized information in a medical care history by way of a mathematical method such as use of a hash value, and for performing time stamp signature using a time source on the records nad a value obtained through the mathematical method.  

3.
A method where a time stamp using the electronic signature of a person in charge of preparation and a reliable time source is affixed at finalization of records.  

In case a medical care history that has been finalized is updated, an update history (to clearly discriminate the pre-update information from the post-update information) must be stored and it must be assured that the pre-update information and the post-update information be referenced in association with each other.  Examples of such methods include the following: 

1.
In case the finalization range of a medical care history is explicit and an update takes place on the range after finalizing manipulation, indication to that effect is presented in an easy-to-find location.  To check the details of change, the medical care history before update (finalization) is called on the screen and the changes are visually checked.  

2.

To update an individual medical care history, the deleted portion is indicated with strikeout rather than the old records are simply deleted.  Additions are explicitly displayed.  

3.

On top of the above changes to the text, data with complicated representation may be modified such as examination equipment data (radiograph, pathological image, waveforms or the like).  A feature to trace the update history is required.  

	C. Minimal guidelines


Measures are more effective and secure when practiced both technically and operationally.  System operation shall be made as per the operation management regulations determined by the manager of the organization and the following must be described and observed to satisfy this requirement.  The minimum essential features of the system shall be described also.  

(1)
Identification and authentication of a person in charge of preparation
a.
When records such as a electronic chart system are prepared on a general-purpose input terminal including a PC 
1.
Operation method is determined where identification information used for personal authentication/identification such as an ID and a password is issued to a user and the information is known to or accessible to the identical user.  The system shall have a personal authentication/identification feature using the issued ID and password, except for a case where security is assured by the operation.  

2.
In case a security device such as an IC card is used for personal authentication/identification, the security should not be provided with the device alone but with a combination of the device and a user ID/password.  

3.
In case biometrics data such as fingerprint or iris pattern as personal authentication/identification, a combination with a user ID/password must be employed to assure one-to-one matching.  

4.
For all input manipulations to a system, authority control (access control) must be specified that is based on necessary brackets such as the job category and affiliation of a person who inputs information.  Preparation, addition or modification by an unauthorized person must be prevented.  

5.
Terminals on which task applications are operable shall be managed to prevent an access by an unauthorized person.  

6.
For remote access to an information system from outside a medical institution, security measures are required such as encryption and barring of an access from a terminal connected to a network.  

b.
When records are prepared on specific equipment or in a system such as a clinical examination system or a medical image filing system 
A person responsible for management of equipment and an operator shall be specified in the operation management regulations and manipulation of the equipment shall be prevented except by the person responsible for management or operator.  Records prepared on the equipment shall specify when and who performed the manipulation by way of a combination of a system feature and operation.  

(2)
Establishment of procedure for finalizing records and record of identification information of a person in charge of preparation 
a.
When records such as a electronic chart system are prepared on a general-purpose input terminal including a PC
1.
To prepare or store a medical care history, a system must include an arrangement to register finalized information.  In that case, the information must include identification information such as the name of a person in charge of preparation and a preparation date/time using a reliable time source.  

2.
A person in charge of preparation must be able to duly check the details of information before "finalization of records".  

3.
False input by intention, overwriting, erasure or confusion of finalized records can be prevented including the operation and, upon detection of one of them, the restoration is made possible using backup data.   

4.
In case externally inputted information is "referenced", the information must be finalized records duly stored in accordance with the Guidelines.  In case the information to be referenced is not "stored records", the information must be captured by way of transfer means such as copying before "finalization of records" including the information takes place.  

b.
When records are prepared on specific equipment or in a system such as a clinical examination system or a medical image filing system 
Rules for finalizing records prepared on the equipment shall be specified in the operation management regulations.  In such a case, the records shall include identification information such as the name of a person in charge of preparation (or identification information of equipment) as well as a preparation date/time using a reliable time source.  

False input by intention, overwriting, erasure or confusion of finalized records can be prevented including the operation and, upon detection of one of them, the restoration is made possible using backup data.  

(3)
Storage of update history 
1.
In case a finalized medical care history is updated, it is possible to store an update history and check the pre-update information against the post-update information as required.  

2.
Reference (matching) of update history shall be made with a method for referencing the pre-update information and the post-update information as separate information physically independent of each other in the order of updates, or a method for specifying the changes at updates (such as displaying strikeout).  

3.
Even in case updates are made to the same medical care history several times, the order of updates can be identified.  

4.
An access log record is stored and measures are taken to prevent tampering of the log.  Upon tampering or deletion of recorded information, the fact can be verified.  

(4)
Feature to approve proxy-based manipulation

1.
If there is a case where proxy-based manipulation is admitted in terms of operation, which medical care applications (procedures) the proxy-based manipulation is applied to and who may act as whose proxy shall be defined.  

2.
If there is a case where some medical applications admit proxy-based manipulation, identification information of the proxy operator shall be previously registered in the system as a person involved in the operation of an electronic storage system.

3.
In case a proxy-based manipulation is made, management information on when and who acted as whose proxy shall be recorded each time the proxy-based manipulation takes place.  

4.
A medical care history recorded by way of proxy-based manipulation shall be subjected without delay to "finalizing manipulation (approval)" by a person in charge of preparation.  For this purpose, information recorded by proxy-based input and its management information shall be open to reference on a per demand basis and a prompting feature shall be organized as a rule in the organization to allow finalizing manipulation within a predetermined period.  

5.
For operation where records are automatically finalized in a predetermined period, a definite rule shall be formed to identify a person in charge of preparation and the rule be specified in the operation regulations.  

(5)
Management assumed in case a single medical care history is jointly prepared by multiple medical care workers 
1.
In case the operation assumes a case where a medical care history is jointly prepared, which medical care applications the case is applied to shall be defined.  A role player (role) in charge of each application shall be defined using a specific job category or an affiliated department.  

2.
In case there is a case where someone else acts as a proxy to provided description to be made by each role player with the method defined under (4), the role player in charge of the proxy shall be defined for each medical care application.  

3.
Finalizing manipulation shall be made available in units of shares of description and the identification information of each descriptor shall be recorded.  

(6)
Quality management of equipment and software
1.
Which equipment and which software compose the system and in which situation and applications the equipment and software are used shall be specified and the system specifications shall be defined.  

2.
Revision history of equipment and software as well as a process to verify the propriety of work done when the equipment/software was introduced shall be specified.  

3.
To conform to the details specified in the operation management regulations, education of workers shall be performed. 

4.
Internal audit shall be periodically performed.  

(7)
Conformance to rules
1.
To conform to the details specified in the operation management regulations, education of workers and adherence to the rules are essential.  Education practices and adherence to the rules shall be grasped on a regular basis. 

2.
In revision of rules or use of new workers, education shall be conducted.  

3.
Internal audit concerning adherence to rules shall be performed regularly (at least one in a half year).  

	D. Recommended guidelines


Description under "C. Minimal guidelines" is the minimum measures and considers only general and representative threats in an electronic storage system.  To a medical institution highly responsible for provision of patient security and protection of personal information, enhanced security and sophisticated measures to support higher credibility of computerized information are desirable.  

The sophisticated measures mainly include technical measures showing remarkable progress in recent years.  In this context, it is recommended that a particular system be equipped with the features described below despite a case where records are prepared on a general-purpose terminal including a PC such as in an electronic chart system or a case where records are prepared on specific equipment or system, such as in a medical image filing system.   

Techniques of security or security management are rapidly changing so that what is recommended here might become obsolete in several years (or in several months).  In such a case, the Guidelines would have to be revised.  A medical institution in charge of operation management of the system should recognize the relevant responsibility.  

(1)
Identification/Authentication of a person responsible for preparation and recording 
1.
An electronic certificate is issued for identification/authentication of a user involved in input/preparation of records.  A private key known to an authorized user alone is stored in a security device such as an IC card.  

2.
Means shall be used whereby an authorized user uses authentication information such as a password and biometric authentication if wishing to activate a private key and the authentication information is not transmitted without being encrypted.  Activation of a private key shall be requested on the basis of logon to a terminal when an electronic certificate is used for authentication of the system, and on the basis of signature when used for electronic signature.  

3.
An appropriate access control feature corresponding to the range of authority of the user is required.  

4.
For remote access to an information system, encryption of a communication path such as a VPN is required.  An authentication system including at least two elements such as an IC card, an electronic certificate and a password shall be used to identify/authenticate the user.  

(2)
Establishment of procedure for finalizing information and recording of identification information of responsibility for preparation/recording 
1.
Electronic signature of a person responsible for preparation shall be provided in "finalization of records".  To specify when finalizing manipulation was made, a time stamp signature using a reliable time source shall be given immediately after the finalizing manipulation.  

2.
Identification information of a person in charge of preparation shall be associated with recorded information via an electronic signature in "finalization of records".  A system shall be used where the signature is given within a secure token such as an IC card or information of a private key does not remain after the signature in case the signature is given on the user’s terminal.  

3.
Validity of the certificate and the signature at the time of signature can be checked for a period longer than the period in which storage is obligatory.  

4.
Procedure shall be made obligatory to assure that a responsible person has duly checked the details of information in the "finalizing manipulation".  

(3)
Storage of update history 
1.
Information that has been finalized shall have corresponding history of later addition, overwriting or erasure stored and the content shall be readily checked in order to adequately check such a fact.  In the finalizing manipulation of addition, overwriting or erasure, an electronic signature including a change history of the affected portion shall be given.  

(4)
Feature to approve proxy-based manipulation (only n case proxy-based manipulation is necessary in terms of operation)  

1.
It is necessary whether proxy-based manipulation is approved can be defined per medical care application (procedure).  

2.
The role of an operator shall be defined.  It is necessary that propriety of applying proxy-based manipulation to the above-defined procedure can be determined.  

3.
For a procedure to which proxy-based manipulation is made, approval by the approver (person in charge of preparation) shall be allowed.  The approval shall be prompted.  

(5)
Management assumed in case a single medical care history is jointly prepared by multiple medical care workers 
1.
Signatures by multiple persons who input information shall be supported with respect to a single medical care history.  In this case, multiple signatures may be assigned to a single information unit.  Or, information may be divided into sections corresponding to shares of workers and each information item as independent information may be given a separate signature.  In the latter case, care should be taken not to lose association between information items.  

2.
A work flow of information input in the joint work may be managed and control is possible in line with the work flow.  

3.
A log shall be recorded in line with the work flow.  

(6)
Management assumed in case a medical care history is accessed in system adaptation or maintenance 
1.
Operation management regulations shall be developed and regularly audited.  

2.
An access log shall be regularly audited.  

(7)
Quality management of equipment and software
1.
Configuration of software of a system shall be managed and detection of illegal changes be available.  Upon detection, restoration of the system shall be available using backup data.  

(8)
Prevention of input error
1.
Based on the assumption that negligence will occur, system measures to prevent an input error shall be provided considering the past near-accident cases.  

2.
Situation of input errors shall be inspected and measures to prevent an input error shall be evaluated regularly for validity.  If insufficient, the arrangement and method for preventing an input error shall be corrected. (Arrangement of drugs, coloring, limit quantity/count check, contraindication check, and check by the authorized user)  

(9)
Conformance to rules 
1.
Rules described in operation management regulations must be reliably observed.  Effective implementation of an internal audit for assurance is mandatory.  In case the audit cannot be conducted duly and effectively inside the medical institution, the audit procedure should be entrusted to a third party.  

2.
It is not mandatory but earnestly recommended that the operation process in the organization should be implemented in conformity to a standard (such as ISO9000 or ISMS).   

7.2
Provision of visual readability 

	A. Institutional requirements

	Visual readability of information of which storage duty is specified shall be provided. 

Measures shall be taken to allow on-demand output of a matter stored in an electromagnetic record and to immediately display the matter on a computer in use in a legible and systematic form as well as prepare a form.  

(Ministerial ordinance related to use of information communication technology in the storage of documents made by public operators that is based on the stipulations of laws and regulations within the jurisdiction of the Ministry of Health, Labour and Welfare Article 4, Paragraph 4, Clause 1)


	B. Basics


Visual readability refers to the capability of placing the information content stored on an electronic medium in a state the information is visually readable by the naked eye as required based on a request from an authorized owner.  "As required" means "with a response time and a throughput" and a manipulation method that will not be an impediment to respective purposes of "medical care", "explanation to a patient", "audit" and "lawsuit".  For the audit in particular, it is requested to be able to display the content of target information on a form.  

Information stored on an electronic medium cannot be visually read.  Mutual relationship between information items recorded on multiple media is hard to grasp.  Some application is required to capture information from the electronic media.  A master or a user table as a prerequisite for display may exist separately.  It is requested that such visual readability means normally operate in a routine fashion.  

Failure to provide necessary information to an authorized information user or display of information different from the recorded content is a major impediment.  Protection measures across the system are necessary to prevent the above.  From the viewpoint of visual readability, measures must be provided to assure the minimum visual readability to keep medical care from serious troubles even in the presence of some system fault.  

Visual readability requested in "medical care" or "explanation to a patient" should be secured for a medical care worker such as a main doctor.  In an emergency also, there must not be restrictions that approval by a person other than medical care workers is required when a medical care worker wishes to browse a medical care history.  

	C. Minimal guidelines


Requirements include: all medical information stored on an electronic medium is visually readable with a response time/a throughput and a manipulation method that will not be an impediment to the purpose of visual reading; and visual reading is ensured with a backup system at a level where medical care is free from a fatal impediment even in the presence of a system fault.  

(1)
Management of whereabouts of information 
Information distributed and managed on various types of media including information managed in paper form shall be arranged on a routine basis so that whereabouts of patient-based information will be easily located.  

(2)
Management of visual reading means 
All information stored on electronic media and its visual reading mean shall be managed in association with each other.  The equipment, software and related information as visual reading means shall be maintained on a regular basis.  

(3)
Response time and throughput corresponding to purposes of visual reading 
1.
Purpose of medical care

(1)
In an outpatient medical care department, it shall be assured that the last medical care history of a patient is retrieved and displayed or displayed on a form within a time that does not interfere with the medical care on that day.  
(2)
In an inpatient medical care department, it shall be assured that the medical care history of an inpatient is retrieved and displayed or displayed on a form within a time that does not interfere with the medical care on that day.
2.
Explanation to a patient 
(1)
It shall be assured that information is retrieved and displayed or displayed on a form without delay upon explanation to a patient.  "Without delay" in this case refers to within several minutes.  

3.
Audit
(1)
It shall be assured that the medical care history of a specified patient on the day of audit is retrieved and displayed or displayed on a form within a time that does not interfere with the audit process.  
4.
Lawsuit
(1)
It shall be assured that the medical care history of a patient is displayed on a form by the day specified by a predetermined institution.  
(2)
In case there are more two or more storage locations, visual reading means shall be provided per storage location and its manipulation method shall be specified.  
(4)
Redundancy as system fault measures
In order to assure visual reading of a medical care history within a range not interfering with ordinary medical care in the presence of a fault in a single subsystem, system redundancy or backup visual reading means shall be provided.  

(5)
Storage of backup data as system fault measures
As permanent or persistent fault measures of the system, backup data shall be collected on a daily basis.

	D. Recommended guidelines


On top of the minimal guideline, the following measures are desirably taken as fault measures.  

(1)
Backup server 
It shall be assured that, even in case the system is shut down, the minimum medical care histories necessary for routine medical care are visually read by using a backup server and a general-purpose browser.  

(2)
External storage feature supporting visual readability 
It shall be assured that, even in case the system is shut down, a series of medical care histories satisfying the visual reading purpose is outputted to an external file in a form supporting visual readability to permit visual reading with a general-purpose browser.   

(3)
Search feature using data backup on remote site
It shall be assured that, as disaster measures against large-scale fires, electronic records are provided as backup data on a remote site and the minimum medical care histories necessary for routine medical care are visually read by using the backup data and a general-purpose browser.  

7.3
Provision of storage property
	A. Institutional requirements

	Storage property of information of which storage duty is specified shall be provided. 

Measures shall be taken to allow storage of matters recorded in an electromagnetic record in a recoverable state in the storage term.  

(Ministerial ordinance related to use of information communication technology in the storage of documents made by public operators that is based on the stipulations of laws and regulations within the jurisdiction of the Ministry of Health, Labour and Welfare Article 4, Paragraph 4, Clause 3)


	B. Basics


Storage property refers to storage of recorded information in a state where the information is authentic and is subjected to visual reading for a term stipulated in laws and regulation.

In case information such as a medical care history is stored in an electronic form, the following may threaten the storage property.  

(1)
Corruption or confusion of information caused by viruses or inappropriate software 

(2)
Loss or corruption of information caused by inappropriate storage or handling

(3)
Inability to read information or incomplete reading caused by degradation of recording media or facilities

(4)
Inability to restore information caused by inconsistency of media, equipment or software 

To remove these threats, it is necessary to take measures against respective causes in both technical and operational aspects.  

(1)
Corruption or confusion of information caused by viruses or inappropriate software 
Electronically stored information such as a medical care history could be corrupted by inappropriate software operation caused by viruses or bugs.  Thus, it is necessary to prevent viruses or other inappropriate software from accessing the information.  

It must be ensured that software manipulating the information is not tampered and is operating in accordance with the specifications.  

Moreover, an arrangement is desirable for checking that the stored information is not tampered.  

(2)
Loss or corruption of information caused by inappropriate storage or handling 

Information could be lost or corrupted due to inappropriate storage of media including electronic information or inappropriate handling of equipment storing information.  To prevent such a trouble to occur, technical and operational measures must be taken to appropriately store and handle information-storing media and equipment.  Entry to a server room where media and equipment string electronic information are located must be granted to an authorized person alone.  

Backup of information such as a medical care history must be created on a regular basis and arrangement must be provided to manage the backup information with its history and restore the original information such as a medical care history from the backup upon tampering or corruption of the original information, against possible loss or corruption of information.  The procedure for restoring information from backup and the procedure for using the restore information for medical care and as information to satisfy the storage duty are desirably specified.  

(3)
Inability to read information or incomplete reading caused by degradation of recording media or facilities
Inability to read information or incomplete reading caused by degradation of recording media or recording equipment could result in a loss of electronically stored information such as a medical care history or corruption of the same.  To prevent this, it is necessary to duplicate target information onto new storage media or storage equipment before degradation starts, in consideration of the degradation characteristic of storage media or storage equipment.  
(4)
Inability to restore information caused by inconsistency of media, equipment or software 
Inconsistency of media, equipment or software could result in failure to restore electronically stored information such as a medical care history.  Examples of such cases include inconsistency of a master DB and index DB in system migration as well as incomplete restoration of information or inability to read information caused by incompatibility of equipment or media.  To prevent this, it is necessary to lay out a meticulous application takeover plan.  

	C. Minimal guidelines


To remove causes that threaten the storage property, measures described under the minimal guideline for the authenticity and the visual readability as well as the following measures must be taken.  
(1)
Prevention of corruption or confusion of information caused by viruses or inappropriate software 
1.
To prevent corruption or confusion of information caused by inappropriate software containing so-called computer viruses, software, equipment or media used in the system must be duly managed.  

(2)
Prevention of loss or corruption of information caused by inappropriate storage or handling 
1.
For storage and handling of recording media or recording equipment, relevant operation management regulations must be prepared.  Those concerned must receive education in appropriate storage and handling of information and its must be assured that they all understand the regulations.  A work history must be kept concerning storage and handling of information.  

2.
Locations in the system where information is stored (inside or portable media) must be specified.  The maximum storage quantity (size, term), risks, response, backup frequency, and backup method for each storage location must be specified.  The above information must be organized into the operation management regulations, operation of which must be made known to all members concerned.  

3.
Measures are required to inhibit entry to a server location except for an authorized person.  

4.
The history of access to electronically stored information such as a medical care history must be prepared and managed.  

5.
It must be assured that the original information is restored with backup data in the event of corruption of information in each storage location.  In case it is impossible to restore the original information, the range of loss of data must be readily located.  

(3)
Prevention of inability to read information or incomplete reading caused by degradation of recording media or facilities  
1.
Information must be copied to new recording media or recording equipments before the current recording media starts to degrade.  The term in which data storage is operational without degradation must be specified on the basis of individual recording medium or equipment.  The first day of use and the last day of use must be controlled.  A regular check such as once in every month must be made and the data in a recording medium or equipment approaching the last day of use must be copied to a new medium or equipment.  The flow of the series of operations must be described in the operation management regulations for thorough understanding by those concerned.  

(4)
Prevention of Inability to restore information caused by inconsistency of media, equipment or software 
1.
Measures must be taken to keep information accumulated in a former system available in a new system in the system migration.  At the time of system introduction, the system introducer must be made are of information disclosure conditions on data migration by way of a contract.  In this way, it is necessary to prevent the inability to migrate data attributable to loss of knowledge of the data structure in the system in migration from an old system to a new system.  The disclosure conditions must cover such scenes as bankruptcy, liquidation, and halt on support.  

2.
To boost data migration that accompanies system upgrading, a feature is required whereby data such as a medical care history may be inputted/outputted in a standard format if any, or in a data format that allows smooth conversion.  

3.
A feature must be provided where the information such as a past medical care history remains unchanged when a master DB is modified.  

	D. Recommended guidelines


To remove causes that threaten the storage property, the above minimal guideline and the measures described under the recommended guidelines for the authenticity and the visual readability as well as the following measures must be taken.  
(1)
Prevention of corruption or confusion of information caused by viruses or inappropriate software

1.
With a system where electronically stored information such as a medical care history is accessed, anti-virus software must be installed.  Viruses must be regularly detected and a detected virus must be disinfected without delay.  Terminal operation management must be made so that a virus definition file is kept updated.  

2.
An anti-virus gateway must be installed in order to prevent a virus from invading the system of the hospital.  Measures must be taken to install a server for updating a virus definition file in order to provide systematic measures that keep updated the virus definition file and its version included in the ant-virus software installed in each terminal.  

(2)
Prevention of loss or corruption of information caused by inappropriate storage or handling 
1.
A recording medium, recording equipment or a server must be stored in a room accessible to an authorized person alone.  A history of entry/exit to/from the room must be kept and stored in association with a work history related to storage and handling of information.  

2.
The server room must include physical measures such as a key so as to permit entry of only an authorized person.  

3.
A feature is required whereby backup of data such as a medical care history is regularly acquired and inspection is made on the data for corruption of information due to tampering.  In case it is proved that the information is free from tampering, a copy of the information is used for medical care and handled as information satisfying the duty of storage in the event of corruption of the original data.  

(3)
Prevention of inability to read information or incomplete reading caused by degradation of recording media or facilities 

1.
Information must be stored on a recording medium whose quality is guaranteed to a certain level.  

2.
To store information such as a medical care history into recording equipment such as a hard disk, measures must be taken against a disk fault equivalent to that occurring in a RAID-1 or a RAID-5.  

7.4
Subscription and affixing seal stipulated in laws by way of electronic signature 

	A. Institutional requirements

	The "electronic signature" refers to measures that are taken on information recordable in an electromagnetic record (a record that is prepared with a system not recognized through human perception such as an electronic system or a magnetic system and that is used for information processing on a computer; the same applies to the following) and that satisfies each of the following requirements: 

I
The electronic signature indicates that the information was prepared by a person who took the measures.

II
The electronic signature allows checkup of the information for any change.
("Law concerning electronic signature and authentication" Article 2, Paragraph 1)


	B. Basics


In the notification in April 1999 ("Notification on storage of medical care history and medical care records on electronic media of which storage duty is stipulated in regulations"), a document on which a signature or an inscription/seal is made obligatory by laws and regulations was excluded because the "Law concerning electronic signature and authentication" (Year 2000 Law No.102.  Hereinafter referred to as the "Electronic Signature Law") was not created.  The Electronic Signature Law was enacted in May 2000.  A document specified in the "Ministerial ordinance of the Ministry of Health, Labour and Welfare that is based on the Law concerning use of information communications in the storage of documents made by private operators" as a medical care document covered by the e-Document Law may be prepared and stored with an electronic signature defined under A applied instead of an inscription/seal.   

For a document related to medical care, it must be assured that a signature can be verified with reliability for a certain term.  Unlike a signature or an inscription/seal, an electronic signature allows strict verification as per I, II of A although verification is disabled when the expiration date of the electronic certificate is reached.  A target document is a target of administrative supervision so that it must be assured that an electronic signature applied can be verified by an administrative body.  

	C. Minimal guidelines


In case an inscription/seal is replaced with an electronic signature with a document of which a signature or an inscription/seal is made obligatory by laws and regulations, an electronic signature must be given that satisfies the following conditions.  
(1)
Applying an electronic signature by using an electronic certificate issued by a certified specific authentication operator 
1.
While it is possible to satisfy the requirements under A without using an electronic certificate issued by a certified specific authentication operator that is based on the stipulation of the Electronic Signature Law, it is necessary to perform personal identification with a similar strictness and it must be assured that an administrative body performing supervision can verify an electronic signature.  

2.
While it is possible to use a public personal authentication service that started on January 29, 2004 based on the "Law concerning the authentication work of local public entities related to an electronic signature" (Year 2002 Law No.153), it is necessary that a person who must verify the electronic signature except an administrative body is able to verify an electronic signature using any public personal authentication service.  

(2)
Affixing a time stamp on a document including a electronic signature
1.
The time stamp must conform to the standard for time authentication work defined in "Guidelines for time business--For secure use of a network and secure long-term storage of electronic data--" (Ministry of Internal Affairs and Communications, November 2004) and must be one from a time authentication operator certified by the Nippon Information Communications Association, and must permit verification by a third party. 

2.
Measures must be taken to keep the validity of a time stamp within the legal storage term.  

3.
For use and long-term storage of a time stamp, appropriate measures must be taken while considering the content of notifications or guidelines from related agencies as well as standard techniques and applicable guidelines.  

(3)
Using a valid electronic certificate when the time stamp is affixed 
1.
As a matter of fact, a valid electronic certificate must be used to affix an electronic signature.  Fundamentally, it is required that an electronic signature itself can be verified within a legal storage term.  If a time stamp can be verified, it is possible to verify the validity of an electronic signature assumed when the electronic signature is affixed as long as an electronic signature can be verified at the time a time stamp is affixed.  

8
Standard for external storage of medical care history and medical care records
Standards related to storage location of a medical care history are presented in two cases.  One is external storage of information by way of electronic media.  The other is external storage of information in the form of paper.  For electronic media, a case is specified where information is externally stored over a telecommunication circuit.  Thus, there may be three cases:  
(1)
External storage of information onto electronic media via a network 
(2)
External storage of information onto electronic media using portable media such as a CD-R, a DVD-R or the like. 
(3)
External storage of information in the form of paper or a film 
It is assumed that a medical institution is capable of storing a medical care history via a telecommunication circuit.  The final report by "Medical information network base study meeting" proposes cases where an application related to external storage may be otherwise outsourced.  In the actual operation, full knowledge on security management is required both in terms of technology and information science. 

For (2) External storage of information using portable media and (3) External storage of information in the form of paper or a film, the storage location is not limited to a medical institution but an agent specialized in the storage or a warehouse may be used for storage of information while taking the protection of personal information into full consideration.  

8.1
External storage on electronic media via network 
By fully utilizing the current techniques and carefully operating the same, it is possible to reduce costs in a medical institution outsourcing the external storage or facilitate security operation by securing the authenticity and properly performing security management in an institution entrusted with external storage such as a medical institution capable of storing information externally via a network.  

While a method for externally storing information via a telecommunication circuit is advanced and includes several advantages, the security, communication technique and its operation method require full attention.  The method should be utilized carefully and steadily, since if information leakage or a problem with medical care should occur resulting in social distrust, computerization of medical care would slow down thus impairing the national profit.  

Thus, in case a medical care history is to be stored into an external institution using electronic media via a telecommunication circuit, a medical institution should spontaneously bear the responsibility regarding security management and promote the approach based on full knowledge of technique and information science.  
8.1.1
Observance of three standards for electronic storage 
	A. Institutional requirements

	"Standards for securing the authenticity, the visual readability and the storage property of records such as a medical care history must be satisfied. " 

(Revised external storage notification  No.2-1-(1))


	B. Basics


The requirements are generally satisfied by securing the authenticity, the visual readability and the storage property required in electronic storage of information into a medical institution.  In addition, transmission of information, handling of information by an institution entrusted with external storage and measures upon an accident must be considered.  

For the authenticity, spoofing an institution entrusted with external storage of a medical care history and transfer of an illegal medical care history to a medical institution outsourcing the external storage by a third party means tampering of a medical care history.  It is necessary to take care so that a medical care history will not be tampered while being transferred over a telecommunication circuit.  

For the visual readability, storage of information in an external institution appears to make it very difficult to secure the visual readability in a strict sense.  However, the visual readability originally has two meanings: "Medical care is not impaired" and "Audit is smoothly performed".  Satisfying the both substantially secures the visual readability.   In this case, for the visual readability of a medical care history expected to be required urgently, full considerations are required including the possibility of an institution entrusted with external storage encountering an accident or a disaster.  

For use in medical care, there may be a case where stored information is required urgently.  External storage of information via telecommunication circuit results in denial of an immediate access to put it strongly.  This is easily imagined considering an earthquake or terrorism.  

To avoid any hindrance to medical care in an emergency, provision of the visual readability by way of setting an alternative path is insufficient.  

In case a medical care history that requires an immediate access is to be externally stored, such as in a continued medical care, a copy of the information to be stored or substantially equivalent information must be provided internally.  

In case the stored information is damaged, the institution entrusted with storage must restore the information without delay.  Against such a case, it is necessary to refer to "8.1.4 Specification of responsibilities" to specify the responsibilities and give the first priority to acquisition of patient information and specify the responsibilities of the outsourcing institution and the trustee institution as well as prevent any trouble related to finance.  

Like a medical care history of a patient who will not visit the hospital for a while once the medical care is over, information that will not urgently required for medical care should be backed up or procurement of a transfer path using portable media should be made for possible network fault or an accident at the institution entrusted with external storage, since it may be requested that such information be presented in an audit.  

For the storage property, in case correct data is not stored since a system is shut down or is faulty while a medical care history is being transferred, it is necessary to transfer data again from the medical institution outsourcing the external storage.  In such a case, the data at the medical institution outsourcing the external storage should be erased as required after the data has been successfully stored into a tamper-free database in the institution entrusted with the external storage.  

	C. Minimal guidelines


(1)
Provision of the authenticity against a fault in a telecommunication circuit or an institution entrusted with external storage 
1)
Mutual authentication to recognize that the distant party of communications is fair

A mutual authentication feature is required whereby an institution entrusted with external storage of a medical care history online and the medical institution outsourcing the external storage perform mutual authentication to check if each counterpart is a legal party.  

2)
Assurance that the information is not "tampered" on a telecommunication circuit

Assurance must be provided that a medical care history is not tampered while being transferred on a telecommunication circuit.  Compression/Restoration of reversible information and tagging/encryption or conversion into a plain text for security purpose is not tampering.  

3)
Remote login feature should be restricted.  

A feature to limit a remote login to one properly managed so that a remote login is denied except for a case where a remote login is absolutely necessary such as for maintenance.  
For the specific requirements, refer to "B-2. Precaution measures taken within a medical institution" of "6.10 Security management of medical and other personal information exchange with outsiders". 

(2)
Provision of the visual readability against a fault in a telecommunication circuit or an institution entrusted with external storage 
1)
Provision of the visual readability of a medical care history that is expected to be urgently required
A medical care history that is expected to be urgently required shall be stored internally or a copy of the medical care history or the equivalent shall be retained inside a medical institution in case the information is externally stored. 

(3)
Provision of the storage property against a fault in a telecommunication circuit or an institution entrusted with external storage 
1)
Checkup that storage of information is made in an institution entrusted with external storage


After receiving information that storage of information is checked into a database in an institution entrusted with external storage, processing in the outsourcing medical institution should be appropriately made.  

2)
Version management of data format and transfer protocol a well as provision of continuity

It is expect that a data format or a transfer protocol is upgraded or changed in a period when there is a storage duty.  In such a case, the institution entrusted with external storage must distinguish the new data/protocol from the old data/protocol and avoid any fault caused by confusion and maintain support while any medical institution is using the former data format or transfer protocol.  

3)
Measures against deterioration of a telecommunication circuit or facility of an institution entrusted with external storage 

Considering the telecommunication circuit and the facility of the institution entrusted with external storage, measures must be taken such as update the circuit or facility when the same is deteriorated.  

4)
Provision of protection feature or recovery feature against destruction of information 

To avoid destruction of information by intention or fault, an information protection feature shall be provided.  A recovery feature shall be provided to allow data recovery against possible destruction.  

	D. Recommended guidelines


(1)
Provision of the authenticity against a fault in a telecommunication circuit or an institution entrusted with external storage

1)
Use of a message authentication feature in the transfer of a medical care history 

To prevent tampering of information during communications more reliably, it is desirable to electrically assure and prove a series of application procedures.  The message authentication feature assures that the message content is transmitted by the identical user and that its authenticity has admissibility of exemplification and evidence.  


When adopting a message authentication feature, a Hash function or electronic watermark is desirably used in order to strictly prove the sameness, authenticity and fairness of the information to be stored.  

(2)
Provision of the visual readability against a fault in a telecommunication or an institution entrusted with external storage

1)
Provision of the visual readability of a medical care history that will not be urgently required

For information that will not be urgently required as well, measures are desirably taken against a fault in a network or an entrusted institution.  

(3)
Provision of the storage property against a fault in a telecommunication or an institution entrusted with external storage

1)
Adoption of a standard data format and transfer protocol 

To assure mutual availability that accompanies system updates, a standard data format is desirably used so that data shift will smoothly take place.  

2)
Provision of compatibility of a telecommunication circuit and the facility of an institution entrusted with external storage 

In case a circuit or a facility is renewed, equipment supporting the old system may be hard to procure and readout of the recorded information may be impaired.  The entrusted institution should assure the future compatibility in selecting a circuit or a facility and shift to a circuit or a facility wit compatibility that assures secure data storage and supports the former system upon renewal of the system.  

8.1.2
Limitation of institution entrusted with external storage
	A. Institutional requirements

	○
"In case external storage is made via a telecommunication circuit, information processing equipment such as a host computer or a server shall be placed in a hospital stipulated in Article 1, Item 5, Paragraph 1 or a clinic stipulated in Article 1, Item 5, Paragraph 2 or an equivalent location properly managed by a medical foundation. " 

○
"In case it is an object to implement a high-quality medical care provision system by assisting electronic storage of a medical care history in an area where it is necessary to promote organic coordination between local public and private medical institutions, a data center established by a governmental institution may be entrusted with online-based external storage only in case a certain safety standard for ensuring an information management system is satisfied. " 

○
"In case a medical institution specifically requires online-based external storage in a location other than the medical institution for the purpose of risk management such as earthquake measures, external storage is admitted only in case a certain safety standard for ensuring an information management system is satisfied. "

(Revised external storage notification  No.2-1-(2))


	B. Basics


For online-based external storage in a location other than a medical institution, promotion of electronic storage of a medical care history is expected in a medical institution through upgrading of security measures by provision of a storage location for secure information with high system robustness as well as promotion of risk management against disasters and reduction of storage cost.  

There is a risk of volume information on patients being leaked instantaneously while the location of information leakage or the responsible person are hard to detect, which means that full measures must be taken while constantly performing risk analysis.  The responsibility of a medical institution becomes relatively larger as the necessity of preventing information tampering (specification of responsibility, assurance of path security and assurance of authenticity).  Moreover, a national concern exists about unfair use of the accumulated information by an institution entrusted with external storage.  

In case personal rights are infringed through leakage or unfair use of personal information, from the viewpoint of the pain of the victim and the difficulty of recovery of rights, security management measures in line with the Personal Information Protection Law and several guidelines that are based on the Law are stipulated for a medical institution.  The nondisclosure duty with penalty is stipulated for a person with qualification related to medical care in the Crime Law and qualification laws such as the Public Health Nurses, Midwives and Nurses Law, and a staff member who is not a qualified person in the laws related to sterilization, mental health and infectious diseases.  Duty of supervision of a manager on an employee is stipulated in the Medical Service Law and the Pharmaceutical Affairs Law and supervision on an employee handling personal data is made by a manager similar to the Personal Information Protection Law.  As such, special security management measures are taken.

Thus, for the online-based external storage of a medical care history in a location other than a medical institution, it should be assumed that a medical institution as a storage entity having a legal storage duty provides a system equivalent to or above a security management system required of such a medical institution and properly and securely manages the electrically stored medical information to make it available immediately when needed in order to fulfill the responsibility for using the information to provide health medical care services to patients, so that an institution to which external storage may be entrusted is limited.  Considering the national concern, in case "(3) Storage into a data center established by a governmental institution" and "(4) Safe location secured by a medical institution for the purpose of risk management such as earthquake measures" under "C. Minimal guidelines" are applicable, the institution entrusted with external storage may store electric medical information in a deposit form while clearly separating storage from use.

A medical care history is used for diagnosis and treatment of a patient or to be used for public hygiene so that a medical institution having a legal duty is free to use the stored information while taking special care on protection of personal information.
	C. Minimal guidelines


(1)
Storage into a hospital or a clinic
An institution entrusted with external storage must store a medical care history inside a hospital or a clinic, not outside the premise of a hospital or a clinic.  

(2)
Storage in a location properly managed by a medical foundation
A location equivalent to a hospital or a clinic managed by a medical foundation is a location managed by the managers of multiple medical institutions under the common responsibility as the office of the Medical Association as a public legal body.  The location may be included in (1) above in case it is reported as a medical institution based on the Medical Service Law or included in a hospital established by the Medical Association.  In case an individual medical foundation or a medical institution performs external storage for the purpose of risk management, the item (4) clarifying the responsibility of the medical institution as a storage entity and specifying the security management measures shall be followed.  

(3)
Storage in a data center established by a governmental institution

A case where information is stored into a data center established by a national institution, an independent administrative agency, a national university agency or a local public body for the purpose of implementing a high-quality medical care provision system by assisting electronic storage of a medical care history in an area where it is necessary to promote organic coordination between institutions in charge of policy medical care or between public and private medical institutions, while satisfying all requirements for provision of the following information management system as well as requirements under other subsections  in this section.  

a)
Nondisclosure duty or prohibition of unfair use is stipulated by a law or a local ordinance for an individual who is or was in charge of storage work and the penalty is applied to violation of the regulation.  

b)
It is technically supported that, except for support upon emergency such as data recovery upon a trouble, a medical institution as a storage entity alone can browse the data content in principle.  For example, encryption of information related to information used for personal identification stored in an institution entrusted with external storage and proper management of the information, or a control mechanism inaccessible to even a manager of a trustee institution. 
c)
It is regularly checked, such as through external audit by an auditor having a proper capability including a system audit technician and a Certified Information Systems Auditor (ISACA certified) that, the data center has techniques and operation management capability necessary for proper external storage including b. 
(4)
Safe location secured by a medical institution for the purpose of risk management such as earthquake measures 
A location other than the medical institution used by a storage entity having a legal storage duty performs external storage via a network while satisfying all of the following requirements as well as requirements under other subsection of this section.  

a)
The medical institution owns information processing equipment related to storage and procures and manages a telecommunication circuit under the responsibility of the medical institution as a storage entity.  The medical institution bears the responsibility related to the stored information such as a medical care history and procures a location for electronic storage including a power source facility, or leases the same in an appropriate use form.  

b)
It is technically supported that a medical institution as a storage entity alone can access the stored information (change, modify or browse the stored information) by way of such measures as encryption of stored information including a medical care history.  

c)
It is regularly checked, through external audit by an auditor having a proper capability including a system audit technician and a Certified Information Systems Auditor (ISACA certified) that, an institution entrusted with external storage has techniques and operation management capability necessary for proper external storage.  In case a private corporation is an institution entrusted with external storage, it should have a certification by a fair third party such as the privacy mark institution.  

d)
Items related to nondisclosure of medical information and strict rules for management of a power source for the storage property are specified including the penalties for a manager or a person in charge of electronic storage work in an entrustment contact.  

	D. Recommended guidelines


For "(2) Storage in a location properly managed by a medical foundation", as a means for showing further efforts as an institution entrusted with external storage to patients and the nation, acquisition of certification by a third party such as the privacy mark and ISMS certification as certification for personal information protection or information security management.  
For "(3) Storage in a data center established by a governmental institutio", institutional supervision or evaluation is made while the above certification system by a third party should be examined as a further evaluation system.  
8.1.3
Protection of personal information 

	A. Institutional requirements

	Protection of patient’s privacy shall be fully considered and protection of personal information shall be supported" 

(Revised external storage notification  No.2-1-(3))


	B. Basics


The Personal Information Protection Law is enacted and "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" has been formed.  Health information handled in medical care is extremely delicate information concerning privacy, so that it is necessary to refer to the above guidelines and take full security management measures.  

In case a medical care history is stored in a medical institution, personal information is protected by the control of the manager of the medical institution (such as the superintendent).  In case information is externally stored via a telecommunication circuit, the scope of authority or responsibility of the manager of the entrusting medical institution expands over another facility separate from the local facility, so that further protection of personal information must be considered. 

Items related to protection of personal information of patients must be considered as long as the personal information exists even in case a legal storage period of a medical care history has elapsed or in case the period of a contract with an institution entrusted with external storage has terminated.  Handling of personal information in backup information requires a similar operation system.  

Protection of personal information that passes through a telecommunication circuit must be considered individually depending on the type of communication means.  For the concealment, as mentioned under "B-3. Concepts of appropriate network security" in "6.10 Security management of medical and other personal information exchange with outsiders", even information passed over a leased line must be given special care.  To support protection of personal information passing through a telecommunication circuit, appropriate encryption is essential.  

	C. Minimal guidelines


(1)
Protection of personal information assumed when personal information such as a medical care history is transmitted on a telecommunication circuit 
1)
Appropriate encryption to provide concealment 
To provide concealment, appropriate encryption is required for transfer over a telecommunication circuit.  

2)
Authentication to identify the start point and end point of communications  

Mutual authentication is necessary to identify the appropriateness of a start point and an end point between a medical institution entrusting external storage and an institution entrusted with external storage. 

Method for identifying a start point and an end point differs with communication means.  For example, in case the Internet is used, identification of a start point and an end point is not enough while referencing an IP packet.  If identification of a start point and an end point is not reliably, an authentication mechanism such as a public key system or a shared key system must be used to mutually authenticate the entrusting medical institution and the entrusted institution before the information enters the network and after the information exits from the network.  For example, this is implemented by proper use of VPN, SSL/TLS or ISCL with authentication.  As a matter of fact, the strength of a public key encryption or a shared key encryption needs to be fully examined.  

For specific requirements for encryption of information and precautions on the network circuit, refer to "B-2. Precaution measures taken within a medical institution" and "B-3. Concepts of appropriate network security" in "6.10 Security management of medical and other personal information exchange with outsiders".  

(2)
Protection of personal information such as a medical care history in an institution entrusted with external storage

1)
Proper supervision of an entrusted party

For protection of personal information such as a medical care history in an institution entrusted with external storage, analysis is given in the "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations".  

Refer to "4. Security management measures, supervision of workers and the trustee party (Articles 20-22 of Law) under "III Duties of medical care/nursegiving operators" and Section 6 of the Guidelines to carry out appropriate management.  
(3)
Explanation of external storage to patients 
A facility that entrusts external storage of a medical care history must explain to patients in advance that personal information of patients is sent to a specific facility entrusted with external storage and stored there as required, including its security and risk, via notices in the hospital and gain understanding from the patients.  
1)
Explanation before starting diagnosis and treatment 


Explanation should take place before personal information including the condition of the patient and the case history of the patient is collected from the patient.  External storage should be explained via notices in the hospital and understanding gained from patients before diagnosis and treatment is started.  


In case the patient does not give consent to external storage of his/her personal information, he/she must report as such.  Even in case consent to external storage of a medical care history is not obtained, the duty to undergo diagnosis and treatment stipulated in the Medical Practitioners Law is not influenced and the patient cannot reject diagnosis and treatment because of absence of consent.  

2)
Explanation at the end of external storage 


In case an externally stored medical care history is excluded from the target of external storage due to disposal after a scheduled period has elapsed, it suffices to obtain the consent of a patient at the same time consent is given to external storage before diagnosis and treatment.  In case external storage is terminated for the convenience of the medical institution or a party entrusted with external storage, the patient’s consent must be obtained anew.  

3)
It is difficult to obtain a consent from a patient and diagnosis and treatment must be urgently performed


In case explanation to a patient is difficult because of disorder of consciousness or dementia and diagnosis and treatment must be urgently performed, prior explanation is not mandatory.  In case the patient has regained conscience, explanation should be made and a consent be obtained.  

4)
It is difficult to obtain a consent from a patient but diagnosis and treatment need not be urgently performed 


In case it is difficult to obtain consent from a patient but diagnosis and treatment need not be urgently performed including the case of an infant, explanation should be made to the parent or guardian in principle.  In case it is difficult to make explanation because abuse by a parent is suspected or a guardian is absent, it is desirable to specify the reasons for explanation being difficult on a medical care history.  

8.1.4
Specification of responsibilities 
	A. Institutional requirements

	"External storage shall be made under the responsibility of a hospital or a clinic that has the duty to store a medical care history.  Where the responsibility rests upon an accident shall be specified. " 

(Revised external storage notification  No.2-1-(4) )


	B. Basics


Even in case a medical care history is externally stored via a telecommunication circuit, responsibilities for the authenticity, the visual readability and the storage property of a medical care history rest on a medical institution that has a storage duty.  

The management responsibility and accountability may be shared with a trustee institution, a network manager, or a manufacturer of equipment or software concerning part of actual management responsibility or accountability.  In this case, the boundary of management or limit of responsibility is often unclear in a networked system, so that the shares of the responsibilities must be specified in a document.  

The result responsibility for a patient rests on an entrusting medical institution although a trustee institution or a telecommunication circuit provider or a manufacturer of equipment or software that signed a contract with the trustee medical institution should naturally bear responsibilities defined by the contract and legal responsibilities in the event of violation of the laws and regulations.  

For analysis of the demarcation line of responsibilities, refer to "B-1. Clear demarcation points of responsibility" in "6.10 Security management of medical and other personal information exchange with outsiders. "

	C. Minimal guidelines


(1)
Responsibilities for three standards for electronic storage
1)
Specify the management responsibility. 

The responsibility related to operation and management including recording/storage of information on media, selection and introduction of device used for transmission, and the user basically rests on the entrusting medical institution.  The actual management may be done by an institution entrusted with external storage or a telecommunication circuit provider, a manufacturer of equipment or software that signed a contact with the institution entrusted with external storage while protection of personal information is being observed.  

2)
Specify the accountability. 

The responsibility to give full explanation of the purpose of external storage and the management and operation system for a storage system including the user to patients or the society basically rests on the entrusting medical institution.  The actual explanation of the operation system may be done by an institution entrusted with external storage or a telecommunication circuit provider, a manufacturer of equipment or software that signed a contact with the institution entrusted with external storage while protection of personal information is being observed.  

3)
Specify the result responsibility

The responsibility for the result of transmission of information via a telecommunication circuit and external storage concerning a patient rests on an entrusting medical institution.  For the contract matters between the entrusting institution and the trustee institution or a telecommunication circuit provider, the trustee institution or a telecommunication circuit provider or a manufacturer of equipment or software that signed a contract with the trustee medical institution must bear the responsibility to the entrusting medical institution and bear legal responsibilities as well in the event of violation of the laws and regulations.  
(2)
Specification of where the responsibility rests in each process on a communication path 
The management/responsibility system shall be specified on the following matters between an entrusting medical institution involved in external storage of a medical care history, a trustee institution and a telecommunication circuit provider and a contract shall be singed.  

· Operation to start manipulation related to decision of the timing to store a medical care history generated in an entrusting medical institution in a trustee institution and a series of external storage processes 

· Action to take when the entrusting medical institution has failed to connect to a telecommunication circuit 

· Action to take when the trustee institution has failed to connect to a telecommunication circuit 

· Action to take in case traffic is blocked or extremely delayed on the path of a telecommunication circuit 

· Action to take in case the trustee institution has failed to store received storage information 

· Action to take in case the entrusting medical institution has failed to retrieve the storage information in the trustee institution or an instruction of return processing is unsuccessful  

· Action to take in case a fault has occurred in the system of the trustee institution irrespective of the operation on the side of the entrusting medical institution  

· Procedures for requesting approval of the entrusting medical institution assumed in case personal information is to be necessarily access in the trustee institution, matters related to communications to the entrusting medical institution assumed in case an inquiry is made by a patient about the handling of personal information, and confidential matters related to the handling of the personal information 

· Action to take in case encryption of transmission information has an error 

· Action to take in the presence of an error in the authentication of the entrusting medical institution and the trustee institution 

· Responsibility to locate a faulty section in the event of a fault 

· Method for supervision, by the entrusting medical institution, of the handling of external storage in the trustee institution 

· Measures to take in case an inquiry, a complaint or a disclosure request is directly made by a patient to the institution entrusted with external storage 

· Action to take in case the entrusting medical institution or the trustee institution aborts external storage 

· Agreement on the handling of a medical care history upon termination of a contract related to external storage  

8.1.5
Notes
In case external storage of information is made via a telecommunication circuit and the information is stored on portable media in the trustee institution, matters listed in "8.2 External storage of medical information in portable media" should be adequately noted as well.   

8.2
External storage of medical information in portable media

A medical institution (outsourcer) can store medical information electronically in portable media and ask an outsourcee to keep them.  The outsourcer and the outsourcee are not connected via networks.  In this case, risks from threats of large-scale information leak and alteration caused by spoofing, wiretapping, and tampering on the telecommunication line are small.  Careful actions can help the medical institution ensure authenticity easily.

Information stored in portable media is generally safer than that on paper or films.  Confidentiality during transportation is easily ensured, since the stored data is not exposed to prying eyes.  Use of portable media that support password-based access restriction such as MO discs protected from unauthorized reading/writing further improves confidentiality.

Generally, compliance with the requirements for external storage on paper-based media, described later in Section 8.3, seems to cause no big problem.  However, change in durability of portable media over time needs continued attention.  Portable media must be handled more carefully than paper-based media, because the amount of information stored per unit is much greater.  Enormous volume of information will be lost or leaked out if a portable medium is lost.

From the viewpoint of personal information protection, external storage of documents that a medical institution is not obliged to keep, such as backups of medical care history, should be conducted in the same way as that of the documents with such obligation.

8.2.1
Compliance with three conditions of electronic storage

	A. Institutional requirements

	"Required standards for authenticity, visual readability, and storage property of medical care histories shall be met. "
(Revised external storage notification No.2-1-(1))


	B. Basics


Basically, compliance with three requirements for in-house storage of medical care history in electronic form will be enough.  These requirements are authenticity, visual readability, and storage property.  In addition, special attention must be paid to handling of records while being transported to and kept in the outsourcee’s facility as well as response to possible accidents.

Specifically, medical institutions must do the following:

(1)
Provision of authenticity regardless of accidents during transportation to and storage in the outsourcee’s facility

(2)
Provision of visual readability regardless of accidents during transportation to and storage in the outsourcee’s facility

(3)
Provision of storage property regardless of accidents during transportation to and storage in the outsourcee’s facility

	C. Minimal guidelines


(1)
Provision of authenticity regardless of accidents during transportation to and storage in the outsourcee’s facility
1)
Outsourcers (medical institutions), delivery companies, and outsourcees must keep a record of delivery/receipt of portable media.

To avoid accidents including loss and theft of portable media, the above-mentioned organizations must keep track of delivery/receipt of portable media and their storage condition.  Confusion must be avoided by isolating the portable media from other stored documents.

2)
Alteration and update of the media must be recorded clearly.
(2)
Provision of visual readability regardless of accidents during transportation to and storage in the outsourcee’s facility

1)
No interference with medical care

If patient information in portable media is kept in a remote location, it takes certain time to bring them back when medical institutions want to access the information.  In preparation for sudden changes in the patients’ condition and emergency medical care, measures for urgent need of medical care history must be considered beforehand.

Urgent need for certain clinical records means continued medical care.  Basically, clinical records of patients who are currently under medical care must be stored within the medical institution if such records may become urgently necessary and transportation time may be too long.  If such records are stored in a remote location, their reproduction or virtually equivalent information must be stored within the medical institution.

2)
No interference with audit activities
Usually, medical institutions are informed of audit schedule beforehand and it is unlikely that audit activities cause urgent need of externally stored information.  There may be no problem unless such information is stored in extremely distant locations.

(3)
Provision of storage property regardless of accidents during transportation to and storage in the outsourcee’s facility
1)
Using standard data formats


Data should be saved in standard data formats to ensure interoperability during data migration at computer system update.

2)
Avoiding degradation of media

Protection measures against degradation vary with the storage conditions of the media.  For example, magnetic tapes need periodic reading/writing.

3)
Responding to obsolescence of media and equipments


Obsolescence of media or equipments may cause trouble in reading electronic data.  When becoming obsolete, they should be replaced by new ones.

8.2.2
Personal information protection
	A. Institutional requirements

	"Sufficient attention shall be paid to protection of patients’ privacy to ensure personal information protection. "
(Revised external storage notification  No.2-1-(3))


	B. Basics


With enactment of the Personal Information Protection Law, "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" were developed in the field of medicine.  Since health information in this field is extremely sensitive, the above guidelines must be well consulted and sufficient security management actions must be taken.

If medical care histories are stored within their own medical institutions, personal information is protected under the control of managers (such as hospital directors) of the medical institutions.

If medical care histories are stored in portable media and kept outside the medical institutions, more attention must be paid to personal information protection, because manager of the outsourcers (medical institutions) are authorized to supervise and must be responsible for other facilities outside theirs.

Please note that matters relating to protection of patients’ personal information must be taken into account as long as the personal information exists, even after expiration of statutory storage period of medical care histories or contracts with outsourcees.  Backup copies of personal information must be dealt with in the same way.

Specifically, medical institutions must do the following:

(1)
Personal information protection during transportation of portable media that contain medical care histories

(2)
Personal information protection in the facilities of outsourcees that store medical care histories

	C. Minimal guidelines


(1)
Personal information protection during transporting of portable media that contain medical care histories
If medical care histories are stored in portable media and transported, risks from threats of large-scale information leak and alteration caused by spoofing, wiretapping, and tampering on the telecommunication line are small.  Still, portable media must be carefully attended to avoid loss or confusion with other goods.

· Preventing portable media that contain medical care histories from being lost

· Reducing the risk of loss by locking the transportation vehicle or sealing the transportation package
· Preventing portable media that contain medical care histories from being confused with other goods that are transported in the same vehicle

· If confusion with other goods is likely to occur, the risk must be reduced by isolating the media into another container or system or transporting the media separately.

· Signing a contract with the delivery companies on confidentiality obligation

· Medical institutions that outsource information storage have management responsibility for making outsourcees and delivery companies observe the Personal Information Protection Law.  Medical institutions must clearly define each relevant party’s responsibility and stipulate confidentiality obligation in the contract.

(2)
Personal information protection in the facilities of outsourcees that store medical care histories
In some situations, outsourcees sometimes have to access medical care histories they keep: when retrieving personal information in these records at the request of outsourcers (medical institutions) to provide them with the information they need; when keeping a record of delivery/receipt of portable media that contain medical care histories; and when an accident occurs in outsourcees’ information system.  In these situations, the following must be followed:

1)
Prohibition of access to medical information by outsourcees

Outsourcees that store medical care histories for medical institutions must strictly protect personal information in the medical care histories.  A mechanism must be established that prevents even managers of outsourcees from accessing the received personal information without due reasons.

2)
Request for access permission in case of trouble


Even if accident occurs in outsourcees’ storage facilities of medical care histories and they are forced to access the medical care histories, the outsourcees must maintain confidentiality of the records in the same way as medical institutions maintain confidentiality of personal information in medical care histories and ask the outsourcers (medical institutions) for access permission.

3)
Contract with outsourcees on confidentiality obligation


Assuming statutory obligation of confidentiality, medical institutions that outsource storage of medical care histories must clearly define responsibilities of themselves, outsourcees, and delivery companies and stipulate confidentiality obligation in the contract.

4)
Responsibility of medical institutions that outsource information storage


The final responsibility for protecting personal information in medical care histories lies with medical institutions that outsource information storage, which assume obligation to keep medical care histories.  Therefore, outsourcers (medical institutions) must ask outsourcees to take personal information protection measures in the contract and must monitor the implementation of these measures.

	D. Recommended guidelines


Medical institutions are recommended to do the following in addition to those required actions described in "C. Minimal guidelines".

Explanation to patients regarding external storage

Medical institutions that outsource storage of medical care histories should put up a notice or in other ways to explain to patients in advance external storage (if necessary) of their personal information by specified outsourcees including its security and risks and should win the understanding of patients.

1)
Explanation before medical care


Explanation should be given to patients before collection of their personal information including clinical condition and clinical history.  Medical institutions should not provide patients with medical care before telling them about external storage and gaining their understanding by putting up a notice in other ways.


Patients who do not agree with external storage of their personal information must express their disapproval.  Disapproval of external storage of medical care histories does not affect the medical institutions’ obligation to respond to the needs of medical care.  This obligation is stipulated in the Medical Practitioners Law.  Medical institutions cannot refuse medical care of patients because of their disapproval of external storage.

2)
Explanation about the end of external storage


If medical institutions want to exclude part of medical care histories from external storage to dispose of them because of expiration of specified storage period, they have only to gain the patients’ consent before starting medical care, at the time of gaining their consent to external storage.  If medical institutions want to end or change places of external storage for the convenience of themselves or external storage organizations, they must gain the patients’ consent again.

3)
Urgent need of medical care with difficulty in communication with patients


If there is an urgent need of medical care but communication with patients is difficult because of disturbed consciousness, dementia, or other serious symptoms, prior explanation to patients can be omitted.  Explanation should be given after they return to consciousness to gain their understanding.

4)
No urgent need of medical care with difficulty in gaining consent from patients

If medical institutions have difficulty in gaining consent from patients in person, for example when they are infants, and there is no urgent need of medical care, in principle, medical institutions should explain to their parents or other persons with parental authority to gain understanding.  However, explanation is hard to be given if the patients have no parents or persons with parental authority are suspected of child abuse.  In these situations, medical institutions should clarify the reasons of difficult communication when making medical care histories.

8.2.3
Clarification of responsibilities
	A. Institutional requirements

	"Hospitals and doctor’s offices that want to store their medical care histories externally shall do so at their own risk.  They shall define where possibility lies for possible accidents. "
(Revised external storage notification  No.2-1-(4))


	B. Basics


The final responsibility for maintaining authenticity, visual readability, and storage property of medical care histories lies with medical institutions that assume obligation to keep medical care histories, even if they store these records electronically in portable media and ask other organizations to keep these records for them.

There is no problem if medical institutions share part of management responsibility and accountability for actual management and explanation activities with outsourcees and delivery companies.

Medical institutions (outsourcers) have responsibility to patients for the consequences of external storage, but naturally, outsourcees and delivery companies have responsibility to outsourcers for fulfilling their responsibility stipulated in the contract and they will be blamed for any violation of statute. "

Specifically, medical institutions must do the following:

(1)
Clarification of responsibilities for three conditions of electronic storage

(2)
Definition of where possibility lies for possible accidents

	C. Minimal guidelines


(1)
Clarification of responsibilities for three conditions of electronic storage
1)
Management responsibility 


Regarding responsibility for selection and implementation of devices for saving medical care histories in storage media and for operations and management of electronic storage system including user management, there is no problem if medical institutions (outsourcers) outsource actual management activities to delivery companies or outsourcees in view of personal information protection on the premise that medical institutions take the initiative.

2)
Accountability


Regarding accountability to patients and the society about management and operations of storage system including user management, there is no problem if medical institutions (outsourcers) outsource actual explanation activities to delivery companies or outsourcees in view of personal information protection on the premise that medical institutions take the initiative.

3)
Result responsibility


Medical institutions have responsibility to patients for the consequences of transportation and external storage of medical care histories in portable media.  However, outsourcees and delivery companies have responsibility to outsourcers (medical institutions) for fulfilling their responsibility stipulated in the contract and they will be blamed for any violation of statute.

(2)
Definition of where possibility lies for possible accidents
Medical institutions that outsource storage of medical care histories (outsourcers), outsourcees, and delivery companies must sign a contract to clearly stipulate the management system and responsibility sharing regarding the following activities:

· Decision on the timing of sending medical care histories developed by outsourcers (medical institutions) to other organizations to store there and an action to start a series of operations relating to external storage of information
· Procedures for handing/receiving and managing of portable media between outsourcers (medical institutions) and delivery companies

· Handling of transportation failure of portable media because of an accident or other reasons

· Handling of data leak during transportation

· Procedures for handing/receiving and managing of portable media between outsourcees and delivery companies

· Regarding search services with personal information, if they are provided by outsourcees, definition of procedures for keeping a record of service activities and auditing, rules of confidentiality maintenance including protection measures against data leak by retired personnel, and responsibility assignment for inquiry about data leak from patients

· Handling of outsourcees’ failure in returning portable media at the request of outsourcers (medical institutions)

· Handling of patients’ inquiry, complaint, or disclosure request directly made to outsourcees of external storage
8.3
External storage of medical information on paper-based media

Paper-based media here mean not only paper documents but also X-ray films and other non-electronic physical media.  With the progress of inspection technology, medical institutions must store an increasing number of medical care histories and many of these organizations have difficulty in making storage space for these records.  Medical care histories obliged by statute to be kept should be well-organized, since they are expected to be efficiently used as well as admissible evidence.

Under certain conditions, medical care histories on paper-based media are allowed to be stored as it is (not converted into electronic format) by an organization other than the medical institution that produced the records.  Like external storage of portable media, this organization is not necessarily a medical institution.

However, medical care histories, which contain highly sensitive personal information, must be able to be accessed when necessary without delay.  External storage of medical care histories means expansion of area where personal information exists, and an operational management system of external storage must be clearly defined.  Naturally, it takes more time to bring back medical care histories stored in farther places and make it available for reference.  Medical institutions must ensure that this does not affect medical care.

Moreover, special attention must be paid when paper and film documents are transported.  Personal information on these documents can be easily leaked out by simply being exposed, unlike data in portable media, which cannot be peeked into without a reading device.

8.3.1
Availability management

	A. Institutional requirements

	"In view of their use for medical care, medical care histories shall be able to be immediately accessed when necessary. "
(Revised external storage notification  No.2-2-(1))


	B. Basics


Generally, medical care histories are used for medical care, explanation to patients, audit, and judicial actions.  If medical care histories must be able to be accessed immediately at all times in preparation for all possible situations, external storage is virtually impossible.

In view of their use for medical care, some kinds of medical care histories including those of patients receiving continued medical care are very likely to become urgently necessary.  Specifically, medical institutions must consider the following:

(1)
Time taken to transport medical care histories

(2)
Storage method and environment

	C. Minimal guidelines


(1)
Time taken to transport medical care histories
When using externally stored medical care histories for medical care, medical institutions must take measures against trouble in medical care caused by transportation delay.

1)
Place for external storage


Medical care histories must not be stored in distant organizations from which medical institutions need to wait for a long time to bring back the records.

2)
Storage of reproduction and summary


Some medical care histories of patients receiving continued medical care are likely to become urgently necessary.  Basically, such medical care histories must be stored within the medical institutions.  If they are stored in a remote location, their reproduction or summary must be available within the medical institutions in order not to interfere with medical care.


After a patient is released from inpatient hospital care, an appropriate discharge summary is developed.  If this summary is available, the patient’s medical care histories on admission are not likely to become urgently necessary.  Medical care may not be interfered with by external storage of medical care histories that were developed a certain amount of time before.

(2)
Storage method and environment
1)
Protection against confusion of medical care histories with other stored documents


Medical care histories must be stored and managed separately from other stored documents so that medical care histories can be selected per usage.

2)
Establishment of appropriate storage environment


Appropriate storage environment and conditions must be established and maintained to protect medical care histories from degradation, damage, loss, and theft.

8.3.2
Personal information protection

	A. Institutional requirements

	"Sufficient attention shall be paid to protection of patients’ privacy to ensure personal information protection. "
(Revised external storage notification  No.2-2-(2))


	B. Basics


With enactment of the Personal Information Protection Law, "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" were developed in the field of medicine.  Since health information in this field is extremely sensitive, the above guidelines must be well consulted and sufficient security management actions must be taken.

If medical care histories are stored within their own medical institutions, personal information is protected under the control of managers (such as hospital directors) of the medical institutions.  If medical care histories on paper or films are not converted into electronic data and kept outside the medical institutions, more attention must be paid to personal information protection, because manager of the outsourcers (medical institutions) are authorized to supervise and must be responsible for other facilities outside theirs.

Please note that matters relating to protection of patients’ personal information must be taken into account as long as the personal information exists, even after expiration of statutory storage period of medical care histories or contracts with outsourcees.  Backup copies of personal information must be dealt with in the same way.

Specifically, medical institutions must do the following:

(1)
Personal information protection during transportation of medical care histories

(2)
Personal information protection in the facilities of outsourcees that store medical care histories

	C. Minimal guidelines


(1)
Personal information protection during transportation of medical care histories
Medical care histories must be carefully attended to avoid loss or confusion with other goods.

1)
Sealing of medical care histories and protection against loss


Medical institutions must protect medical care histories from prying eyes by locking the transportation vehicle or sealing the transportation package.  Medical institutions must also keep a record of delivery/receipt of medical care histories to reduce the risk of information leak.

2)
Protection of medical care histories from confusion with other goods


If confusion with other goods is likely to occur, the risk must be reduced by isolating the media into another container or system or transporting the media separately.

3)
Contract with delivery companies on confidentiality obligation


Assuming statutory obligation of confidentiality with enactment of the Personal Information Protection Law, delivery companies that transport medical care histories must clearly define responsibilities of outsourcers (medical institutions), outsourcees, and themselves and stipulate confidentiality obligation in the contract.
(2)
Personal information protection in the facilities of outsourcees that store medical care histories
Outsourcees that store medical care histories sometimes have to confirm the contents of medical care histories or view patients’ personal information, when retrieving medical care histories to provide outsourcers (medical institutions) with personal information at their request and when keeping a record of delivery/receipt of medical care histories.

1)
If outsourcees have a chance to view patients’ personal information:

Outsourcees that store medical care histories and provide information retrieval service must restrict data access to the minimum necessary for service provision.  Those who are allowed to access personal information must be limited to specified persons in charge.


Outsourcees must also sign a contract with outsourcers (medical institutions) and delivery companies to define confidentiality obligation and the responsibility sharing system in case of trouble, in view of security management responsibility stipulated in the Personal Information Protection Law.

2)
If outsourcees do not have a chance to view patients’ personal information:


Outsourcees that store medical care histories must look after only transportation and storage containers.  They must not confirm the contents of medical care histories or view patients’ personal information.  Outsourcees must sign a contract with outsourcers (medical institutions) and delivery companies to stipulate these matters.

3)
Responsibility of medical institutions that outsource information storage


The final responsibility for protecting personal information in medical care histories lies with medical institutions that outsource information storage, which assume obligation to keep medical care histories.  Therefore, outsourcers (medical institutions) must ask outsourcees to take personal information protection measures in the contract and must monitor the implementation of these measures.

	D. Recommended guidelines


Explanation to patients regarding external storage

Medical institutions that outsource storage of medical care histories should put up a notice or in other ways to explain to patients in advance external storage (if necessary) of their personal information by specified outsourcees including its security and risks and should win the understanding of patients.

1)
Explanation before medical care

Explanation should be given to patients before collection of their personal information including clinical condition and clinical history.  Medical institutions should not provide patients with medical care before telling them about external storage and gaining their understanding by putting up a notice in other ways.  Patients who do not agree with external storage of their personal information must express their disapproval.


Disapproval of external storage of medical care histories does not affect the medical institutions’ obligation to respond to the needs of medical care.  This obligation is stipulated in the Medical Practitioners Law.  Medical institutions cannot refuse medical care of patients because of their disapproval of external storage.

2)
Explanation about the end of external storage

If medical institutions want to exclude part of medical care histories from external storage to dispose of them because of expiration of specified storage period, they have only to gain the patients’ consent before starting medical care, at the time of gaining their consent to external storage.  If medical institutions want to end or change places of external storage for the convenience of themselves or external storage organizations, they must gain the patients’ consent again.

3)
Urgent need of medical care with difficulty in communication with patients

If there is an urgent need of medical care but communication with patients is difficult because of disturbed consciousness, dementia, or other serious symptoms, prior explanation to patients can be omitted.  Explanation should be given after they return to consciousness to gain their understanding.

4)
No urgent need of medical care with difficulty in gaining consent from patients


If medical institutions have difficulty in gaining consent from patients in person, for example when they are infants, and there is no urgent need of medical care, in principle, medical institutions should explain to their parents or other persons with parental authority to gain understanding.  However, explanation is hard to be given if the patients have no parents or persons with parental authority are suspected of child abuse.  In these situations, medical institutions should clarify the reasons of difficult communication when making medical care histories.

8.3.3
Clarification of responsibilities
	A. Institutional requirements

	"Hospitals and doctor’s offices that want to store their medical care histories externally shall do so at their own risk.  They shall define where possibility lies for possible accidents. "
(Revised external storage notification  No.2-2-(3))


	B. Basics


The final responsibility for keeping medical care histories lies with medical institutions that assume obligation to keep medical care histories, even if they ask other organizations to store these records for them.

There is no problem if medical institutions share part of management responsibility and accountability for actual management and explanation activities with outsourcees and delivery companies.

Medical institutions (outsourcers) have responsibility to patients for the consequences of external storage, but naturally, outsourcees and delivery companies have responsibility to outsourcers (medical institutions) for fulfilling their responsibility stipulated in the contract and they will be blamed for any violation of statute.

Specifically, medical institutions must do the following:

(1)
Clarification of responsibilities
(2)
Definition of where possibility lies for possible accidents

	C. Minimal guidelines


(1)
Clarification of responsibilities
1)
Management responsibility 

Regarding responsibility for operations and management of external storage of medical care histories, there is no problem if medical institutions (outsourcers) outsource actual management activities to delivery companies or outsourcees in view of personal information protection on the premise that medical institutions take the initiative.

2)
Accountability

Regarding accountability to patients and the society about management and operations of storage system including user management, there is no problem if medical institutions (outsourcers) outsource actual explanation activities to delivery companies or outsourcees in view of personal information protection on the premise that medical institutions take the initiative.

3)
Result responsibility


Medical institutions have responsibility to patients for the consequences of transportation and external storage of medical care histories.  However, outsourcees and delivery companies have responsibility to outsourcers (medical institutions) for fulfilling their responsibility stipulated in the contract and they will be blamed for any violation of statute.

(2)
Definition of where possibility lies for possible accidents
Medical institutions that outsource storage of medical care histories (outsourcers), outsourcees, and delivery companies must sign a contract to clearly stipulate the management system and responsibility sharing regarding the following activities:

· Decision on the timing of sending medical care histories developed by outsourcers (medical institutions) to other organizations to store there and an action to start a series of operations relating to external storage of information
· Procedures for handing/receiving and managing of medical care histories between outsourcers (medical institutions) and delivery companies

· Handling of transportation failure of medical care histories because of an accident or other reasons

· Handling of data leak during transportation

· Procedures for handing/receiving and managing of medical care histories between outsourcees and delivery companies

· Regarding search services with personal information, if they are provided by outsourcees, definition of procedures for keeping a record of service activities and auditing, rules of confidentiality maintenance including protection measures against data leak by retired personnel, and responsibility assignment for inquiry about data leak from patients

· Handling of outsourcees’ failure in returning medical care histories at the request of outsourcers (medical institutions)

· Handling of patients’ inquiry, complaint, or disclosure request directly made to outsourcees of external storage
8.4
General considerations on external storage of medical information

8.4.1
Operational management rules
	A. Institutional requirements

	"Managers of hospitals and doctor’s offices that conduct external storage shall define operational management rules and conduct external storage based on these rules.  If operational management rules on electronic storage of medical care histories have been already defined, they shall be revised accordingly. "
(Revised external storage notification No.3-1)


	B. Basics


Medical institutions are required to define operational management rules on external storage of medical information.  For basic ideas and specific guidelines, refer to Section 6.3 "Systematic security management measures".

If medical institutions have already defined operational management rules on electronic storage of information, it is only necessary to revise existing articles or add new ones about external storage.

8.4.2
Procedures on termination of a contract on external storage
Since medical care histories are very sensitive personal information, certain attention must be paid by both outsourcers (medical institutions) and outsourcees when they terminate their contract on external storage.

They should note that external storage of medical care histories is conduced under the consent of patients who are informed of external storage with a notice put up in the medical institutions or other means.
As for in-house storage of medical care histories, it is based on statute and the length of storage period and procedures after termination of storage are not based on patients’ consent.  In contrast with this, external storage of medical care histories is conducted at the medical institution’s own risk and change in storage place of personal information is an important matter in view of personal information protection.  In principle, these Guidelines assume prior explanation on and patients’ consent to online external storage.

Prior explanation on external storage should suggest some time limit of storage, and termination of external storage must be based on this limit, which may be a specific date of expiration or some conditions such as "XX years after the end of a series of medical care".

In both cases, medical institutions that outsource storage of medical care histories are responsible for periodical inspection of these records, prompt disposal of expired records, and confirmation of proper disposal.  Outsourcees must clearly show that they properly disposed of the medical care histories at the request of outsourcers (medical institutions).

As a matter of course, rules on disposal of these records must be stipulated in the contract, signed between the outsourcers and outsourcees, before they initiate external storage.  In preparation for actual disposal, specific procedures of a disposal program should be developed beforehand.

Outsourcers and outsourcees must note that retention of personal information beyond the limit of time allowed can be a problem of failure in personal information protection.  That is why they are required to handle personal information properly.
<Considerations on data storage with paper-based or portable media>
When information is externally stored with paper-based or portable media, basically no major problem occurs if the above-mentioned issues are considered.  However, if outsourcees offer a service of retrieving patients’ personal information, they must dispose of service registers and equivalent documents as well as retrieval records while maintaining confidentiality.

Responsibilities of outsourcers and outsourcees are as described above.  Please note that they cannot avoid the responsibility for disposal of medical data for the reason that these data are stored in paper-based or portable media.

<External storage via telecommunication lines>
When information is externally stored via telecommunication lines, computer systems for external storage are a kind of database and they must be carefully disposed of including index files.  Similar attention must be paid to backup files of electronic media.

External storage via telecommunication lines means that medical information is stored in electronic media.  Because they usually contain vast amounts of data, information leak may cause enormous damage.  Therefore, both outsourcers and outsourcees must pay sufficient attention to personal information protection and confirm proper disposal of information without fail.

8.4.3
External storage of medical care histories without obligation of storage
This section describes external storage of medical care histories and other medical care-related records that medical institutions are obliged to keep.  It does not cover records without such obligation.  Records that medical institutions are not obliged to keep include medical care histories that have been kept in compliance with the Medical Practitioners Law for five years (the statutory storage period) since the end of medical care as well as physiological inspection records and images including ultrasound images used to develop medical care histories each time medical care is provided.

However, it is beyond question that personal information protection must be considered regardless of statutory obligation, even when records that medical institutions are not obliged to keep are externally stored.  To establish a proper information management system, these records including their backups must be handled pursuant to the guidelines described in this section, as long as these records exist.

On the basis of the spirit of laws related to personal information protection, all possible measures should be taken to manage medical care histories according to various guides as well as security management rules described in Section 6 of these Guidelines.

9
Electronic storage of paper-based medical care histories with an image scanner
<Note>

This section describes considerations on scanning of medical care histories (developed and used on paper-based media) that medical institutions are obliged by law to develop and keep, as well as electronic storage and management of these scanned information.  For the use of a scanner or digital camera to load schemas drawn on paper into an electronic medical recording system, refer to Section 7.1.

9.1
Common requirements

	A. Institutional requirements

	(1)
An image scanner that meets specified standards for and criteria of optical resolution, sensing, and other functions shall be used to avoid interference with medical service due to a decrease in quantity of information by conversion into electronic format and to ensure enough amount of information to meet storage obligation.

(2)
Medical care histories shall be protected from tampering.

(3)
Necessary data protection systems shall be implemented, such as an auxiliary power unit that allows for urgent data access during power failure and a mirror server that protects data from being lost during system failure.

(4)
Computer software, equipments, and storage media shall be properly managed to ensure appropriate and secure storage of scanned data during the statutory storage period.

(5)
For personal information protection, medical care histories shall be handled on the basis of the spirit of laws related to personal information protection.  For electronic storage of medical care histories outside the medical institution, refer to Section 8.


(Enforcement notification No.2, 2-(2),(3))


	B. Basics


Medical care histories are likely to be electronically stored with an image scanner in the following two situations:

(1)
A medical institution has computerized most of its medical-care activities with the electronic medical recording system, but the institution is still forced to handle paper-based media (paper documents or films) such as patient referral documents from other medical institutions.

(2)
A medical institution has introduced the electronic medical recording system and electronic storage of medical care histories, but medical care histories of the past are on paper-based media (paper and films) and the institution has difficulty in consistent handling of medical care histories.  If computerization only covers the operations of the order entry system and the medical accounting system, the medical institution may be at a loss for keeping huge amount of paper-based media.

This section describes countermeasures that correspond to both of the above two cases—electronic storage of medical care histories with an image scanner each time medical care is provided (refer to Section 9.2 "Electronic storage of medical care histories with an image scanner each time medical care is provided") and electronic storage of paper-based media of the past with a scanner (refer to Section 9.3 "Electronic storage of paper-based media of the past with an image scanner").

Please note that however sophisticated the technology may be, electronic data produced from paper-based media with a scanner cannot be identical to the original information on the paper-based media.  Therefore, medical institutions should be cautious about converting existing information on paper-based media into electronic format and such conversion should be allowed only when a mixture of electronic data and information on paper is a great obstacle to using them.  To ensure authenticity and storage property, it is quite effective to keep the original paper-based media together with the electronic data.  If possible, medical institutions should consider external storage of the original media, which will be discussed in Section 9.4 "(Supplement) Electronic storage of information with an image scanner for operational convenience with the original paper-based media preserved".

	C. Minimal guidelines


1.
To avoid interference with medical service due to a decrease in quantity of information by conversion into electronic format and to ensure enough amount of information to meet storage obligation, medical institutions must use an image scanner that meets specified standards for and criteria of optical resolution, sensing, and other functions.  They must also ensure before using a scanner that the target document has no other document attached on the surface and that the scanning range covers the entire information on the target document.  Otherwise, some information may be omitted.

· When patient referral documents and other similar paper-based media are scanned, optical resolution must be 300dpi or higher and color depth must be at least 24-bit RGB color (each red, green, and blue component is 8-bit).

· For high-definition data on radiography films and other media, the Japan Radiological Society's Electronic Information Exchange Committee released "Guidelines for the Use of Digital Image, Version 1.1" in June, 2002, which should be a good reference.  Mammography is not referred to in these guidelines, but is a subject of future discussion in the committee.

· Possible target documents also include electrocardiographic complex, Polaroid photographs, and more.  Usually, 300dpi, 24-bit color scan is enough, except those data that need extremely high definition.  Be sure that enough definition for proper medical service is maintained.

· It is advisable to save image data from general documents in TIFF or PDF format.  Irreversible compression causes image degradation.  If this compression technique is used, be sure to confirm in advance that the definition setting will pose no problem for both provision of medical service and recognition of any damage or stains on the document to be scanned.  Scanned data from radiography films and other medical images must be saved in DICOM or other appropriate format.

2.
To protect medical care histories from being tampered, the management representative of a medical institution must take the following actions:

· Defining operational management rules on scanning

· Assigning an information-development manager who is responsible for ensuring identity of electronic data produced with a scanner with information on the original paper-based document

· Producing an electronic signature that conforms with the Electronic Signature Law to the scanned data without delay by a person who is responsible for the task (the operator or manager) to clarify who is responsible for the scanned data
Such electronic signatures cannot be produced by any other person because procedures for issuance and operations of private keys are properly managed.  If a digital certificate is not issued by an authorized authentication company according to the Electronic Signature Law, at least a similar level of personal identification is necessary and administrative agencies should be able to validate the electronic signature for inspection.

· Applying a time stamp to the whole document including the electronic signature, immediately after the scanning process
Time stamps must meet the standards for time authentication stipulated in "A Guide to Time Business—for Secure Use of Networks and Secure Long-Term Storage of Electronic Data", released by the Ministry of Internal Affairs and Communications in November, 2004.  Medical institutions must use time stamps that were issued by a time authentication company authorized by the Nippon Information Communications Association.  A third party that uses the scanned electronic document must be able to validate the time stamp.
Medical institutions must also take necessary measures to ensure continuous validity of the time stamp during the information’s statutory storage period.
For the use and long-term storage of time stamps, medical institutions must continuously pay attention to notices and guides to be released from the Cabinet Office and relevant ministries to take appropriate measures.

3.
The information-development manager must take necessary measures to ensure the proper scanning process based on the above-mentioned operational management rules.

4.
Necessary data protection systems shall be implemented, such as an auxiliary power unit that allows for urgent data access during power failure and a mirror server that protects data from being lost during system failure.

5.
For personal information protection, medical care histories shall be handled on the basis of the spirit of the Personal Information Protection Law.  Medical institutions must be careful especially when they dispose of paper documents and films after the data on these paper-based media are scanned into electronic format.  These media must be shredded before disposal to prevent identity theft. (Refer to Section 6 and "Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations".)

9.2
Electronic storage of medical care histories with an image scanner each time medical care is provided
	A. Institutional requirements

	(1)
To protect medical care histories from being tampered, medical institutions shall scan information on paper-based media into electronic format during a given period of time after they develop or receive such information.

(Enforcement notification  No.2, 2-(2),(3))


	B. Basics


Medical institutions, even if they have computerized most of their medical-care activities with the electronic medical recording system, may be forced to handle paper-based media (paper documents or films) such as patient referral documents from other medical institutions.  If a mixture of electronic data and information on paper-based media may pose a problem of medical-service security, electronic storage of such information with a scanner may be considered.

Medical institutions that want to do this are required to meet the requirements described in Section 9.1 "Common requirements" and to successfully complete the scanning process within a reasonable period of time considered to give no chance of tampering.

	B. Minimal guidelines


In addition to taking the basic measures described in Section 9.1, medical institutions must scan information on paper-based media into electronic format during a given period of time after they develop or receive such information in order to protect medical care histories from being tampered.

· "A given period of time" means a reasonable period of time considered to give no chance of tampering.  Usually, scanning must be conducted without delay.  If there is a compelling reason of delay, such as unavailability of related equipments during off-hours, scanning must be started as soon as it becomes possible.

9.3
Electronic storage of paper-based media of the past with an image scanner
	A. Institutional requirements

	(1)
From the viewpoint of personal information protection, medical institutions shall put up a notice or take other actions in advance to inform target patients or those who take care of them (hereinafter called "Patients") that the Patients’ medical care histories will be scanned into electronic format.  If a Patient expresses his/her disapproval, medical institutions shall pay appropriate attention not to scan his/her records.

(2)
To ensure proper protection of personal information during the scanning process, medical institutions shall prepare a required action plan and define operational management rules in advance and shall ensure proper audit of the scanning process after it is conducted.

(3)
If a medical institution outsources the scanning process, they shall select an appropriate outsourcer for the purpose of security management.  The outsourcer shall meet the technical standards and requirements for personal information protection (described in Section 9.1) which are required for the scanning process conducted within the medical institution.  The outsourcer shall also define these requirements for security management in the contract.


(Enforcement notification  No.2, 2-(2),(3))


	B. Basics


There may be a case where a medical institution has introduced the electronic medical recording system and electronic storage of medical care histories but medical care histories of the past are on paper-based media (paper and films) and the institution has difficulty in consistent handling of medical care histories.  Unlike "Electronic storage of medical care histories with an image scanner each time medical care is provided" (described in Section 9.2), where a risk of tampering is low, the case in this section needs proper measures to ensure accountability.  Medical institutions must remember that they should meet all the requirements listed in Section 9.1 "Common requirements", gain prior consent from the patients, and ensure proper audit of the scanning process.

	C. Minimal guidelines


In addition to the measures described in Section 9.1, medical institutions must do the following:

1.
Medical institutions must put up a notice or take other actions in advance to inform target patients that the patients’ medical care histories will be scanned into electronic format.  If a patient expresses his/her disapproval, medical institutions must not scan his/her records.
2.
Medical institutions must prepare in advance an action plan that includes the following:

· Development and validity assessment of operational management rules.  In large-scale medical institutions, this assessment must be conducted by members of a fairness-ensured committee (ex. an ethics committee) including external knowledgeable persons.

· Appointment of the person who is responsible for the scanning task

· Ways of informing the patients and responding to their disapproval

· Implementation system including mutual monitoring

· Way of keeping a record of implementation and specific items of the record (This record must be detailed enough to be eligible for the audit activity described below.)

· Appointment of a postauditor and definition of audit items

· Length of time between scanning into electronic format and disposal of the original paper documents and films, as well the disposal procedures

3.
If a medical institution uses an image scanner of its own to scan paper-based information, this must be audited by an eligible external auditor such as a system audit engineer or a CISA (Certified Information Systems Auditor) qualified by ISACA.

4.
If a medical institution outsources the scanning process, it must select an appropriate outsourcee that meets the requirements described in Section 9.1.  To select an eligible outsourcee, the medical institution must confirm that the candidate is at least granted the privacy mark by JIPDEC (Japan Information Processing Development Corporation) and that it has no history of problems of information security management or personal information protection.  The outsourced task must be audited by an eligible external auditor such as a system audit engineer or a CISA qualified by ISACA.  The medical institution must clearly describe the necessity of proper security management including the above-mentioned audit obligation in the contract.

9.4
(Supplement)
Electronic storage of information with an image scanner for operational convenience with the original paper-based media preserved

	B. Basics


If a medical institution scans information into electronic format because of significant inconvenience of dealing with the information on paper-based media but does not dispose of the original media, the electronic data is merely referential data that the medical institution is not obliged to keep.  However, the medical institution must pay the same attention to the electronic data for the purpose of personal information protection and ensure enough scanning accuracy to avoid interfere with medical service.

	C. Minimal guidelines


1.
An image scanner that meets specified standards for and criteria of optical resolution, sensing, and other functions must be used to avoid interference with medical service due to a decrease in quantity of information by conversion into electronic format.

· Basically, when patient referral documents and other similar paper-based media are scanned, optical resolution must be 300dpi or higher and color depth must be at least 24-bit RGB color (each red, green, and blue component is 8-bit).  Though electronic data are produced merely for operational convenience, their visual readability is required to be the same or almost equal to that of the original paper-based information.  The original is also preserved but cannot be easily accessed like electronic data and it may be stored outside the medical institution.  However, lower scanning level is acceptable if it does not affect visual readability and medical care, for example, if the original is a computer printout.

· For high-definition data on radiography films and other media, the Japan Radiological Society's Electronic Information Exchange Committee released "Guidelines for the Use of Digital Image, Version 1.1" in June, 2002, which should be a good reference.  Mammography is not referred to in these guidelines, but is a subject of future discussion in the committee.

· Possible target documents also include electrocardiographic complex, Polaroid photographs, and more.  Usually, 300dpi, 24-bit color scan is enough, except those data that need extremely high definition.  Be sure that enough definition for proper medical service is maintained.

· It is advisable to save image data from general documents in TIFF or PDF format.  Irreversible compression causes image degradation.  If this compression technique is used, be sure to confirm in advance that the definition setting will pose no problem for both provision of medical service and recognition of any damage or stains on the document to be scanned.  Scanned data from radiography films and other medical images must be saved in DICOM or other appropriate format.

2.
Managers must define operational management rules and take necessary measures to ensure the proper scanning process.

3.
If necessary, the original paper-based media must be stored in a way that they can be easily retrieved to allow for urgent data access.

4.
For personal information protection, medical care histories must be handled on the basis of the spirit of laws related to personal information protection.  Particular attention must be paid to the security of the original paper documents and films.

10
Operational management

Operational management rules must be defined without fail because they are essential to fulfillment of management responsibility and accountability.

	A. Institutional requirements


1)
"Guidelines for Personal Information Management by Medical Treatment and Nursing Care Organizations" released in 2004

	I
6. High-level transparency and disclosure of actions taken by medical treatment and nursing care organizations


---
Clear and proper rules on handling of personal information shall be defined and released to the public.

---
The rules on handling of personal information may outline management of personal-information security and specifically describe patients’ request of information disclosure, provision of personal information to third parties, and complaint processing.
III
4 (2) 1) Development and release of rules on personal information protection
　　
---
Medical institutions shall develop rules on personal information protection---

　　

Medical institutions shall also develop rules on security management of their information systems that process personal data.


2） Other requirements

	Considerations on electronic storage of medical care histories

(1)
Facility managers shall define and follow operational management rules on electronic storage of medical care histories.
(2)
The operational management rules shall describe the following:
1)
The organization, system, and facility that supervise operational management
2)
Protection of the patients’ privacy
3)
Other matters that are necessary for proper operational management

(Enforcement notification No.3)


	Considerations on external storage of medical care histories in electronic media
(1)
Managers of hospitals and doctor’s offices that conduct external storage shall define operational management rules and conduct external storage based on these rules.  If operational management rules on electronic storage of medical care histories have been already defined, they shall be revised accordingly.
(2)
The operational management rules described in (1) shall contain the required items of the operational management rules on electronic storage of medical care histories.

(Revised external storage notification  No.3)

	B. Basics


Operational management rules must describe whether "Standards for Electronic Storage of Medical care histories and Treatment Records Obliged by Statute to Be Stored" and/or "Standards for External Storage of Medical care histories" will be met by means of technical or operational measures at system implementation.  The rules must also stipulate that these measures should be documented and the documents are kept so that they can be opened to the public if necessary.

Since different medical institutions have different sizes and kinds of business, forms and contents of the operational management rules can vary with medical institutions.  According to the description in Section 6 through 9, minimal guidelines below lists management items to be included in the rules.  Subsection (1) lists general management items regardless of whether information is stored electronically or not.  Subsection (2) lists operational management items for electronic storage and Subsection (3) for external storage.  Subsection (4) describes electronic storage with an image scanner.  Then, the process of developing the operational management rules is described at the end.

Medical institutions that want to conduct electronic storage (but not external storage) must include management items described in subsections (1), (2), and (4) in the operational management rules.  Medical institutions that want to conduct both electronic and external storage must include management items described in subsections (1), (2), (3), and (4).

	C. Minimal guidelines


The following items must be included in the operational management rules.  "Recommended" items listed in Section 6 through 9 may be omitted.

(1)
General management items
1)
General
a)
Philosophy

b)
Target information

2)
Management system
a)
Appointment of a system administrator, an equipment administrator, and a person responsible for operations

b)
Limitations on a person in charge of work
c)
Management of relevant manuals and contracts Management of documents such as manuals and contracts
d)
Audit system and designation of a person responsible for audit
e)
Provision of a contact for complaints
f)
Accident measures
g)
Getting uses acquainted
3)
Responsibilities of managers and users
a)
Responsibilities of system administrators, equipment administrators, and persons responsible for operation
b)
Responsibilities of persons responsible for audit

c)
Responsibilities of users

For audit trail activities, refer to "A Guide to Audit Trail for Personal Information Protection—How to Protect Your Patients’ Personal Information", released by the Medical Information System Development Centre.

4)
Operation management items in general management
a)
Entry/Exit management such as recording/identification of persons entering/exiting the location, restriction on entry/exit
b)
Control and monitoring of installation zones of information storage devices and access equipments
c)
Security management items in the outsourcing contract

d)
Management of media recording personal information (storage/delivery) 
e)
Regulations for disposal of media including personal information
f)
Prevention against risks, measures to take upon risks
g)
Management of documents that stipulate sharing of technical and operational measures to ensure information system security, user identification and authentication, access privilege control, access log retrieval and audit, time synchronization, and measures against computer viruses and other illegal software
5)
Education and training
a)
Development of a manual

b)
Regular or irregular training in system handling and for raising awareness of privacy protection and security

c)
Human security management for workers
· Confidentiality agreement with persons other than healthcare professionals

· Rules on protection measures against personal-information leak by retired persons
6)
Security management measures of outsourcing

a)
Nondisclosure articles in an outsourcing contract

b)
Security management measures in a re-outsourcing
c)
Data reference in system adaptation or maintenance

· Registration and operational management of user accounts for system maintenance personnel only

· Supervision of hospital workers during the work

· Emphasis on personal information protection in the system maintenance contract

· Collection and examination of the message log

7)
Audit
a)
Audit items

b)
Responsibilities of the person responsible for audit activities

c)
Access log audit

8)
Response to disaster and other emergency situations

a)
Rules on the medical information system stipulated in the Business Continuity Plan (BCP)
b)
Rules on system degenerate operation
c)
Functionality and operations in case of an emergency
d)
What should be reported to whom
9)
Exchange of medical information with outsiders

a)
Management of a document to ensure security from technical and operational viewpoints

b)
Management of a document to review measures against risks

c)
Management of a contract that stipulates demarcation points of responsibility

d)
Basic policy of remote maintenance
10)
Reexamination of existing rules

Procedures for periodic reexamination of operational management rules

(2)
Operational management items for electronic storage

1)
Provision of authenticity

a)
Identification and authentication of a person who prepared information
b)
Procedure to finalize information and record of identification information of the person responsible for preparation
c)
Storage of update history
d)
Proxy-based operation approval record
e)
Management assumed in case a single medical care history is jointly prepared by multiple medical care workers
f)
Quality management of equipment/software
2)
Provision of visual readability

a)
Management of whereabouts of information
b)
Management of visual readability means
c)
Response time and throughput in accordance with the visual reading purpose
· Purpose of medical care

· Explanation to patients

· Audit

· Lawsuits

d)
System fault measures
· Redundancy

· Backup

· Emergency response

3)
Provision of storage property

a)
Management of software/equipment/media (ex. installation location control, locking, periodic inspection, and running a virus check)
Measures against corruption or confusion of information caused by viruses or inappropriate software

b)
Prevention of loss or corruption of information caused by inappropriate storage or handling
c)
Prevention of inability to read information or incomplete reading caused by degradation of recording media or facilities
d)
Prevention of inability to restore information caused by inconsistency of media, equipment or software
e)
Response to the case of emergency

f)
Provision of continuance of information (ex. measures against media degradation)

g)
Information protection featre (ex. backup)

4)
Provision of mutual availability

a)
Provision of data compatibility in system modification
b)
Provision of data compatibility in system updates
(3)
"Management Responsibilities of Medical Institutions" for external storage via networks
Medical institutions that want to conduct external storage of portable media and/or paper-based media must develop "Management Responsibilities of Medical Institutions" based on the following:

1)
Management system and responsibility
a)
Description of why the selected outsourcee is considered as eligible
If the outsourcee is not a medical institution, refer to the requirements listed in Section 8.1.2 "Limitation of institution entrusted with external storage".

b)
Name of the management representative of the outsourcer

c)
Audit system of outsourcee activities

d)
Demarcation points of responsibility between the outsourcer and the outsourcee

e)
Development and preservation of a contract that clarifies the scope of the outsourcee’s management responsibility, accountability, and result responsibility

f)
Development and preservation of a contract that clarifies which party is responsible for response to possible accidents and for failure isolation
If the outsourcee is not a medical institution, refer to the requirements listed in Section 8.1.2 "Limitation of institution entrusted with external storage".

2)
Processing upon termination of external storage contract
Means to take all the stored medical care histories away from the outsourcee

a)
Contract on the above means with the outsourcee and check by the manager

3)
Provision of authenticity

a)
Use of mutual authentication function

b)
Function that protects information from being tampered on the telecommunication line

c)
Function that restricts remote login

4)
Provision of visual readability

a)
Provision of visual readability of diagnosis and treatment information expected to be required urgently
b)
Provision of visual readability assumed in the event of a fault in a network of a trustee facility
*Optional but recommended
5)
Provision of storage property

a)
Storage check feature at a facility entrusted with external storage
b)
Employment of a standard data format and transfer protocol
*Optional but recommended

c)
Version management of data format and transfer protocol and provision of continuity
d)
Degradation measures for facility equipment assumed in case a telecommunication circuit or external storage is entrusted
e)
Compatibility of facility equipment assumed in case a telecommunication circuit or external storage is entrusted
*Optional but recommended

f)
Information protection feature

6)
Personal information protection during transmission of medical care histories and other personal information on the telecommunication line
a)
Appropriate encryption for privacy
b)
Authentication to identify the start point and end point of communications
7)
Personal information protection in the outsourcee’s facility
a)
Measures to protect personal information in a facility entrusted with external storage
b)
Inhibition of access to diagnosis and treatment information in a facility entrusted with external storage
If the outsourcee is not a medical institution, refer to the requirements listed in Section 8.1.2. "Limitation of institution entrusted with external storage"
c)
Access notification in fault measure
d)
Integrity of access log and access inhibition

8)
Explanation to patients and content
a)
Obtainment of consent before medical care
b)
Urgent need of medical care with difficulty in communication with patients
c)
No urgent need of medical care with difficulty in gaining consent from patients

9)
Audit items of the outsourcee’s activities
a)
Storage records (items and storage periods)

b)
Management measures by the outsourcee and audit of the implementation

(4)
Electronic storage with an image scanner
1)
Definition of target documents to be scanned

2)
Appointment of an information preparation manager to assure that the scanner-readout electronic information is identical with the original
3)
Electronic signature conforming to the law related to electronic signature and authentication (the Electronic Signature Law) of a person responsible for work (the operator or manager) on the scanner-readout electronic information
4)
Addition of correct readout time to the scanner-readout electronic information
5)
Rules on procedures for electronic storage of paper-based media of the past
<Considerations for development of operational management rules>

Operational management rules are developed by each medical institution in order that the institution can properly operate its electronic (and external) storage system.  In other words, the rules should be developed based on the circumstances each institution is in and on its own decision.

The rules can be developed from scratch, but it would be difficult to ensure that all the mandatory items are included.  Medical institutions are recommended to use the drafts of operational management rules presented in Appendixes 1, 2, and 3.

Appendix 1 contains examples of general operational-management items regardless of whether information is stored electronically or not.  Appendix 2 contains examples of operational management items for electronic storage.  Appendix 3 contains examples of additional items for external storage.

Therefore, medical institutions that want to conduct external storage of electronic data must include the contents of Appendix 1 through 3 into the operational management rules.

Medical institutions must follow the following steps to develop the rules:

Step 1: Deciding on the overall construction and the table of contents
When deciding on a series of sections and sections, a medical institution should select items from "Operational management items" and "Implementation items" in the appendixes and then make necessary modifications in view of the circumstances the institution is in to produce the overall construction.

Please note that the operational management rules should cover not only rules on its electronic (and external) storage system but also rules on the whole medical information system.

Step 2: Writing the body of the operational management rules
When writing the body of the rules, a medical institution must select sentences from "Sentence example of operation management regulations" in the appendixes and then make necessary modifications in view of the circumstances the institution is in.

Please note the "Target institutions" column in the appendixes.  Contents of the operational management rules may be different between large/medium size hospitals and small size hospitals, clinics.  The former is recommended to select examples marked with A and B and the latter to select examples marked with A and C.

Step 3: Overall review and evaluation
When the operational management rules are developed, the medical institution must have the rules reviewed by relevant individuals in the institution to evaluate feasibility of the rules from the comprehensive viewpoint and to make modifications, if necessary.

Development of the rules is not the final goal.  The developed rules ("plan") must be followed ("do"), properly audited ("check"), and if necessary, revised ("action").  Continued operations and improvement based on the proper repetition of this "plan-do-check-action" (PDCA) cycle is important.
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