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[bookmark: PREFACE]i Preface
[bookmark: ATS_Pref_1]i - a Note to Readers
The Abstract Transport Specification document has been published for the first time in May 2005 in the form of a Draft. Since then many of the concepts and statements have changed, mainly as the result of dispositions and findings at InM Out of the Cycle meeting in San Antonio, May 2006. 
The specifications introduced in this document are closely related to the HL7 MCCI domain Release 2, which mostly refers to the dynamics, constrains and definitions of commit/accept/application ack and naks that were ambiguously used in HL7 version 2 as well as in Release 1 of the MCCI domain. 
[bookmark: ATS_ack]i - b Acknowledgements
The authors wish to acknowledge the following persons, above and beyond the author list, for their contributions to this document: Andrew Hinchley, Mike Dillon, Nicu Goga, Marc de Graauw, Paul Knapp and Paul Biron. 
[bookmark: ATS_Pref_2]i - c Changes From Previous Release
The Abstract Transport Specification has gone through some very important changes from the first release. The main differences can be summarized as follows: 
· The introduction of new HL7 application architecure, which has some major consequences to the definition of the underlying concepts and their respective responsibilities 
· The introduction of the Transmission Pattern as the main requirement for all HL7 Messaging Infrastructure Layers 
· Revision of the reliability requirement for the messaging infrastructures 
· The introduction of Message Exchange Pattern 
· The new definition for HL7 Gateways is introduced to better reflect use cases and scenarios that were presented to the InM committee 
· The introduction of Transformer Bridge concept 
· Message Fragmentation elaboration. 
The following list addresses known issues resulting the September 2005 ballot plus many of the resulutions that have taken place over the last year. 
· Known Issue: the title of the document (especially the term "transport" in the ATS) does not fully reflect the contents. At this point, since the entire section is titled "Transport" specification, the InM committee has decided to stay with the title as is. 
· Known Issue: definition of Session (action item 74, WGM San Antonio 2006) belongs to the ATS, but it it not used anywhere in the document. 
· Known Issue: Security model and the issue of trusting Gateways will be addressed by the Security TC in the Risk assessment together with other security related issues. 
· Known Issue: Different technogies and architectures have different meaning for the same term (e.g. transport, network protocol, messaging protocol, etc). The readers are instructed to respect defintions of the terms as specified in this document. 
· Known Issue: the contents of this document take the work of Services Oriented Architecture (SOA) SIG as informative only. In other words, SOA is considered at this point as just another methodology to transfer HL7 messages. However, the editors of the document expect SOA SIG to have strong influence on the Abstract Transport Specification contents, the results of which will be included in the further ATS releases. 

[bookmark: ATS_main][bookmark: Overview][image: CommitteeNormativeBallot1]1 Overview
[bookmark: ATS_intro][bookmark: Introduction]1.1 Introduction and Scope
One of the primary goals of the HL7 standard is to provide models and mechanisms for plug and play interoperability. Within that mission HL7 standard defines static and dynamic models for the information exchange that refer to the application layer (7th layer) in the OSI reference model. The models amongst other features seek to support for various messaging infrastructures, technologies and standards which will facilitate actual HL7 messages transfer. In order for Messaging Infrastructure and protocols to be able to support HL7 dynamic model, the need has been recognized to define the abstract messaging infrastructure dynamic rules and delivery orchestration parameters, which need to be applicable for diverse Messaging Infrastructures. Having such a specification in place, Messaging Infrastructure technologies will have a clear set of dynamic rules and requirements which are used to meet the needs of the HL7 message exchange defined at the business level. This will be an important step towards HL7 interoperability mission, with having HL7 to support diverse distributed and heterogeneous networking environments in a unique manner. 
The Abstract Transports Specification (ATS) describes the functional characteristics of the Messaging Infrastructures that are of general interest to HL7 applications, such as reliable messaging, delivery assurances, addressing etc, and logical devices, such as routers and bridges, which participate in the movement of composite messages between senders and receivers. It aims to define abstract messaging infrastructure concepts, rules and mechanisms for or in a HL7 compliant network. 
This document describes a set of minimal requirements which a messaging infrastructure specification must meet to be considered for inclusion in the standard. It also lists features which are optional but of interest to the HL7 community. Functional characteristics may include: mechanisms for reliable messaging; Destination delivery assurances, support for HL7 version 2 composite messages, message encryption and end-point authentication. A specific Messaging Infrastructure doesn't have to support all of the functional characteristics listed in this document. The fact that a particular Messaging Infrastructure supports certain capabilities doesn't mean that HL7 Applications have to use them. This document does not describe the details of, nor is it based on, any particular Messaging Infrastructure or Message Transport. Note also that some Messaging Infrastructures may not be applicable to some HL7 version 3 ITSs. ITS's (such as CORBA) may require an inherent protocol stack that precludes their use of some infrastructures. 
This document provides a glossary of transport terms and describes the functional elements common to all message transports. The Messaging Infrastructure Technical Committee will evaluate whether the key concepts from ATS might also be addressed and specified in HDF and HL7v3 Glossary. 
A discussion about the subject of in which circumstances one should use Messaging Infrastructures that have certain functional capabilities has been postponed to a later point in time. 
[bookmark: HL7_Transmission_Patt][bookmark: Transmission_pattern]1.2 HL7 Transmission Pattern
Figure 1. depicts the generic HL7 Transmission interaction pattern. From the perspective of Abstract Transport Specification, the HL7 Transmission Pattern is considered as the atomic unit of the HL7 dynamic model, and as such represents the main requirement for Messaging Architecture conctepts presented in this document. 
The Transmission Sender (an HL7 Application) sends the initial Transmission. The Transmission Receiver (another HL7 Application) or the HL7 Bridge (in case of a negative acknowledgment - see also section Bridge (§ 3.2 )) performs an accept-level validation, and sends an accept-level acknowledgement transmission if the Sender had requested such an acknowledgement. If the initial Transmission is an interaction which has Receiver Responsibilities associated with it (i.e. the HL7 standard specifies that the receiver has to respond to the interaction with a specific response interaction) then the Receiver generates and sends the response Transmission. The timing and delivery method of the Response Transmission depends on settings as provided by the Sender with the initial Transmission. Both the timing (e.g. Immediate vs. Deferred) as well as the delivery method (e.g. Batched, Queued/Polling, Message-Transmission based) are irrelevant when considering Transmission Patterns. 
[image: graphics/ats_transmission_pattern.gif]

Figure 1. HL7 Transmission Pattern
[bookmark: ATS_app_arch]2 HL7 Messaging Architecture Concepts
[bookmark: ATS_app_arch_overview]2.1 Overview
To fully understand the HL7 Messaging Architecture and the conctepts presented and elaborated in this document, definition of some general HL7 terms and standards artifacts used throughout the document need to be respected. Please refer to the HL7v3 standard specification for definition of the concepts such as HL7 composite message, payloads, wrappers and application roles. 
Figure 2. highlights the major concepts that will be used throughout this document: 
[image: graphics/ats_architecture.gif]

Figure 2. Relation among the different components of the application architecture
The elements that make up the application architecture are defined as follows: 
· Application Layer: refers to the business entities that produce and consume HL7 composite messages. They understand HL7 static and dynamic models, and contain the business knowledge for one to many HL7 Application Roles behavior. Application Layer encompasses the scope of the HL7 standardization efforts - it deals with the HL7 information models (DMIMs and RMIMs), related semantics, and respective receiver responsibilities (i.e. this where decision making takes place, which interaction or trigger event will be instantiated in case of a multiple choice for receivers responsibility). 
· Messaging Infrastructure Layer: is responsible for the HL7 messages transfer following the rules as specified by the HL7 applications and the healthcare business environment. When referring to the OSI reference model, Messaging Infrastructure Layer includes communication layers 5 (session), 6 (presentation), and 7 (application). It includes two main concepts that are defined as follows: 
· Messaging Adapter: this component is responsible for the configuration of the underlying Messaging Protocol and the creation of the Messaging Protocol envelopes. Messaging Adapters represent the main interface from the HL7 Application Layer and the Messaging Protocol used to facilitate the transfer of the messages. 
· Messaging Protocol: controls, facilitates and manages the message transfer. The Messaging Protocols are generally off-the-shelf implementations that have no knowledge of the specific payload being transported or the HL7 domain. Examples include Web Services, ebMS, MLLP. 
· Message Transport Layer: this layer includes network transport protocols that according to the OSI reference model include 1, 2, 3 and 4. Message Transport Layer represents the mean by which the HL7 message is transported to the appropriate destination. Examples include TCP/IP, UDP/IP, and NETBEUI. The Message Tranport Layer is recognized as a separate layer due to the fact that it does not deal with the message as the unit of transport, but with the packets (TCP) or datagrames (UDP) that need to be reassembled back to the HL7 message by the Message Infrastructure Layer at the Destionation side. Note also that different Messaging Infrastructures might use multiple network transport protocols, depending on the implementation, the degree of separation between the layers and a number of other factors. As an example it is possible to transmit HL7 messages via HTTP using Web Services and ebMS. On the other hand, MLLP is by its nature bound to serial transport protocols (e.g. TCP/IP, RS232) only, and hence cannot be send over HTTP. 
Messaging adapters provide isolation between the HL7 application and the Messaging Protocol contained in the Messaging Infrastructure layer, which makes the HL7 specifications independent on the technologies that facilitate the message transfer. Furthermore, the distincition between the Messaging Infrastructure and Message Transport Layer provides isolation between the application layer protocols and the network transports. HL7 Messaging Architecture and the isolation between the layers as presented in the Figure 2. enables the: 
1. the HL7 application that encompasses HL7 static models (RIM derived artefacts) and dynamic models (trigger events, interactions, receiver responsabilites) to stay independent from the particular Messaging Infrastructure, and 
2. the Messaging Protocol to stay independent from the specific network transport protocols, which refers to the possibility that the same message can be routed through multiple different physical transports. 
HL7 version 3 is a messaging standard that focuses on the information exchange in between healthcare applications. Having this statement in mind, HL7 applications cannot fulfil the mission of the standard without having a Messaging Infrastructure in place. For this purpose Figure 3 shows the abstraction layers that the HL7 message traverses en-route to the destination: 
[image: graphics/ats_msg_traversal.gif]

Figure 3. Abstraction Layers for message transmission
As the message travels through the different layers it is enriched with information that is used to deliver the message to the corresponding layer of the receiving application. Example: the HL7 application generates the HL7v3 composite message and serializes it using the rules as specified in the HL7 XML ITS. As the HL7 application passes the message to the Web Services Messaging Adapter, the appropriate metadata is added to the message to configure the Messaging Infrastructure Layer. This includes the configuration of Messaging Protocol's Source, Destination, definition of the delivery assurances required for the particular interaction, security characteristics and so on. The Web Services Messaging Adapter will furthermore generate the appropriate SOAP envelope for the HL7v3 message, and pass it on to the Source that uses the Messaging Protocol to facilitate and control the message transfer. When the message gets to the Destination, the same procedure occurs: the Destination will pass on the message to the Web Services Messaging Adapter that takes the ownership of the message. The Web Services Messaging Adapter will remove the SOAP envelope and headers, as well as the appropriate metadata and ultimately deliver the HL7 message in the format compliant to ITS recognized by the HL7 application. 
[bookmark: Definitions]2.2 Terms and Definitions
The folowing list defines the commonly used terms in the Abstract Transport Specification. Their definition is crucial in order to avoid misunderstaning of the concepts presented in this document. Note that other standards and technologies might use the same terms for different meanings, which is yet another reason to provide unambiguous definitions that will be respected throughout the Abstract Transport Specification. 
The final aim of this paragraph is to transfer these definitions to the Glossary. Until the definitions prove to be stable, they will stay with this specification. 
· Transport: refers to the technologies, protocols and mechanisms utilized by the Messaging Infrastructure Layer to facilitate the HL7 messages transfer. IMPORTANT NOTICE - the usage of this term is discouraged as it is havily overloaded in the HL7 standard, and other technologies and specifications such as OSI, OASIS, Web Services etc use the term for different purposes (e.g. Web Services Basic Profile refers to HTTP and SMTP as transports, which serve the purpose of the application level binding protocols). 
· Message Producer: the synonym for the HL7 application in the Application Layer that interacts with the Messaging Infrastructure Layer to initiate the sending of the HL7 message. 
· Message Consumer: the synonym for the HL7 application in the Application Layer that interacts with the Messaging Infrastructure Layer to consume the received HL7 message. 
· Sender: embeds the sending Application Role for the HL7 Interaction and the Messaging Adapter responsible for Messaging Protocol configuration. Sender implements business rules according to the HL7 application role definition, and prepares the HL7 message for the delivery facilitated by the Messaging Protocol in the Messaging Infrastructure Layer. 
· Receiver: embeds the receiving Application Role for the HL7 interaction and the Messaging Adapter responsible for Messaging Protocol configuration. Receiver implements business rules according to the HL7 application role definition, which receives, deserializes and processes the HL7 message sent by the Sender. . 
· Source: the runtime component of the Messaging Infrastructure that transmits the message to the Destination. The Source lives in the Messaging Infrastructure layer and implements the specific application transport protocol (HTTP, JMS, FTP, ...). The communication between Source and Sender is through APIs provided by the implementation of the application transport protocol (Java, .NET Framework, CORBA, COM) 
· Destination: the runtime component of the Messaging Infrastructure that receives the message from the Source. The Destination lives in the Messaging Infrastructure layer and implements the specific application transport protocol (HTTP, JMS, FTP, ...). The communication between Destination and Receiver is through APIs provided by the implementation of the application transport protocol (Java, .NET Framework, CORBA, COM) 
[bookmark: ATS_mi_layer]2.3 Messaging Infrastructure Layer
Messaging Infrastructure Layer as specified above includes two main components: Messaging Adapter and the Messaging Protocol. Their roles and responsibilies which are of interest and need to HL7 applications are elaborated in the consequent paragraphs. 
[bookmark: ATS_msg_adapter]2.3.1 Messaging Adapter
The Messaging Adapter is an essential part of any HL7 enabled messaging architecture (Figure 2). Messaging Adapters provide features of Messaging Protocol configuration, which includes envelopes construction and related Messaging Protocol metadata management. In addition, Messaging Adapters facilitate the process of HL7 interaction syntactic validation and the generation of the Message Adapter Acknowledgement (MCCI_IN002002). The Messaging Adapter will also take care of HL7 application and Messaging Protocol mapping, and may be implemented as a communication module or facilitated as a component by the message broker/communications engine. 
Messaging Adapters work in close collaboration with the HL7 applications in order to meet the business requirements for the message exchange. However, it is important to note that implementation details for Messaging Adapters do not fall into the scope of HL7 standardization efforts. They have been identified as a distinct module in the Messaging Infrastructure Layer in order to separate Messaging Protocol configuration from the actual creation and semantic processing of HL7 composite messages, which is managed by the HL7 application at the Application Layer. Together with the HL7 application they constitute Senders and Receivers as presented in Figure 3. They naturally belong to the Messaging Infrastructure Layer since they are bound to the specific Messaging Protocol. In terms of the collaboration, Messaging Adapters interface HL7 application on one side using the HL7 composite message (formatted and serialized according to the HL7 ITS), and Messaging Protocol on the other using the appropriate message format (e.g. SOAP messages). 
From the HL7 perspective, Messaging Adapters are not required to posses any HL7 specific knowledge other than one or more particular ITSs needed to support the message delivery environment. In particular, they are not required to know anything about HL7 static and dynamic modeling rules and mechanisms, other than being aware of the contents of HL7 Transmission Wrapper, which is where an HL7 application indicates the application level static and dynamic rules for message transport. The Messaging Adapter may play a role in the validation process of interactions that it has received via the Messaging Protocol implemented in the particular environment. The level of validation may vary from zero validation (in which case all validation is done by the HL7 Application), to a minimalist validation of syntax and interaction type, up to full syntactic validation (in which case the HL7 Application doesn't need to do any validation anymore). 
Following these functionalities, Messaging Adapter may generate its own HL7 error interaction: the Message Adapter Acknowledgement (MCCI_IN002002). The Message Adapter Acknowledgement message only consists of a Transmission Wrapper; it contains neither a Trigger Event Control Act wrapper nor a domain-defined payload. A Message Adapter Acknowledgement may be generated by a Message Adapter if and only if: 
1. a transmission issue was detected, e.g. the interaction contains an unknown receiver identification, or the Sender isn't considered to be a trusted application 
2. a validation issue was detected, e.g. the interaction is not supported, there are syntactical issues, or the interaction does not conform to the agreed upon conformance profiles. The level of validation performed by the Messaging Adapters is implementation dependant. 
The Message Adapter may also play a role of serializing/deserializing Messaging Infrastructure Layer specific message representation into the application natively understood format. This could be as simple as passing through HL7 message as a string or as complicated as building a full object graph representing HL7 message before passing it to the application. 
HL7 version 2 mapping: a Message Adapter Acknowledgement (MCCI_IN002002) is the equivalent of a v2 accept-level NAK. 
Message Adapters in general do not act any differently on initial messages (e.g. unsolicited update, query) as they do on the application responses. It is not within the scope of Message Adapters to process the receiver responsibility rules for interactions and their related responses; this is clearly the responsibility of the HL7 application and appropriate application roles. 
[bookmark: ATS_messaging_protocol]2.3.2 Messaging Protocol
Messaging Protocol refers to the rules, formats, and functions implemented by the Messaging Infrastructure Layer for exchanging HL7 messages. The Messaging Protocol in the Messaging Infrastructure Layer uses what is also refered to as the application and session protocols (OSI notation) or application level transports (OASIS notation), which includes communication protocols such as HTTP, SMTP, SOAP, and JMS. Mechanisms and features of Messaging Protocols, including binding to different application and session protocols, are technology specific and fall out of the scope of this document. 
[bookmark: ATS_msg_infrastructure_HL7_App_Interface]2.3.3 Messaging Infrastructure and HL7 Application Interaction
The Messaging Infrastructure Layer (or in this case Messaging Adapter) interacts with the HL7 application using a fully formatted HL7 composite message which complies to the rules as specified by the HL7 ITS. Messaging Adapters use the information contained in the HL7 Transmission Wrapper (Transmission Wrapper is specified and populated by the HL7 application) to configure the Messaging Protocol for the message transfer. 
The communication rules, i.e. how does actually the HL7 application deliver the message to the Messaging Infrastructure and vice versa, is implementation specific and falls out of the scope of this document. In general, this communication can be characterized as synchronous or asynchronous, where in the first case Messaging Infrastructure should assume that HL7 application is blocking on the interaction. Until this connection unblocks (i.e. HL7 application receives the application level acknowledgement as requested, or Messaging Infrastructure Fault has been encountered), Messaging Infrastructure should constrain itself from sending new unsolicited messages to the HL7 application in question. 
Different Messaging Infrastructures have different capabilities when it comes to error handling encountered during the message transfer. The error when the Source cannot deliver the message to the Destination is referred to as the Messaging Infrastructure Fault. The semantics, formatting and communication rules for Messaging Infrastructure Faults are implementation and technology specific; however, on this level we recognize abstract concepts for Messaging Infrastructure Faults that are understood by the HL7 Transmissions: 
1. Error Type No 1 = "Requested Messaging Protocol delivery assurance not implemented or not available". HL7 Transmission requires the use of certain Quality of Service profile (e.g. guaranteed delivery) that is not implemented or not available at the moment. The example for this use case is the acknowledgment timeout, i.e. the communication and message transfer from the Source to the Destination has failed after predefined number of retries. The Source with the Messaging Infrastructure Layer cannot take the ownership of the message and reports the Messaging Infrastructure Fault back to the Sender. 
2. Error Type No 2 = "Requested Messaging Protocol feature not implemented or not available". Source cannot take the ownership of the message for message delivery since requested feature is not available. One example for this case is when application layer requests the message to be encrypted by the Message Infrastructure to preserve the confidentiality from the Source to the Destination, and this feature is (currently) not available. 
The communication between the Messaging Infrastructure and HL7 application is not dictated by any standard, i.e. neither HL7 nor Messaging Protocol in general. Messaging Adapter and Message Protocol that together comprise the Messaging Infrastructure Layer work together to create appropriate application transport protocol level artifacts. Note that also as well that Message Adapters need to be able to honor technology transaction semantics contract imposed by the application runtime environment if one is available. 
[bookmark: ATS_mi_layer_features]2.3.4 Messaging Infrastructure Layer Abstract Services
The Messaging Infrastructure may support a number of abstract services which are of interest to HL7 applications in different scenarios. This document addresses more in detail the reliability and addressing services which are implemented and provided with most of the Messaging Infrastructures today. There may be other abstract services that need to be supported by Messaging Infrastructures in specific environments, e.g. attachments. Note however that from the HL7 standard perspective, a Messaging Infrastructure in general is not required to support any of the services listed here. The farthest that the HL7 standard goes at this point is the reliability (i.e. guaranteed delivery assurance) feature that is indicated as the HL7's best practice. 
Messaging Infrastructure capabilities includes the following areas: 
· Addressing: the ability of a Messaging Infrastructure to individually address Senders and Receivers at least at the same level of granularity of the HL7 Transmission Wrapper. 
· Routing: the ability of a Messaging Infrastructure to route the message from Source to Destination through multiple Intermediaries and Message Transports 
· Reliable Messaging: the ability of a Messaging Infrastructure to support different delivery assurances to the communicating parties (Sender and Receiver) 
· Security: the ability of a Messaging Infrastructure to support security mechanisms required by the application level business rules 
· Integrity: the ability of a Messaging Infrastructure to preserve the integrity of the messages as they travel from Source to Destination, preventing voluntary or involuntary manipulation by Intermediaries 
· Confidentiality: the ability of a Messaging Infrastructure to preserve the confidentiality of a messages as they travel from Source to Destination by preventing Intermediaries to inspect the HL7 payload of the message 
· Non Repudiation: the ability of a Messaging Infrastructure to prevent that messages sent cannot be subsequently repudiated by the Sender or Receiver 
· Authorization: the ability for the Source and the Destination to perform authorization procedures before the data is actually sent. Note: This is communication protocol level authorization, not business level. E.g. It's what HTTPS is doing before it actually exchanges the application level data. 
· Authentication: the ability to prove that parties in the communication are who they claim they are 
· Auditing: the ability to record all the activities concerning the HL7 interactions from the time it is handed to the Source from the Sender's Messaging Adapter until the Destination delivers it to the Receiver's Messaging Adapter. 
· Attachments: the ability to embed binary attachments while transmitting the HL7 Transaction from Source to Destination 
· Compression: the ability to compress the data stream at the Messaging Infrastructure level 
[bookmark: ATS_reliability]2.3.4.1 Reliability
The notion of reliable messaging refers to various Quality of Service (QoS) profiles that Messaging Infrastructure Layer may need to provide in certain scenarios, in order to meet the business requirements of the messaging environment. The QoS profiles are presented in the form of reliability contracts, which are usually expressed with the abstract operations representing the transfer of messages between components in the messaging architecture. It is important to note that the reliability contracts exist between Senders and Receivers, and not Sources and Destinations, in order to have any significance to the HL7 applications in the Application Layer. The reliability contracts are listed as follows: 
· At-Least-Once Delivery: the assurance that one of the two following outcomes to occur: either (1) the message is successfully delivered by the Destination to the Receiver, or (2) either the Sender or the Receiver will get notified about the delivery failure. This delivery assurance is also referred to as Guaranteed Delivery. 
· At-Most-Once Delivery: the ability of the Destination to deliver messages to the Receiver at most once, discarding potential duplicates of the received messages 
· In-Order delivery: the ability of the Destination to deliver messages to the Receiver in the order in which they were sent by the Sender 
The HL7 Messaging architecture refers to the Reliable Messaging QoS profile being identical to the At-Least-Once delivery assurance between the Sender and the Receiver. Other delivery assurances listed above are considered as additional assurances that might be provided in different implementations. 
Messaging Infrastructure Layer Requirement #1: All HL7 v3 Messaging Infrastructure specifications, with the exception of infrastructures based on removable physical media, SHOULD document the terms and definitions how they support Reliable Messaging as defined above. Reliable messaging in HL7 notation is identical to the At-Least-Once delivery assurance between the Sender and the Receiver, as the extension of the At-Least-Once delivery assurance contract between the Source and Destination. 
Messaging Infrastructure Layer Requirement #2: In the cases when HL7 message specifies the element Message.acceptAckCode with the value other then "NE", Messaging Infrastructure SHOULD provide the Reliable Messaging assurance. In the cases when HL7 message specifies the element Message.acceptAckCode with the value "NE", Messaging Infrastructure MAY use the Reliable Messaging assurance, according to the local rules. The only exception to this rule is the MCCI_IN002002 interaction, which SHOULD be sent with the Guaranteed Delivery assurance. 
Reliable messaging covers and extends the concept of the commit acknowledgment ("commit ack"). Historically, a "commit ack" (an abstract concept) has been related to the notion of storing the message to a safe and recoverable storage by the Receiver or an Interface engine, which has been implemented and understood in many different ways. In HL7 version 3 standard, we extend the concept of the commit ack by defining it as the guaranteed delivery assurance (i.e. At-Least-Once delivery contract) between the Sender and the Receiver, and not the Source and the Destination. The commit ack is implemented as a Messaging Protocol specific mechanism, and not as a HL7 v3 message, meaning that all the actions (e.g. Messaging Protocol pipes, sequence and session implementation details) that are needed to facilitate this assurance are hidden from the HL7 applications. 
Messaging Infrastructure Layer Requirement #2 provides the proposal for the mapping between HL7 application layer and the Messaging Infrastructure when it comes to the utilization of the Reliable messaging delivery assurance. However, as the requirement definition clearly states, this is put forward as the best practice and recommendation only, as the specifics of the mapping mechanism are implementers decision and depend on many local parameters and requirements. Implementers should be aware however of the difference between Source and Destination (i.e. node2node) guaranteed delivery, and Sender and Receiver guaranteed delivery (i.e. end2end). E.g. Web Service over HTTP can guarantee that the message got to the next node in the delivery chain, but not the final Receiver of the interaction. On the HL7 level, the delivery assurance need to be facilitated between Senders and Receivers in order to have a meaning and value to the HL7 Interaction, and for that reason the resolutions are provided as defined above. 
HL7 v2 mapping: The v3 concept of commit ack used to be part of the v2 accept ack. In v2 the accept ack had a dual nature, one of which was the commit ack. The "v2 commit ack" aspect of the "v2 accept ack" has beed separated into the v3 commit ack. 
[bookmark: ATS_addressing]2.3.4.2 Addressing
In general, there are logical and physical addressing schemes. The addresses identified by the HL7 Transmission Wrapper are called Logical addresses and refer to the HL7 Applications that are responsible for sending and receiving of the HL7 message. On the other hand, some Messaging Protocols use addressing constructs to identify Source and Destination at the Messaging Infrastructure level. These addressing constructs are referred to as Physical addresses. 
HL7 Application Layer may use one addressing scheme (i.e. Logical addresses in the Device.id element of the Transmission Wrapper), whereas Messaging Infrastructure Layer may use another (i.e. Physical addresses that identify Source and Destination at the Messaging Infrastructure Layer). In such cases Messaging Infrastructure Layer may need to be able to perform the mapping in between different addressing schemes. 
Messaging Infrastructure Layer Requirement #3: All HL7 V3 Messaging Infrastructure Layers specifications SHOULD document the relationship between Local and Physical addressing, if they support and facilitate the concept of addressing mapping between Logical and Physical addresses. 
The addressing requirement for Messaging Infrastructures as specified above is recommended as the best practice for at least two of the following reasons; (1) it is important component in the provisioning of guaranteed delivery assurance, so that Sender/Source and Receiver/Destination relationship is clear and transparent; and (2) the addressing mapping between two layers will give a better guidance to the HL7 implementers and message assembling. Therefore it is expected that the addressing mapping contracts will appear in most of the implementation guidelines and messaging environment framework definitions. 
Mapping of Physical to Logical addresses is one to many relationship (i.e. one Physical address at the Message Infrastructure Layer can front number of Logical addresses at the Application layer). Use case example: The MIL architecture that utilizes a ebXML Message Handling Service which fronts a number of Receivers, and the ebXML wrapper requires the MHS Party ID to route the message to the handling service. The Logical address contained in the HL7 transmission Wrapper and the MIL Physical addresses need not be the same provided the MIL does not carry any greater detail than the HL7 Transmission Wrapper. The Sender would put the department address as the Logical address in the HL7 Transmission Wrapper, and the MHS Party ID in the ebXML Wrapper. On receipt by the MHS, the HL7 wrapper address will identify the actual recipient for the message. 

[image: graphics/ats_addressing.gif]
Figure 4. Logical vs. Physical Addressing Mapping (ebXML example)
[bookmark: ATS_attachments]2.3.4.3 Attachments
Some Messaging infrastructures offer the possibility to embed the binary attachments in the Messaging Protocol envelopes (e.g. SOAP with Attachments extensions in the ebMS). The utilization of the binary attachments management in the Message Protocol envelopes should be well thought of, and is generally discouraged from the HL7 perspective, for the two main reasons: (1) next Messaging Protocol in the delivery chain might not support this functionality, in which cases Bridges are required to drop the transmission, and (2) HL7 standard encourages the usage of the Attachment class in the Transmission Wrapper for this purpose. 
[bookmark: ATS_MEP]2.3.5 Message Exchange Patterns
A Message Exchange Pattern (MEP) is defined as a template, devoid of application semantics, that describes a generic pattern for the exchange of messages between communicating parties at the Messaging Infrastructure Layer. It describes relationships (e.g. temporal, causal, sequential, etc.) of multiple messages exchanged in conformance with the pattern, as well as the normal and abnormal termination of any message exchange conforming to the pattern. 
More advanced Messaging Infrastructure Layers provide the semantics and mechanisms for one to many MEP patterns as defined above. For example, Web Services and SOAP 1.2. protocol introduce two MEP patterns: (1) One-way MEP, and (2) Request-Response MEP. HL7 transmissions taking place between Senders and Receivers usually map to One-way MEP at the Messaging Infrastructure Layer, unless HL7 interaction is defined as having a Receiver Responsibility and the Message.responseModeCode is set to immediate. In the later scenario implementers may choose to use Request-Response MEP, provided that the pattern is available. 
It is important to note that different MIL Layers provide different level of support for one to many MEP patterns, semantics of which are out of the scope of this document. Given the aim of HL7 standard to support different messaging technologies and stay independent of Messaging Infrastructure Layer implementations, the MEP section should be regarded as guidance only. The final decision and usage of different MEP patterns at the Messaging Infrastructure Layer is an implementers decision, and will depend on specific requirements and number of run-time parameters. 
[bookmark: ATS_app_layer]2.4 Application Layer
The Application Layer embeds all the logic for the production, manipulation and consumption of HL7 messages, which also includes the serialization of HL7 composite messages according to the HL7 ITS. The Application layer will initiate the sending of HL7 messages, and indicate which of the Messaging Infrastructure capabilities and delivery assurances are required for the message delivery. On the Receiver side, HL7 application consumes the messages once they have been received by the Destination. Higher levels of the Application layer deal with the business rules, workflows and other aspects of the particular implementation. The analysis and description of those layers is not in scope for this document. 
It is important to note that HL7 application layer (see Figure 2) does not fully map to the OSI 7 layer communication stack, as it does not include application level communication protocols such as HTTP, FTP, JMS etc. These technologies are contained in the Messaging Infrastructure Layer and utilized by the Messaging Protocol for message delivery. 
[bookmark: ATS_nopeer]3 Interface Engines Roles
The application architecture described in section HL7 Messaging Architecture Concepts (§ 2 ) supports a number of different kinds of middleware, for which we commonly refer to Interface Engines. This section aims to identify and describe the key concepts that can be found in heterogeneous HL7 enabled networks (see Figure 4). It is important to note however that the concepts elaborated in this section refer to roles that Interface Engines can play in specific scenarios, and not the real applications and middleware components. This implies that the same interface engine might be required to perform different functionalities and actions for different HL7 interactions. The decision and indication which role the interface engine must play for the particular HL7 interaction depends on number of factors, contracts and business rules, the definitions of which fall out of the scope of this document. 
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Figure 4. Interface Engines and Gateway, Bridge and Intermediary Roles
[bookmark: ATS_gateways]3.1 Gateway
A Gateway performs business level functions in the name of HL7 and other healthcare applications. It is an HL7 application which executes business rules, and forwards/ copies/ amends/ transforms interactions (messages or batched messages). These rules are specified in business and interaction contracts which Gateways negotiate with other Senders and Receivers (the specific terms of these contracts are site-by-site specific and out of the scope of this document). Generally Gateways are allowed and may change any part of an HL7 composite message (a payload and its wrappers), and create a completely new interaction based on the request coming from the original Sender. From the Sender's perspective, HL7 Gateways are treated as fully fledged HL7 applications, and are perceived according to the HL7 standard and associated business rules. 
A Gateway is an HL7 application that is considered as the Receiver of the message from the Sender perspective. Consequently, a Gateway will be listed as the Device.id in the HL7 message, and will follow all the rules and responsibilities attached to that specific HL7 interaction. A common use case for this scenario is a Laboratory Fulfiller Gateway that interfaces many laboratory applications which might not even be fully fledged HL7 applications. Healthcare software will order a laboratory exam specifying the Gateway as the Receiver. The Gateway will have a business responsibility to deliver the message to a laboratory system of desired choice and communicate the results back to the original Sender. The business logic how does the Gateway accomplish and deliver specific tasks attached to the HL7 interaction falls out of the scope of this specification. 
If the Gateway changes the contents of the interaction which was received before its being processed by a receiver then it effectively creates a new interaction, which requires a new identification (the Message.id or Batch.id attribute). The identification is only allowed to be identical if, and only if, the interaction is the same as the original interaction. From the HL7 perspective two interactions are judged to be the same if they have the exact same effect (in terms of semantic content) on a receiving application. There are a small number of transformations of an interaction (e.g. the removal of non-relevant whitespace characters from an XML message or adding simple code translations) that don't require the use of a new identification for the transformed interaction. 
There are many use-cases for Gateways. In addition to the one mentioned above, the following list contains some further typical use-cases: 
· The distribution of an incoming notification interaction to multiple destinations. The notifications are sent by the Gateway to a list of destinations as known by the Gateway. The Gateway will change the Transmission Wrapper. The distributed interactions have the Transmission.id value which is different from the original interaction. 
· The translation of HL7 to proprietary formats or vice versa. The Gateway may change any part of the interaction. Translated interactions have an identification which is different from the original interaction. 
· The translation for old HL7v2 message format to HL7v3 messages format with additional message enrichment where message semantics is not the same between two message formats. Message enrichment can happen by using some locally cached data or by gathering information from services not involved in the original transaction. 
· The distribution of Notification copies of Fulfillment request interactions to multiple copy-to destinations. The notifications are sent by the Gateway to a list of destinations as known by the Gateway. The interaction ID and the underlying Trigger Event ID are changed from a Request to a Notification. Therefore the Gateway will change the Transmission Wrapper and the Trigger Event Control Act Wrapper. The distributed interactions have an identification which is different from the original interaction. 
· The routing of requests based on the availability status of fulfillers. The gateway acts as a "load-balancer" for multiple Lab-applications. It chooses the fulfiller based on the status of other fulfillers and which one is logically next in line if one "fulfillment queue" gets filled up. If a Lab refuses to accept the fulfillment request, it will be sent to the next in line. The original requester has no idea where the fulfillment will be done. Note that since the Gateway was listed as the Receiver of the original request, the interaction identification will stay the same, however new Message.id will be created 
· The queuing of requests until queried for. The Gateway acts as an orders repository, and can be queried for unfulfilled orders. The interaction, once queried for, is the same as the original interaction and has the same identification. 
· The outsourcing of requests. If a Lab system accepts a fulfillment request, and then delegates this order to another Lab system (e.g. a more specialized one, or on another location), then the delegating Lab system acts as a Gateway. The delegating Lab now acts as a sending application; which requires a change the Transmission Wrapper. Therefore the distributed interactions have an identification which is different from the original interaction. 
· The de-identification of entities contained in a message to meet specific regulatory requirements for confidentiality of an entity. A typical example is the de-identification (a.k.a. anonymization) of a patient entity before sending the message to an organization responsible for public health monitoring. The message is altered by the Gateway acting as a de-identification engine. Therefore the distributed interactions have an identification which is different from the original interaction. 
Each specific Gateway specialization use case will dictate how it fits into an HL7 domain. However, each Gateway use case requires new interaction identification (the Message.id or Batch.id attribute) due to the fact that Gateway is always listed as the Receiver of the original interaction. 
[bookmark: ATS_bridges]3.2 Bridge
A Bridge is an application that contains 2 or more Messaging Adapters: it provides message protocol translation (i.e. relaying) and/or message routing capabilities. An example of a Bridge role would be the relaying of messages from Web Services to ebXML Messaging Infrastructure and vice versa. 
Bridges are not considered HL7 applications since they do not implement any of the HL7 applications roles that are specified by the standard, and as such do not take any business (i.e. HL7 Receiver) responsibility for the interaction triggered by the original sending application. HL7 Bridges are not allowed to change any part of the HL7 composite message, since they are never the end point of an HL7 interaction. They are however allowed read-only access to HL7 composite message, where the level of HL7 awareness is site-by-site and implementation specific. HL7 Bridges never block on any interaction, since they only communicate at the Message Infrastructure Layer (and other Message Adapters later in the chain), and never directly with HL7 applications. 
In the heterogeneous HL7 message transport environments, there might be cases where a Bridge should function translating from a more advanced to the less advanced Messaging Protocol. In such an environment Bridge might encounter a case where next Messaging Protocol in the chain doesn't support advanced features implemented by the previous Messaging Protocol and required by the original Sender. If such interaction would occur, Bridge will generate a Message Adapter Acknowledgement (MCCI_IN002002), which needs to indicate the reason for delivery failure, and send this message to original Sender for further decision making processes. Alternatively the error message could be sent to a 3rd party error message clearing house component that aggregates all error messages coming from various HL7 interactions within the enterprise. This allows for an enterprise-wide error detection and resolution implementation, instead of asking each Sender to be able to deal with all kinds of error messages that might occur within enterprise messaging implementation. Error resolution logic might require a complex workflow process to be implemented that needs to coordinate multiple services in order to resolve the error by issuing follow-up compensating transaction requests. Note that this functionality goes in-hand with the use cases discussed in the Gateway section of this document. 
It is important to note that the definition of the Bridge role indicates that it SHALL NOT ever generate a positive accept acknowledgment (MCCI_IN002002 indicating a successful receipt). This type of an acknowledgment is always generated by the final Receiver of the original interaction. Consequently, a Bridge never takes the business level responsibility for the message other then delivery assurances that are requested and applied for the specific interaction. 
The following statement applies to all HL7 applications: If the Transmission Wrapper indicates another Receiver than the application that has received the message, then the receiving application is requested to be a Bridge and should forward the message towards its final destination without processing the message itself. The message may be forwarded directly to its destination, or to yet another Bridge. If the message can't be forwarded this should be reported in an accept-level reject message. 
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Figure 5. Bridge, Webservices/MLLP example
[bookmark: ATS_Transformer_Bridge]3.2.1 Transformer Bridge
A Transformer Bridge is a special flavor of the Bridge role that is allowed to change the contents of HL7 composite message without being the Receiver of the HL7 interaction. A Transformer Bridge (as the ordinary Bridge role) has no receiver responsibilities, is not addressed in the Transmission wrapper, and does not assign new Transmission.id to transformed transmissions. Transformer Bridges are not allowed to change semantic content of the message, which is in line with the definition of the Transmission.id uniqueness. 
There are many use cases to the Transformer Bridge, like e.g. addition of the code translation to the original message. What is common for most of them is that usually a single organization controls Sender, Receiver and the Transformer Bridge, due to all security related risks that Transformer Bridge role implies. 
By definition the Transformer Bridge either has a trust-relationship with the Sender (i.e. transformations are done on behalf of, and with the knowledge of, the organization responsible for the sending application), the Receiver (i.e. transformations are done on behalf of, and with the knowledge of, the organization responsible for the receiving application), or both. These trust-relationships often (but not exclusively so) exist in intra-enterprise communication scenarios. 
The implementers should be aware of the fact that the trust-relationship as well as the configuration parameters and communication contracts for Transformer Bridge scenarios need to be well defined and negotiated, since a Receiver needs to always be able to trust the HL7 Interaction that it receives (in terms of semantic content as well as the identification of the Sender), irrespective of whether or not is has been transformed by the Transformer Bridge. 
[bookmark: ATS_intermediaries]3.3 Intermediary
Intermediaries (Figure 4) refer to a node at the Message Transport level that sits between the Source and the Destination. The Intermediaries provide message routing and transport capabilities at the Message Transport level, and can function as interface between different network transport protocols as long as the Messaging protocol at the Infrastructure layer stays the same. 
Note that Intermediaries are not allowed to change contents of HL7 composite messages in any way. Apart from these requirements, all other Message Transport features in this layer are implementation specific and generally site-by-site dependant, and fall out of the scope of this document. 
[bookmark: ATS_other_issues]4 Other Aspects
[bookmark: ATS_diff_acks]4.1 Differential Transport of Responses
In distributed environments Senders and Receivers may be connected by multiple Messaging Infrastructures. Note that HL7 standard and Abstract Transport Specification do not ensure that the initial interaction and its related response are always transported using one and the same Messaging Infrastructure. For example, if the Sender sends a message using Web Services, the response might be sent with another transport such as MLLP or ebXML. The choice of Messaging Infrastructure depends on business, networking and other implementation rules and requirements. 
[bookmark: ATS_fragmentation]4.2 Message Fragmentation
Some Messaging Infrastructure Layers may implement fragmentation mechanisms for reasons such as more efficient messages transfer. We recognize this feature as something that takes place after the HL7 message has beed serialized according to the ITS, which puts this feature fully with the Messaging Protocols implementations and out of the scope of this document. 
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