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10/04/2010 – Monday, CBCC-Security Joint Meeting 
(Q3)
Richard Thoreson on Single Public Payer Data Sharing Use Case
Ann Wrightson of NHS will present use case of getting people to share data in use case having a single public payer in each state – how can standards help that? In these cases patient data can be available both before and after treatment and hence effectiveness can be measured.  In the “safety net” world – there is a good incentive for people to share data (that is to get it paid for).  RT is looking for international experience in kinds of standards to use in US where don’t have to be so hesitant paranoid.  JM: it’s an educational problem. BB recommends collect datasets from other realms, collect rules.  The difference is not in the ontology, but the rule to be applied.
OASIS reference model and XACML
(David Stagg can present)
Don Jorgensen Report/SOA PASS Audit: 
Has ballot reconciliation to do.  Got 91% affirmative – Germany, Canada and two others voted negative. Its joints session might not be adequate.  Mike Davis: what remains to be done to take it to DTSU?: SF: forward to Don Lloyd for publication. IS was concerned that some edits needed to be done. (Need to clarify.) 
Mike Davis Report: 
HHS has health information modeling group: MD gave them HL7 class diagram to incorporate into FIHMS model.  Galen Mulrooney is working with FIHMS to incorporate that model.  Want to leverage work Steve Connelly started, to populate model with domain specific value sets.  That will happen for FHIM for US realm. MD: XPA (?) is using this model to create international version of Healthcare profiles in OASIS.
Information drives the ontology project – so would have been best to start with the information model.  OASIS is also interested in ontology-side – to write sec policies pointing to ontology to get relationships instead of pointing to hard coded policy.  We also need to support patients expressing consent in light of and info model.

Mike - Model has been incorporated in FHIMS, we want to leverage some of the work that Steve Connolly has done, filling in the vocabulary (probably happen in FHIMS (for the US realm.  
XSPA is using the model to create an international model.  
In HL7 we have been engaged in several vocabulary projects; RBAC and others, we should have started with the information model if we were going to do this again.  We need to see attributes to prime the pump for ontology efforts – that way the genesis why we were able to do the ontology work.  In oasis there is interest on the ontology side—the ability to write security policy, pointing to the ontology to write an ontological relationship.  I know that Richard is interested in how patients are able to relate their expressions.  What’s nice is that it’s harmonized.  

Pat Pyette Report: Policy Catalog
Pat will continue to search for resources.  Pat has collected some policies from jurisdictions of the World, as a sample for starting analysis.  We need to produce white paper at the outset so HL7 knows benefits will accrue.  Will establish a weekly call.  John Moehrke believes this is key holding point to a lot of things we’d like to do. 
John Moehrke: don’t worry so much, so early to express it in computable form – human form comes first.  
Don Jorgenson: a compilation step would come after. 
 John Moehrke: Step one is catalog that is logical to consumers and providers – policy fragments. 
John Moehrke: not analytical – but expressive for the human.  Pat Pyette: so first we can scope it. We will agree on what the whitepaper will address.
 John Moehrke: this quite possibly will turn into an ontology.

Pat/Don - Little done to date – continuing to look for resource and still searching.  Stopping point, have collected a fair number of polices from jurisdictions (international) samples to use to kick start the analysis.  This is the stopping point.  
John – getting the scope published may be able to kick start
Pat – also as a first activity writing a white paper – to show the benefits accrue for the community as a whole.  If anyone is participating we can set up a call to do that…
John – that would be good place to set up a place for people to come.
Don – schedule a meeting to outline what would be in the paper
John – it’s a key holding point for what we want to do.
Don – if it really is critical in expressing those policies at design time in a way responsible parties can relate to and delivering at run time, its missing.
John- one of the important facts is can I express this in a computable, (as well as readable human form), then we can find gaps that we need to fix.  Mention of analysis-paralysis
Don – some of the framework…we could go computable at some steps.  A compilations step of XACML is something that we can extend the scope of the project, but initially getting it to that point, we talked about picking one or so to use as a reference.
John – important to get a catalog of policy fragments that people (client & enterprise) want to use—goal of the project, if we can express without loss, that should be the step we do after the catalog has been done.
Jon - there has to be communications between the biological brains and the MD, they can’t be talking two different languages, if we are going to express complex policy –that gives us lots of expressiveness.  It needs to be unambiguous.  
John – if a patient has agreed to these’3’ policy fragments, it’s more important to be expressible as a human readable.  I’d like to err on the side of humans, rather than out of computers.

John Moehrke report – NHIN direct: 
Soon NHIN will not be called NHIN--new name not determined yet. Project is funded out of US HHS ONC. Has goal to address the assertion that the current technologies regarding hard to scale down to the small (<=5) healthcare provider.  Want something better than a fix but doesn’t require lots of new technology.  When a doc faxes medical info today, the doc that sends it is responsible to respect patient’s desires and recipients need to know.  So let’s not worry about interoperable, but just a functional requirement on the sender; to ensure that doc has communicated with (targeted) receiver why they’re getting it and for what purpose they may use it.  They chose to use secure email (SMIME) and ‘that is the specification.”  In order to accelerate into provider space, let’s add open source project for it – an email proxy – so can use a dumb e-mailer (that doesn’t-t know SMIME).  I send email to the agent (contractual relationship with private keys).  The service could sign it with SMIME, and encrypt to the recipient and send it there).  This is a reference architecture – not the only way to do it.  One problem is that the service model has to own your private key.  But can it be done with an enterprise email system or smart email like Thunderer.
The receiver is responsible for starting a new relationship with the patients.  There is no assumption that the original privacy relationship will continue with the receiver. No guaranteed delivery, but notification protocols may be used. The project guide (overview) is being written; there are specs, reference models in Java and .Net, using same architecture model (so could put receiving side in Java, sending in .Net).  The prime use case is a referral, but immunization records are also in view (or reports).
Implementation geographies (~6 regions) are willing to try specification out.  Geo located or located around a particular Health information exchange.   Want to be sure it doesn’t impede their technology.  Some exploration says: if I have HIE XDS/XDR and there is NHIN direct available, how would they communicate?  In this arrangement there are multiple security domains – at least three partners that may in different security domains).  There needs to be mutual understanding of what policies are being respected.  But email is simple - Content neutral. A single document can be a single attachment, but if multiple documents should use XDM so that interrelationships (metadata) are specified.  Point to point communication doesn’t require a DRSA (?) (A heavyweight requirement).
NHIN exchange is a program to make an operational environment.  Connect is the open source reference model for NHIN exchange (from the NHIN “spec factory”).

John – a project funded out of the US HHS ONC group, essentially with the goal to address the assertion that the current technologies are very difficult to scale down to a small healthcare provider.  Is there some way we can find a solution, better than a fax (can carry digital bits like a CDA) but doesn’t require a lot of new technology.  We’ve taken the fax model, specifically privacy, when a doctor faxes messages today, internally functional they are not violating patient’s desires, need to know, etc.  They’ve taken that principal; let’s not worry about an interoperable way to do this---let’s make this a functional responsibility of the sender.  They have the rights for the data to be sent and they communicated to the receiver why they have received it. By simplifying the assumptions that doesn’t imply that we’re doing is being ignored, is what they’re stating, is for making fax so successful.  They’ve chosen to use secure email (SMIME) that’s about it for the specification; they have then said in order to accelerate this small space (provider) there is an open source project that needs that spec… so they have created an email proxy.  That knows how to do attachments, I would send to a security agenda (with a contractual) this service could sign the … using SMIME, then use common email of the ….
That is the reference model for now.
For this group, it’s the responsibility of the sender to make sure they’ve done the right think; they’re recognizing for that the receiver is starting anew relationship with the patient.  the assumption is that the privacy relationship will continue to exist with the receiver (it might) if there is some commonality …the project is in a maturing phase, documentation is being written; guide, a spec, documentation of a reference model (in java and .net complete stacks) in theory you could take part of it in java and receive in .net… as a n example… implementation geographies about a1/2 dozens physical regions who are willing to try the specification out.  Either geographically located or located around a HIM, or wants to make sure with the technologies they’ve created natively.  There is some work within the project…if I have this HIM, that is based on HDS or HDR and there are others outside that are using the NHIN direct—how would they send to each other.  There should be something in between that they don’t have to think about—a crossover, which is a sub-project.  That is the one with the most concern with security and privacy as they are traveling between security domains.  As there are 3 partners. There may be an expectation of certain policies...wherein a pure NHIN direct they are connected directed.
Content neutral – gentlemen’s’ agreement.  Can be sent as a single attachment. If more than that, entity needs to send a content package such as XDM. It’s optional but recommended
This could be in conjunction with the DURSA (may be held as a pattern); the idea is that NHIN direct is a point to point relationship.

NOTE:  there is no guaranteed delivery for this spec

Mike Davis Report: National Strategies for Trusted Identities in Cyberspace
Federal identity credentialing and access management (FICAM) is a federal US program.  MD presented PDF.  FICAM brings together into one infrastructure all these things (authentication access control and auditing) critical for security.  This includes provisioning, de-provisioning, and sponsorship.  So create segment architecture of the chunks.  Also called ICAM (without the F) – the same thing.  HIPAA is one of the drivers.
A network of certificate authorities is connected to the federal bridge.  FCPCA – allows for non-federal bridge CAs to become known and trusted to the federal government. So feds will be very concerned about NHIN direct no breaking these policies.  Issues are how to deal with self-signed certificates.
National strategy for trusted identities in cyberspace:  President Obama is directly interested in it.  Now open for public review.  Original intent was to have President sign the strategy in November - - but a part of the initial public review- a lot of people didn’t have sufficient time to review.  So it’s not possible to meet that schedule.  Entertainment industry was not invited for comments.  This is also government to government, e.g. US to Germany.  Obama Admin is saying that verticals are creating their own non-interoperable infrastructures.  The strategy will have an implementation guide.
The fed government will make this possible by aligning with FICAM roadmap for implementation guidance.  We are to stay compatible to it for interoperability.  FICAM –compatible certificates will be discounted.

FICAM
Mike Davis - FICAM – Federal Identity credentialing and management IS intended to bring together one comprehensive
Identity management, credential
Authorization, Access and A… control that is critical for security
Create segment architecture, in chewable chunks, also ICAM – they are the same thing:  overview shown (slide) to provide the ability for other government entities without their own CAs to…
HIPAA is one of the drivers for FICAM as well as the normal stuff.

Federal PKI Architecture – Federal bridge CA (FBCA), provides the trust across … SAFE is in here as part of the federal bridge.    There is a federal common policy CA (FCPCA) there is a way for other entities (outside the federal) to become a part of the FBAC… they are worried that NHIN direct doesn’t break the bridge.  

This provides entities that are not part of the bridge to have a way to assert a trust relationship with the govt. that’s the idea behind this—straightforward in concept

1150/ (Mike) National Strategy for Trusted identities in cyberspace
Creating options for enhanced online security and privacy Draft v0.75 (shown)

Has been under review by government, now open for public group.  Idea was to have Obama sign for cyber security week, but there were a lot of comments that people had –due to short time of review, there was compelling interest (including entertainment) that others review the document… business to business, not just confined to federal agencies, what we’re (administrations)seeing is verticals that are not interoperability that incompatible with others .  Many have crossed the verticals (with horizontals) this is not a new Obama program. It’s a strategy to direct and provide guidance in healthcare space to develop such infrastructure. Along with the policy is an associated implementation guide (president will not sign the technical document/implementation guide)  

Line 
To accelerate the availability of those services, the federal government will align with the FICAM roadmap and implementation guidance.  The sheer scale and diversity of service

Line 1193 the federal bridge is a closed system.”
Building upon FICAM, all online federal services are aligned appropriately with the identify ecosystem an accept identities and credential from at least on of the private sector identify providers allows external partners to ….

Bernd Blobel Suggestions on Ontologies
Bernd suggested we be aware of preexisting ontologies - medical ontologies and security ontologies and have a plan for how to relate to them.  Oasis has a logical framework – the engine has to have facilities to process logics.  Logical expressions have matured through the 90s.  HL7 decided to use Basic formal ontology (BFO).  BFO is also the basis for SNOMED.  BFO is the “upper level” for all ontologies.
MD: seeks to be consistent with SOA and SAIF; leveraging harmonization sec and privacy model. We are using the Protégé tool.  Uses the HL7 RBAC standard – consists of verbs and nouns – actions on HC objects. BB:  If need to bridge to another ontology then will need a meta-language.
David Stagg: internationalization of profiles involves identification of datasets specific to other (non-US) jurisdictions in order to make a common “Enterprise authorization model”.

(Q4)

Security and Ontology
Is part of the SAEF project and part of HL7 altogether?  We are harmonizing
We are using protégé 4.0, OWL

<Security and privacy ontology presentation> Tony Weida 



We’re looking to get some peer review in the near future.
Introduction for those who have not been regular attendees to Tuesday CBCC-Security meetings
Motivation:  fundamental purposes
OWL: web Ontology Language
A formal DL (description Logic)

(Slide)Languages
Focus on descriptions
Objects
Classes
Individuals
Properties
Emphasis on sounds….


HL7 RBAC
Modeling
Complete classes
RBAC objects
Add categories
External standards (LOINC documents; SNOMED CT record types
Evaluation criteria -->  evaluation forms
Peer review


BFO- Business Formal Ontology.

David Staggs – OASIS 
Ability to internationalize our profiles in oasis, involves the identification of data sets in international jurisdictions.  If there is a way to identify data sets in other countries (in US i.e. national provider index/realm specific) to see what’s out there in non-us realm sets that we may want to plus into our model.  Specifically we have an off-cross that exchanges data sets. We want to be making sure they are in our model.

Richard – international sharing – what works?
I’ll lose my insurance if they find out about this disease state.  That is something we may be getting over.  If we are, we need to talk about in the security/privacy space.  In UK, there has much push to not share anything.
We should do what is right.

If people in my organization do not share their information, the service is not paid for.  I’m looking for HL7 relevant (and US realm) where we don’t’ need to be so paranoid.  
John – people are not comfortable, its paranoia.  They want some organization to indemnify them... “Use this and all will be fine”

Pass-Audit (Don/Pat)
APPROX 91% Affirmative (Germany, Canada) a couple other voted negative [16 were from Pat]
To change things we have to force discussion… we do need to resolve 
There is a joint SOA-Security on Wednesday Q2 that may not be enough time to resolve.  We also want to discuss projects during that time.  We have a half dozen need discussion, but the rest can be taken care of relatively easily.  (Will use Bernd comments for SAEF discussion for SOA)

CCOW ballot – completed passed, reconciliations will be done Tuesday; the changes to the standards to allow credentialing to … we can use SAML assertions there now.  We can use these to context and save SAML assertions and use that for 

10/05/2010 - Tuesday
(Q3)


1. <Insert: New Project consideration document>
Link: http://www.scribd.com/doc/36120752/Nationwide-Privacy-and-Security-Framework-for-Electronic-Exchange-of-Individually-Identifiable-Health-Information


2. Trusted Information Sharing Discussion (Richard)
Objectively measure what we’re talking about
Have we done a good enough job to intervene and 
Are information flows good enough (system flows); if we catch them in prevention status, do we find that those programs are working.
Can we do something in information standards, workgroup performance measures?  If we create a measure that people can work toward—we can start to look at how to improve their system.  How good are information systems that we can help improve them.  [Education] people do not trust information sharing because people are worried about being screwed.  

We are talking about evaluating public $$ an public information... it seems we can… (Jon)

Canada [Health Card] scanned; statewide EHRs it comes down to create an identifier only used in the system and never brought to outside the system.  We need to do privacy and security very well in order to do this.

The problem with HIEs is they are talking about a just-in-time information retrieval.  If systems are down---what do you have?  (nothing?)  safety net population, a one place retrieval system—there are big challenges to make sure the information is up to date and complete.  One place, better coordination of care, analysis of how system is doing… a panacea of sorts.

Richard wants to retrieve population data to determine/analysis of if this can work or not.

Are there interoperability gaps that we might be able to close? (Pat)

We have people willing to share data (Wales) they can look at outcomes, etc what’s not to like? (Richard)

Pat – EHR concept—longitudinal record, are in separate repositories; the analysis part, active or full medical record extracts… we have a separate bin with de-identified data that has the data separated out…  (Versions of this are available in pockets in Canada)

PC REPORT OUT Items for Q1

Working hand in Glove with Privacy and Security:
1. Security DAM was ballot May 2010 – reconciliation complete, 
2. CDA for Consent was also balloted, implementation guide
3. PASS Audit – retrieve service capabilities for IHE, DICOM had put together a standard method for standards record for auditing… getting certain classifications of records out there. IHE compliance repository…to be complicate with this to get records out via a query.  Potentially privacy audit modules for any audit repository. currently in DSTU.
4. Security Ontology
5. Security Risk Assessment… maybe moving to a Privacy Risk Assessment
6. re-evaluate what demographic that CBCC covers:
 CBCC:  Standards for Long term care; behavior health care; homecare, hospice, custodial care
7. how do we harmonize w/ISO, the vocabulary proposal (between all HL7 groups), Pat will put together a proposal for the group (in 2 weeks)


Community based:  (Pat)  
Community Care:  formularies are being restricted for those are left to local communities (Community Care network exists in Ontario) are those the kinds of things; impact of healthcare down the road where more people are eligible for ‘Medicaid’ for example it is interesting, what does this group do in support of those community care sort of organizations?

Are on-line for remote areas for help with rudimentary diagnosis?  Remotely rather than have to be here. Those things are being developed.  There are implications and things that this group could go to support those kinds of efforts.  i.e. CBCC thinking also elderly population, etc. 

Discussion:
NY MD – Medicare to reimburse people; MD specializing to geriatric care (Kevin Costello, MD)*Medical Home*
Creates word documents; he goes out to fields and determines the overall health by the environment they are in (how they are living, living standards, etc)seeing potential causes, seeing what the caregivers can do for a better quality of living (a better use of the dollars to result in better outcomes.)
And be able to measure the outcomes
Pursuing medical home status: Touch works, types his own notes in word through Citrix, his notes become visible to other providers.  He’s not online.  He does not have a means to get online at home.  
Getting or using capabilities available to them in order to relay

Front end-notification of a patient is in a situation where they need community support; a multifaceted, direct physician support; home health; living; meals-on-wheels, etc from an interoperability perspective, the message comes her, coordination would occur for service providers.  How well do have to share information with other community care providers—assistance.  For correct assessment determination—the information needs to be correct; recorded correctly for the provider as well the caregiver and extended community.
The primary care people who are taking care of these people are not RNs or MDs but CNAs or less skilled clinicians.  Effective communication – information needs to be translated to lay people as well as clinicians.  What is it that we can do—community based medicine which is not based in a facility—the model where we have some level of technology; possibility of a change in economic standards, shifting to patients to stay at home
GE Slides: Milan Petkovic and Ray Krasinski
Use case
Third party opinion in tele-monitoring
Exchanging health records using USB drives
Can we use these data for community (anonomize) another related issue?
Persistent protection, Enability encryption of the document (is this DRM?)  DICOMM had something like this 2 profiles: secure media profile and de-identification profile (solution was ……) need to define policy; the first use case will probably use PKI and multi-level
CMS – cryptographic M S
If we want to enable de-identification in certain documents may have to extend CDA V3.something. but the question is if that’s its near or not.
Noted problem:  Key management (company: Combit?)  . Different jurisdictions you might have to leave the responsibility of the sender is anonimized appropriately before being sent out.
Discussed in Security, CBCC and to be in Structured Documents


HIPS – health information performance standards – how good
HIES – health information exchange standards

Pat: Motion to adjourn, Serafina: Second

10/06/2010 - Wednesday
Q1 – Patient Care joint

Mead Walker – presentation on Purpose of a DAM
Goals for the Guide
Provide CIC DAM project groups with a guide on developing clinical DAMs
Promote reuse of DAM components in subsequent DAM projects
Provide DAMs with similar designs: increase consistency for smoother harmonization, for integration with other DAMs and HL7 artifacts
Improve the quality of the specifications used to develop HL7 projects: messages, EHR profiles, CDAs

Tutorials on:


DAM and Detailed Clinical Models (DCM) – methodological comparison to support a project decision
Software requirements(did not seem present earlier in HL7 software development)
Device Project working group page (‘comparison’) slide deck.

Options: 
A DCM is a component of the DAM
DCM idea provides a set of enhancements to the DAM
DAM models the requirements as a candidate DCM (hybrid)



(Q2)


Completed SWOT, 3-year plan 

(Q3)
Updated Wiki site with CBCC co-Chair contact information:   http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care 
Check wiki links:  (in progress)
Interacted with information requests from HL7 Pakistan

(Q4)

Completed revisions/updates on Mission statement, 
GForge link: http://gforge.hl7.org/gf/download/docmanfileversion/5899/7623/CBCCMissionreviewedandaccepted2010.10.06.docx 

Created/ will be posted to GForge and link will be added for CBCC decision making process,  
GForge link: http://gforge.hl7.org/gf/download/docmanfileversion/5894/7618/CBCCDecisionMakingProcess_2010.10.06DRAFT.docx 
V r 6 
Adjourned:
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Introduction

Project

HL7 Security and Privacy Ontology

Sponsor

Security WG

Co-sponsors

CBCC, Vocabulary, SOA, EHR

Scope

HIT security, privacy, and their relationship
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Motivation

Identify important concepts in HIT security and privacy

Standardize names

Define precisely

Organize in a single formal ontology (vocabulary)

Connect in meaningful and useful ways

Classify in a taxonomy

Promote interoperability

Common vocabulary for access control, privacy protection (policies and consent directives), etc.

Across organizations

Across implementations

Support consistent and effective implementation

Concise permissions at appropriate levels of abstraction

Future proofing
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OWL

Web Ontology Language

“Semantic Web”

W3C recommendation

De facto standard

Based on Description Logic (DL)

Web veneer

IRIs

XML syntaxes

Imports

Annotations

Now OWL 2.0
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Advantages of Using OWL

Adhere to standard

Rigorously model a domain of interest

Benefit from formal semantics 

Leverage software implementations





Description Logic (DL)

Formal logic

Knowledge representation and reasoning

Languages

Focus on descriptions

Objects

Classes

Individuals

Properties

Emphasis on sound, complete and tractable reasoning

Inferences

Subsumption

Classification

Algorithms

Reasoners
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Class

Represents a distinct idea

Denotes a set of possible individuals

Examples

User, Patient, Nurse, Registered Nurse, …

Organization, Jurisdiction, Provider, Hospital, …

Lab Report

Create (operation)

Thing (the universal description)

Nothing (the empty description) 





Individual

Elements in the domain of discourse

Instances of classes

Unique (not necessarily uniquely named)

Examples

Somewhere Hospital

Doctor Welby

…





Properties

Object properties

Expressed as relationships to classes and/or individuals

Describe relationships between individuals

Examples

hasFriend only Human

hasFriend some Female

hasFriend min 1

hasFriend max 86

hasFriend exactly 24

hasFriend exactly 12 Female

hasFriend _HarryLevinTheSeventh

Data properties

Properties are classified in a hierarchy too





Benefits of DL Software

Enables precise descriptions of classes and individuals

Makes implicit information explicit

Detects redundancy and circularity

Ensures logical consistency

Automatic classification

Assists organization of complex taxonomies 

Guarantees that classes and individuals are found in predictable locations based on their definitions

Facilitates navigation

Supports flexible queries
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Classification

Based on subsumption

As a result of classification, each object in the inferred taxonomy subsumes (is more general than) all its descendants, and is subsumed by (is more specific than) all its ancestors, without exception

Reclassification

When descriptions of objects change, their positions in the (inferred) taxonomy may change correspondingly









Protégé 

“Ontology editor and knowledge based framework”

SMI

Originally focused on frames

Popular OWL environment

Protégé 4.1 beta (so far only OWL Editor)

Adds OWL 2 support

Plug-in migration in progress







Protégé-OWL Editor

Protégé extension to support OWL

Plug-in classifiers; now ships with HermiT

Library of plug-ins, e.g., OWLViz, OntoGRAF





Security-Privacy Ontologies
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SecurityAndPrivacy.owl

VeteransHealthAdministration.owl

DemoLocalSecurityAndPrivacy.owl





SecurityAndPrivacy.owl

HL7 standard content

Initial focus on HL7 RBAC Permission Catalog

Modeled key elements

Loaded objects, operations and permissions

Some additional hierarchy
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Sample Branches of Taxonomy

Organization

UserIdentification

UserAssignment

SecurityRole

Permission

Operation

Object
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Object Taxonomy (in progress)

17

Thing

Object

Laboratory

Order

Laboratory Order

Record Object

Workflow Object

…

…

Protected Health Object



Protected Health Objects

Only 8 WF Objects





VeteransHealthAdministration.owl

VHA Structural Roles Catalog

Structural roles

Categories

Potentially, other VHA-specific examples
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DemoLocalSecurityAndPrivacy.owl

A local example

Individuals exemplify classes

_SomewhereHospital

_DoctorWelby

Assign permissions to functional roles
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Plans

HL7 RBAC 

Modeling

Complete classes

RBAC objects

Add categories

External standards (LOINC documents; SNOMED Record Types)

Evaluation criteria  evaluation forms

Peer review

Privacy policies and consent directives

Bridge privacy and security

…



20





Access Control Decisions

Demonstrate use of ontology to grant or deny access requests

Validate ontology content

Leverage DL reasoner

Method

Model individual access request

Classification yields decision to grant or deny

 Support from rules under investigation (SWRL)
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Schedule
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		Deliverable		Target Date

		Informative Ballot		May 2011

		DSTU Ballot		September 2011

		DSTU Ballot Reconciliation		September 2011







Demo
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Discussion
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CBCC SWOT 2010.10.06
Community-Based Collaborative Care (CBCC) SWOT Overview 

Strengths

· International Membership

· Committed leaders in community-based services

· Joint Privacy and Security projects with Security WG (unprecedented bridge across these two professional/policy silos)

· Joint Project participants (above) also work together in U.S. realm on e-health initiatives 

· Growing US government support for privacy protection standards: Department of Veterans Affairs (DVA) and Health and Human Services-Substance Abuse and Mental Health Services Administration (HHS-SAMHSA)

· Liaison with Australian National eHealth Authority (NeHTA) 

· Strong technical support in privacy domain



Weaknesses  



· Limited attendance at face-to-face meetings 

· Limited representation from the full range of community-based service providers 

· Limited countries/realms represented

Opportunities  

· Increase the participation of divergent community-based services

· Engage participation from U.S. Federal & State Health and Human Service agencies as national policy reforms shift focus

· Expand the scope of privacy protection standards to support consumer controls over personal information 

· Leverage international experience with trustworthy exchange of information

· Possible joint CBCC, Security & SOA Projects

Threats  

· Imposed restriction in travel by employers limits active (face-to-face) participation 

· Politically-driven timelines may drive the development of sub-optimal standards



Last Updated:  10/6/2010
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CBCC 3yr Project Plan 2010.10.06
Sheet1

				Sep 2009				Jan 2010				May 2010				Sep 2010				Jan 2011				May 2011				Sep 2011				Jan 2012				May 2012				Sep 2012				Jan 2013				May 2013				Sep 2013

				Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM		Ballot		WGM



		 Functional Profiles

		Personal Health Records/Health Record Bank/Safety Net Banking Services																								Project Scope Statement

		Privacy Consent Directives

		PASS-SAIF Alpha Project (Security, SOA, CBCC)

		Privacy Consent and other Privacy Policy Vocabulary (Ontology) Update with Security WG using Role-Based Access Control (RBAC)																						DSTU Ballot

		Composite Privacy Consent Directive (CPCD) DAM														Ballot Reconcilliation completed

		Confidentiality ByInfoType code (in HL7 Vocabulary) deprecation																								Project Scope Statement to Harmonization

		Composite Privacy Consent Directive CDA  Implementation Guide (CBCC, Security, SOA, Structured Doc)										DSTU Ballot Reconcilliation completed





		Healthcare Community Services and Provider Directory Service (CBCC, PC)**								RFP March 2010 ??

		Harmonization of CPCD and Security Dam

		Continuity of Care Document - Behaviorial Health Value Set (placeholder)														Ballot Reconcilliation completed

		Risk Assessment on CDA  Implementation Guide



				** ASK MAX FOR UPDATE





Sheet2





Sheet3
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CBCC Mission Statement 2010.10.06
Mission

The Community Based Collaborative Care (CBCC) Work Group facilitates development and use of HL7 standards that support and integrate the provision of HHS (health and human services) in community and non-acute care residential settings. We engage experts and other stakeholders to identify, clarify, and validate (by consensus) information system requirements with an emphasis on privacy protection.

The concept of HHS includes health promotion, disease prevention, assisted living, home health, long term custodial care, hospice, community health centers and day treatment centers, as well as office-based behavioral and physical health care services. HHS may also include other human services and skill training for consumers to the extent that these other services affect needs for and outcomes of health care services (e.g. parenting and other basic occupational skills training). 

Charter

Work Products and Contributions to HL7 Processes

The CBCC Work Group is currently focused on following domains: 

1.  EHR functional profiles: long term care and behavioral health 

2. Human services directory domain model 

3. Referral and Patient Care chapters in V2 & V3 

4. Long term or social care domain model terminology 

5. Composite Privacy Consent Directive message format and vocabulary 

6. Personal Health & Human Service Record Systems (PHHSRs) profiles: functional and content domains

Formal Relationships With Other HL7 Groups

The Community Based Collaborative Care Working Group participates in the Domain Experts Steering Division. We have a joint privacy vocabulary project with the Security Working Group. 

CBCC also has strong links with the Structured Documents, Patient Care, Public Health and Emergency Response, Clinical Interoperability Council and Services Oriented Architecture Work Groups, based on the common goal of interoperability across sectors and disciplines within Health Care and Human Services.

Date of Last Revision

January 20, 2010
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CBCC Decision Making Process 2010.10.06
HL7 <WorkGroupName>


Decision-making Practices Document (DMP), Version [3]


V3.0 Adopted 99/99/9999




Note:


· These Decision-making Practices are primarily written from the point of view of a Work Group with an open membership. However, there are specific sections where alternate language has been added that have been identified as appropriate for a committee with a set membership (e.g.  a committee, council or steering division). Adoption of this template should include the removal of the inappropriate alternate language. 


· In several instances the Process Improvement Committee (PIC) recommends precise tailoring to your Work Group, and may suggest alternatives.  These are denoted in brackets [ ].


Instructions:


· Find/replace <Community Based Collaborative Care (CBCC)> with the appropriate Work Group name


· Find/replace CBCC with the appropriate acronym for the Work Group.


· Update as appropriate, e.g. …reporting to the <Domain Experts Steering Division>.


· All Work Groups and Board Appointed Committees/Councils are expected to adapt these generic Decision-making Practices for their Work Group by the close of the January 2011 Working Group Meeting.  If a Work Group is unable to meet this deadline, they may complete their own Decision-making Practices document at a later date, but the Generic Decision-making Practices document shall apply in the interim.
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1 Introduction


Each Work Group must submit their Decision-making Practices document to PIC co-chairs (see list at http://www.hl7.org/Special/committees/pi/leadership.cfm) and the HL7 webmaster (webmaster@HL7.org) upon completion.  Additionally, the Decision-making Practices document should be posted to your HL7 web page under the “Documents and Presentations” section.

a) This document defines the decision-making practices of the Health Level Seven (HL7) Community Based Collaborative Care (CBCC) will adhere to a set of decision-making practices that ensure consensus, openness, and balance of interest.  

i. Balance of interest is related to ballot procedures; refer to the Governance and Operations Manual, or GOM (Section 14.03.03) for additional information on ballots and balance of interest.


b) The practices as outlined in this document are designed to enable timely decision-making balanced with an earnest attempt to ensure that input from all affected parties is considered.  The decision-making practices are intended to govern the standard operating procedures of the HL7 Work Groups and Committees and  not intended to conflict with rules governing ballot procedure as defined by ANSI and the HL7 Governance and Operations Manual (GOM). 


c) In the event of joint meetings, the DMP of the host Work Group shall be the governing document.

2 Open Meetings


d) Work Group meetings and conference calls are open to all interested parties.

e) The purpose of these Work Group meetings and calls is to transact business including the resolution of design and implementation issues related to the Work Group’s area of responsibility and to make decisions relevant to the Work Group's business.


f) Meetings of the Work Group are open to everyone to ensure that viewpoints of all affected parties have an opportunity to be shared and considered.  Everyone will be given an opportunity to speak; however, the chair may limit discussion on topics deemed to be non-constructive.  

g) Depending on the purpose or mode of the meeting certain participants are expected to attend.  

h) Other HL7 members may be asked to attend to provide specific input regarding a particular issue.  

i) Guests (non-HL7 members) are welcome to participate in the Work Group and are recognized as guests of HL7.  


j) In keeping with the ANSI policy on openness, Guests may participate on all matters related to the development of HL7 specifications. 

2.1 Working Group Meetings 


k) Meetings during Working Group Meetings (WGM) may be attended by any WGM registered attendee who wishes to participate.  


l) Participants should introduce themselves and identify the nature of their affiliation with HL7.


2.2 Scheduled Conference Calls 

m) Scheduled or periodic conference call meetings may be attended by persons registered on the Work Group list server or invited Guests as appropriate.

n) Persons not subscribed to the Work Group list may still attend, however, all meeting announcements, minutes, and other notices will be sent to the list and posted to the Work Group’s web page or wiki (see Section 3).  Therefore anyone expecting to participate is encouraged to join the list so that the Work Group can communicate with them.

3 Meeting Notifications

o) All activities shall be conducted in a public light with efforts made to ensure ample notification of those interested.  The Work Group shall utilize the following key mechanisms to notify interested parties of its activities

ii. Work Group’s listserv: http://www.hl7.org/listservice/index.cfm?action=ls.subscribe (under “cbhs”)

iii. Work Group's web page under http://www.hl7.org/Special/committees/homehealth/index.cfm 

a. WGM Meeting Agenda: http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care under CBCC Calendar

b. WGM Meeting Minutes: http://www.hl7.org/Special/committees/homehealth/minutes.cfm 



iv. Work Group's wiki page under http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care

a. Weekly (Project) Meeting Agenda: http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care#Minutes_and_Agenda

b. Weekly (Project) Meeting Minutes: http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care#Minutes_and_Agenda

v. 

vi. Satisfaction of minimal notification requirements dictates that relevant announcements and supporting materials are posted to both the listserv and the web or wiki page.  

p) The listserv (and/or wiki) will be used predominantly for discussion threads, notifications, and draft documents; whereas the web page will be used predominantly for final documents and document resources (decision documents, minutes, papers, etc.)  


q) Any use of the terms post, posted, or posting refers to notification, subject to these constraints.


NOTE:  For consistency across Work Groups, PIC recommends that minutes, agendas, and action items use the HL7 Work Group Meeting Minutes templates at http://www.hl7.org/permalink/?MinutesTemplate,  or http://www.hl7.org/permalink/?WikiMinutesTemplate,.  Approved minutes shall be posted under the “Minutes” section of the Work Group’s web page.  



· 

· 

· 

· 



3.1 Unscheduled Meetings 


r) Work Groups requiring face-to-face meetings between scheduled Working Group meetings or calls have two options:

vii. An 'Out of Cycle Meeting' can be convened as defined in HL7 Governance and Operations Manual (GOM §11.04), which requires 30 days notice.  


viii. The issues may be discussed in an informal group, bringing forward recommendations to the list or as a discussion topic for the next regularly scheduled Work Group meeting or conference call.   Recommendations brought forward by the informal group are not binding decisions until acted upon by the Work Group in regular session conforming to the notification requirements defined in Section 3. 

3.2 Meeting Agenda Notification Timing


s) Meeting notification and the proposed agenda are provided prior to the meeting.   

t) Binding decisions can be made only at meetings with the required advance notification where quorum is met; 

ix. A binding decision refers to any decision made by the committee that establishes a practice, formal recommendation, or formal action by the committee (e.g., creating a new program, rendering guidance, etc.).  

u) The co-chairs of the Work Group shall make every attempt to ensure that all parties with an interest in agenda topics are made aware of the meeting time and location subject to the documented notification requirements.  As appropriate, Work Group activities will be cross-posted to other HL7 lists, depending upon the topic and type of meeting as indicated in the following list.  The HL7 GOM stipulates that all face-to-face meetings require at least 30 days notice.

3.2.1 WGM Agendas 

v) WGM WG meeting schedules are posted in the meeting brochure; specific WG agendas are posted under work group meeting information at the HL7 wiki http://wiki.hl7.org/index.php?title=Community-Based_Collaborative_Care under CBCC Calendar

w) A preliminary agenda is developed by the end of the prior WGM and posted with the minutes following the WGM (posting deadlines are established by HL7 Headquarters; typically 5-6 weeks after the WGM).  

x) The preliminary agenda is finalized at least two weeks prior to the WGM and posted within 2 business days or as required by HL7 Headquarters.


y) Recognizing the dynamic nature of the WGM, the agenda may require updates.  Notification will be satisfied so long as at least two of the following are used:


x. E-mail notification by 6:00 pm local time the evening before the event


xi. Notification on the bulletin board (near the registration desk) at least 2 quarters prior to the event


xii. Announcement during the general session or lunch session prior to the event


Include other forms of notification specific to your committee if applicable


3.2.2 Scheduled Conference Call Agendas 

z) Scheduled Conference Call Agendas shall be posted by close-of-business the 1 business day prior to a call.  

aa) Preliminary agendas for the next conference call are to be determined at the close of each teleconference.


4 Decision Publication


4.1 Meeting Minutes


ab) Minutes will be produced and published for all Working Group meetings and conference calls achieving quorum.


ac) The presiding co-chair of the meeting is responsible for ensuring that minutes are taken and posted.  


ad) Where quorum is not achieved, the production of minutes is at the discretion of the presiding co-chair.


ae) Minutes shall include, at a minimum, the following information:


xiii. Date, time and location of the meeting/call


xiv. List of attendees including names and organizations


xv. Identification of presiding chair (if the presiding chair changes during meeting this should also be noted.)

xvi. Assertion of quorum (met or not met)


xvii. A summary of discussion topics and the outcome of proposals or motions made (including vote tallies if votes were taken)


af) Minutes shall be published on the the Work Group's webpage or the wiki as well as the Work Group's listserv and webpage/wiki. . 

ag) Minutes from a WGM shall be posted 2 weeks after the WGM; minutes from a conference call will be posted within one week of the call. 


4.2 Electronically Recording Meetings


a) The CBCC may decide that they wish to electronically record a meeting or workgroup event including audio or video recordings.


b) Electronic recordings of an event will not replace the minutes or the requirements for minutes as defined in Section 4

c) Prior to starting any electronic recording, the chair will explain the method and purpose of the recording and how the recording will be used and made available.


d) Prior to starting any electronic recording, the chair will seek approval from all attendees for the recording to occur and will note the acceptance by all attendees in the meeting minutes. 


5 Quorum Requirements 

ah) A quorum for committee meetings require that a co-chair and at least two other HL7 CBCC members be present, where no single organization or party represents more than a simple majority of the voting Work Group membership for that meeting.  

[NOTE:  The minimum number of attendees required for a quorum varies based on Work Group size, but is SHALL  be no less than two in addition to the co-chair. 

ai) A motion may be made, by any member, to defer major decisions even if quorum is met, particularly if key stakeholders are not present. 

5.1 Quorum Requirements – Closed Membership Committees


Insert section here to for quorum requirements for closed membership committees (e.g. Board, TSC, SD, IC)


The term "constituent" is used to indicate the number of votes in the committee. 


aj) A quorum for committee meetings to allow for decision making requires that a co-chair (or designate) and at least half of the voting members must be present. 

ak) A quorum for committee meetings to allow for direction setting requires that a co-chair (or designate) and at least one third of the voting members must be present. 

al) In both circumstances, the chair may be counted as the Co-chair representing his/her constituent in the event no other Co-chairs of that constituent are present.

5.2 Preponderance of Interest


[NOTE:  The following section is suggested.  Work Groups that routinely face controversial decisions that are influenced by organizational participation should consider rigid enforcement.  Those that do not should consider “only-as-needed” enforcement.]


am) To ensure balanced committee decision-making, no single organizational interest may wield a “Preponderance of Influence” within a Work Group.  

an) Preponderance of Influence is defined as having one organization representing more than 50 percent of the voting Work Group members in session.   

ao) This rule may be either stringently or loosely enforced, at the discretion of the presiding co-chair, given that the co-chair is not a member of the organization in question.  However, if a Work Group member believes that decisions are being significantly influenced, he may invoke the “Preponderance of Influence Clause” requiring the co-chair to bring the voting membership into compliance with this 50% rule. This invocation is non-debatable.

5.3 Presiding Chair Vote


ap) The presiding co-chair may cast a vote in only two circumstances:


xviii. The presiding co-chair may cast a tie-breaking vote.  

xix. The presiding co-chair may vote when that vote corrects potential preponderance of influence concerns within the committee.  

a. For example: 5 members are present, one of whom is the presiding co-chair.  Two others are with the same organization; the co-chair’s vote removes the majority vote of the over-represented organization and thus brings the committee into balance.


aq) In all circumstances, the Work Group can have no more than one presiding co-chair, with any other committee co-chairs participating as regular members when not presiding.  

a. Note that the presiding co-chair can change within the course of a given session so long as a public statement recognizing the change is made.


ar) Although any issue may be discussed at any time, binding actions cannot be taken without sufficient notification (see Section 3) and quorum (see Section 5).  Absence of either of these conditions allows the committee to issue recommendations that must subsequently be ratified by the committee subject to satisfying constraints placed upon binding decisions.


as) No co-chair should preside over discussions or vote for which they could reasonably be perceived to have a material interest.

6 Decision Threshold Requirements


at) The CBCC will strive for consensus in decision-making; however, decisions of the Work Group are affirmed by simple majority.  

Workgroups may choose to make more restrictive the thresholds on this, so long as those practices are agreed upon, voted by the committee, and documented in their practices.  For instance, a workgroup may choose to require a two-thirds vote to revisit a previously discussed issue.


au) While decisions are affirmed by simple majority, the Work Group shall endeavor to make its decisions via a consensus process.  

av) Where a consensus decision is not reached the Work Group shall agree on a course of action to be followed in order that sufficient information to achieve consensus may be gathered. 

aw) To be called a consensus decision, it must receive two-thirds (66%) majority support.  A variety of informal techniques may be used to determine if consensus may be reached including, but not limited to, straw poll, Robert’s Rules of Order, seeking response to a hypothetical opposing view, and polling each participant to voice their position on the issue.  


ax) When a formal vote is taken, the co-chair will explain the eligibility for voting.  

ay) Any participant concerned that a given organization has undue representation or influence within a session of the committee may invoke the “Preponderance of Influence” clause (see Section 5.2).  This invocation is non-debatable.  

6.1 Revisiting Decisions


az) It is recognized that revisiting previously made decisions inhibits progress and should be discouraged.  That said, circumstances might exist that warrant re-opening discussion on a previously resolved issue.  

ba) To dissuade this practice, such re-opening requires a formal motion, second, and two-thirds (66%) majority affirmative vote subject to the quorum rules in this document.


bb) In order for the decision to revisit a previous decision to be considered binding, advance notification as specified in Meeting Notifications (section 3) is required.

bc) The Meeting Notifications (section 3) can be waived to expedite ballot reconciliation items if the Work Group determines that the same range of views as in the original decision is represented. 

7 Electronic Voting 


bd) Some decisions voting outside of the working group meetings may be conducted electronically. 


be) CBCC electronic votes will be announced on the CBCC list server. 


bf) If the motion was NOT made, seconded and discussed during a quorum meeting then, the workgroup will circulate the motion and request a second via the list service.  Once seconded there will be a period of not less than 3 days of discussion prior to the opening of the e-vote.


bg) The CCBC electronic votes will be held open for a minimum period of 1 week but may be longer.  The voting period will be defined in the announcement of opening the e-vote.


bh) Quorum for electronic voting will be set at 90% of the number of attendees at the last meeting or call at which quorum was achieved. Quorum shall be at a minimum the same as for a CBCC meeting or call as defined in Section 5.   

bi) If quorum has not been achieved at the end of the announced voting period, the vote will be closed as unsuccessful due to lack of quorum.

bj) Electronic votes are decided by simple majority of the affirmatives and negatives. 

8 Proxy Participation

8.1 Proxy Not Allowed


bk) The Work Group recognizes that competing interests sometimes prohibit a member’s ability to participate in person at all meetings.  However, in the interest of encouraging the dynamic exchange of ideas, the Work Group does not endorse/allow participation by proxy. 


bl) If an organization feels strongly enough about a particular topic to want to vote, that organization shall send adequate representation.  Where possible, the co-chairs should accommodate schedules to ensure such representation can be present in the appropriate venue. 


8.1.1 Statement of Position 


bm) Those wishing to establish a position in writing may do so subject to the notification requirements outlined in Section 3  


bn) Statements of Position received prior to or during the meeting will be shared by the co-chair as part of the discussion on the related topic.  


bo) The presiding co-chair has the responsibility to voice and represent theses positions during relevant discussion, through they are not under obligation to support or defend them.  


bp) These statements do not carry the weight of a vote and are included as informational item only for consideration by the committee.  


bq) All Statements of Position received in electronic form will be included as attachments to the minutes.


The following section SHALL be used only for closed membership committees. 


Note from the HL7 Board:  HL7's consensus process works best when decisions are based on a dynamic exchange of ideas between colleagues.  By removing the voter from the discussion, proxy voting weakens the consensus process.  Thus the Board recommends that Work Groups not implement a proxy vote procedure.  

If your committee seeks to implement such a procedure, the Board advises that you clearly document the requirements that lead to that decision.


The following section is provided as candidate boilerplate for those committees choosing the support proxy participation.   It is not considered to be part of the “default” practices unless specifically adopted by the committee.  If this section is adopted it should REPLACE Section 7.1


8.2 Proxy Allowed – within a closed membership committee

br) Committee Members unable to participate in CBCC activities in person may do so by proxy.  

bs) The Committee recognizes that competing interests sometimes prohibit a member’s ability to participate in person at all CBCC meetings.  

bt) To address this concern, declared members may issue a formal proxy to allow their voice to be heard in their absence.  

bu) Proxies take the forms of Time-Limited, Issue-Limited and "Statement of Position". Note that a proxy can be both time-limited and issue-limited at the discretion of the issuing member.


8.2.1 Time-limited Proxy


bv) A time-limited proxy empowers another individual or organization to speak for the absent member.  Time-limited proxies empower the proxy participant to represent the originating organization for the period of time designated in the proxy (for instance, the duration of a WGM).  

bw) Proxy-holders may participate and vote on all issues on behalf of the issuing organization subject to the constraints in the proxy. 


[PIC suggests that the time-limited proxy be restricted to individuals in attendance at the meeting.]


8.2.2 Issue-limited Proxy  

bx) Contrasted with a time-limited proxy, an issue-limited proxy empowers the proxy participant to act on behalf of the issuing organization for all matters pertaining to the issue designated in the proxy itself.  

by) Proxy holders may participate and vote in all matters concerning the issues designated in the proxy and subject to any constraints in the proxy.  For instance, if an organization proffers a proxy on all issues related to HL7 Balloting, the acting proxy participant may engage only on those issues pertaining to balloting.  

bz) Note: A declared member may also declare their vote on a given issue by email in advance of the meeting.


8.2.3 Proxy constraints


ca) An individual can hold a proxy for multiple individuals, but cannot hold more than one proxy vote for any organization.  

cb) Conversely, there is no limit to the number of distinct organizations which an individual may represent by proxy.  Note:  This is subject to voting procedures defined elsewhere in this document.


cc) Proxies are subject to all HL7 participation requirements (e.g., current HL7 members, etc.).  In other words, if one organization would like to have two proxies represented in one meeting, they must find an individual able to attend the CBCC meeting for each proxy vote they wish to delegate.  

cd) Proxies are not transitive.  A proxy for one organization cannot re-delegate that proxy to another.  That said, members are not required to name individuals as their proxy, and may instead name an organization (therefore empowering any representative of that organization to sit in their stead).


ce) Proxies are not reciprocal.  An issued proxy to a member or organization does not in turn allow the converse.  A second proxy back to the first organization would be required.


8.2.4 Proxy Notification


cf) Proxies must be provided to, at a minimum, the CBCC co-chairs and the HL7 Organization (represented by the TSC Chair or the HL7 Staff).  

cg) This notification must be provided either on paper and physically signed by the member (facsimiles are accepted), or received electronically from the registered e-mail address in the HL7 Membership Directory.  

ch) During a WGM, a proxy can be provided to either a co-chair with one witness, or to an HL7 staff member with one witness; witnesses must be from a different organization from the proxy holder.

9 Roberts Rules of Order


ci) The Work Group shall rely upon Roberts Rules of Order in the event that formal guidance of parliamentary procedure is needed or requested.   


cj) In the interest of ensuring the effective and active engagement of all participants, the Work Group shall follow its documented decision-making practices, referring to Roberts Rules of Order in the event of a question or concern.  Since Robert’s Rules of Order provides formalism for addressing almost all matters of process, this provides a “backup mechanism” of formality in the event that it is required.  


ck) It is the responsibility of the presiding co-chair to guide the Work Group to an efficient and effective outcome.  The Work Group shall follow, in this order of precedence, these Decision-making Practices (which cannot conflict with the HL7 Bylaws or Governance and Operations Manual), the HL7 Governance and Operations Manual, the HL7 Bylaws, and Roberts Rules of Order.  The established decision-making practices can refine certain policies and procedures so long as they remain in accordance with the HL7 Governance and Operations Manual and Bylaws.


cl) In the event that an issue arises where formality is required and no other guidance exists, Robert’s Rules of Order shall take precedence.  This provides a “common denominator” to keep in-check the power of the presiding co-chair and to confirm the rights of all participants and members.
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