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May 5, 2008 - Monday

Q3 – CBCC hosting Security / Room:  Phoenix I
Presentation:  Mike Davis, David Staggs, Kathleen Conner:  Summary of RSA-Oasis demonstration RSA Panels on screen  
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Harmonization work needed between the two working groups to complete an infrastructure of Security AND Privacy, reiterating the joint effort between Security WG and CBCC WG.
RSA 2088 conference:  XACML InterOP Scenario

8 participating vendors

They provided policy points, policy decision points (PDP), attributes (HL7 vocabularies)

The CBCC is concentrating/covering the area of patient consent

5 use cases demonstrated:

Patient consents on the objects (attributes)

Clinical Roles and Permissions

Emergency Access:  Granting extraordinary access during evens involving risk ofpotential death or injury

HIS Security Policy:  progrfess note, Healthcare specific business rules for application behavior and pt safety

Data Filtering:  Patient directed masking of some data

Slide:  Core RBAC permissions

OASIS has the ANSI has s profile of the

(see PEP, PDP, PAP, PIP slide)

XACML has ……….obligations
Creating a standard profle for XACML, SAML, WS-trust, calling on HL7 for vocabulary.  

**HTML** slide show from RSA conference (audio as given by David)

Demo is ‘what can be done’ not where we are going… there are things that need to be fixed.  You also have the opportunity to set the policy at the meta-level in order
Results… Security access control systems brought by each vendors, though the infrastructure and using the…. Were able to create decisions (with the same results), for each of the use cases.

Note:  There is an implication of order when setting the policy so as not to negate access as set by a previous policy.  Order of the process (consideration)…i.e. consent types: is anyone going to collect at all.  In PHR (questions to consider and be answered at future meetings)
a. Once collected, what types of information is going to collected, where is data coming from?

b. Access:  are we going to allow access (roles, users, resource…?)  

c. Use:  operations on resource (as in permission catalog) we can place controls

d. disclosure.  Once somebody’s information has been disclosed, can further disclosure occur, what type of access is allowed?
e. purpose:  will dictate how collection, access, and use of discloser

The passing of policy is passing on information in a consistent way.  If information is passed further ‘will you be covered’? // 
Response:  Answer: (Mike Davis, Davis Staggs) this is a business party agreement, if you do not trust this partner, why are you sending information in the first place…(in response to question of. how do you stop the information from flowing further than your business partner) this is a context desire.. and may not be doable.
Remember that Obligation has a closure, as used in XACML, obligation (find definition)

HL7 is responsible for the vocabulary.  We (HL7 provides vocabulary for those incoming use cases (business, healthcare community); OASIS is specifying vocabulary, developing the standards (vs what the vendors are producing) 
Note:  Work to be done must using HL7 vocabularies, not proprietary or information in submittal phase(s); confirmation needed w/Vocabulary and possibly other HL7 WGs.  Harmonization/Vocabulary should also comply with the ANSI- vocabularies, in regards to confidentiality codes, what can we do with?

***kathleen*** slide with shapes//Confidentiality Code tables.doc
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HEADERS:  

Structural roles   Consent Directve
purpose   func roles   object (rsource)
   operation

What are the current HL7 confidentiality codes…?  (need to determine)
Gila Pike:  Use case presented from Canada.
How does the patient create this masked access?

May 5, 2008 - Monday

Q4 – CBCC / Room:  Phoenix I
Project:
Extend security vocabulary, confidentiality and add constraints to the vocabulary.  We’d like this to be balloted as a single vocabulary; we need to merge to jointly determine the process.

Project is sponsored by Security TC jointly w/CBCC.  Project will be intentionally directed toward an international participation effort, so as to encourage international interoperability.
Russ:  modeling person to help define the entire process

Russ:  This may be accomplished using three separate vocabularies consent, confidentiality codes/object to object and more static and vocabulary), but represent different policy view.  It’s possible to merge to very distinct terminology (terminology=vocabulary=code system in general for this discussion).  Re: Different classification values.  The purpose sounds distinct that they warrant being maintained separately.  How do you properly interoperate these things?  Via Context.  We need to provide the context concept being used when one vocabulary is being used vs another.
An example in the case of SOMED there is concepts for CBC and blood pressure, concept systolic, diastolic, cuff size, location, etc all sort of concept to describe, but there are concepts within themselves but the use of those concepts are enhanced by the use of a model.  The model is used to specify this test. This test is used to test blood pressure.  By assigning a concept code to that mode=blood pressure test.  What constitutes a lab test? Use code from different lab systems to determine.  This is where HL7 modeling comes into play.  Defining these parameters in how to communicate.  The model provides the concept for the context to be used.  This includes encompassing short term….
There is a gray area (chasm of despair) modeling vs vocabulary where ideas are unable to represent ambiguously.  This gray area is where do you stop modeling and apply vocabulary and vice versa in order to get the point across.  

Security, domain experts are needed for input to determine to use cases and develop flexible adaptive policies.  We can start with anyone’s policy…(yet to be determined)
The process

Currently the consent directives ‘constrain’ what the physician can do from what the hospital organization has already determined.  If the MD has no permission in the hospital organization, then no access is granted to said physician.
Wiki – (using protégé)
Have base line use case…seeding.

This would be a Semantic wiki also containing RDF links to it so that it can be transferred to ….  As changes occur it automatically fed into the WiKi, information can be examined such that it can be determined if it fits the same ontology.  We should use the language that we are familiar with and that we can control. One requirement is that we have to harmonize the reality of our systems.  Some starts with architectural views and some are other views.  (Messaging or other)  
The use cases that we have (completed by the physicians)…are as they are…which are the policies will be used in the largest regions (prioritize)

Can we specify a comment set of vocabulary—across the board (interoperable) start off by defineing

Tuesday, May 06, 2008 – Q1
Requirements for Personal Health and Human records
In the safety net, there is much information to see on a patient.  The state is paying $$ to keep me under control and my children under care.  Caseworker information / privacy issues?  If under the guise of a PHR….I do not have much of a choice and will probably give my consent for/to the caseworker to take care of my ‘care’.  Richard’s feeling is that it’s better to have only 1 PHR.  Wherein all of a person’s information can go up to the policy lead/policy makers without my personal information (name, etc) no information is lost, everything is used, just to be careful to make sure that I’m not able to be ‘tracked’ as the consumer is giving up ‘privacy’ but to get better care.  We would fund this development, built on top of Microsoft or Google.  

In the VA, as patients are transferred they were required to transfer their original records back and forth to their deployment area.  If they lost their record they were in trouble.

Now, the clients are very aware of their personal health record they have entrusted to the military hospital to care for.  They have a personal interest it.
In UK, the care summary record are medical models, its very restrictive—the big debate (ISO, CEN, ) If you want really relevant history (mental, imprisonment, etc)  information is not what is found in this care summary record.

In France, they would not be combing different agency records.  It is unsure whether there is sharing of information between provinces…let alone between agencies.

Requirements

Clinical statement:

-consent to the procedure (to a person)
-consent to the information (confidentiality access—different from above)
-structured documents…Attachments:  consents (3types/informative)

Tasking for CBCC
Project(s) as listed below:
A. Take on Consent Disclosure space (as a joint project w/Security WG), and the harmonization of

1. Consent directive message

a. Access to disclosure

b.

   Add to guideline (implementation guide (?) explicit guidelines, suggestions for implementations. // ‘how to’ should be a part of the standard on how to make it operational // (added Q1, 5/7/08)

2. Privacy/Consent ontology

Work Plan/Things to do:

Approach/Invite existing work groups to submit existing use cases and RMIMs

Harmonization exercise:

a. Semantic Wiki


b. Gap analysis


c. Range of issues



i. Narrow scope of incoming information


ii. Present guidelines

B. CBCC would like to take on use cases, vocabulary for

-Specialty Settings, Functional Profiles-defining content for:

a. Long Term Care 

b. Behavior Health

(See Motion in Tuesday, Q3)
Present vocabulary (point out gap) in current HL7 vocabulary to Vocabulary Working group


Where is the vocabulary coming from….?  (Approach: Peter Kreiss)
C. Expand the Personal Health record functional model to include Human/Social Services (Personal Health and Wellness Records)

(Added Q1 5/7/08)
Use cases, Using consent in the message, and how you operationalize in the 

What other working groups should we approach? (Specific approach of discloser)


Care records


RMIM


Clinical statement (?) (applies to meds, allergies and other information)

Something to address the high level problems, RBAC, Something to prompt for the use cases…how to do this or that…
May 6, 2008 - Tuesday
Q3 – CBCC / Room:  Phoenix I
I. Presentation – Ian Townsend, NHS Connecting for Health   (need presentation)
a. MIM 7.2.02 – 
b. Examples of mim\trunk\work

c. \ICSP-1.htm
i. Encounter type

ii. Time

iii. Etc…
Schedule a joint meeting w/ Patient Care- at Vancouver WG meeting (September) to review and discuss -- proposal for Patient Care
Pilot is demonstrating the possibility of how to support the consent access and support the patient interest.  (pilot)  will pilot end of August and then will be going to the spine early next year (2009)  No name is carried in the message, only the NHS number is the identifier.
Who is actually sending these messages – they are coming form social care (social workers, GP, RN—who ever is conducting the assessment, all point-to-point to the spine)  if someone was to search for a patient, it would pop up (information on care plan) on the patient.
Voting election results:  Richard Thoreson remains as co-chair.

II.  Jim Kreiss - Status review of behavior health profile
CCBC submitted a change of scope statement, approved last evening. Behavior health profile will be sent out in 30 days for ballot.  (Off-cycle ballot notice has 30-day) will go out to membership 


One of the purposes of the profile was to have this pass ballot before the CCHIT committee, taking up Behavior Health (BH) as a specialty practice.  

The certification commission is anticipating a BH certification scheme as an adjunct to their ambulatory patient certification criteria. This set was redeveloped for huge outpatient facility.  One of the other primary functions for undertaking the profile we wanted to assist both state and county substance abuse programs in being able to evaluate software programs to procure EHR systems.  One of the hallmarks of their procurement is an assessment of what the software can do (at minimum)  the hope is that the profile will provide a starting point to inform the facilities _____   certification work is scheduled to begin early this fall (September 2008) with criteria available a year from July/Aug 2008
Next step:  what is our (CBCC) role as a work group regarding BH profile…?  Are there vocabulary, value sets that can be identified in the form of the ‘use cases’ so that we can take to the relevant domains to do gap analyses.  ?
(Jim) LOINC has already decided to harmonize their coding w/Behavioral health.  There are members of HL7 that are members of LOINC

May 6, 2008 - Tuesday
Q4 – CBCC / Room:  Phoenix I
DSTU passed in December for Long Term Care… (Find information)

Long Term Care… care beyond the non-acute base.  This includes but not limited to home health care, long term care, geriatrics.
Isobel will bring back a proposal identifying the tasks to be done, make recommendations, what are the projects that CBCC could bite off.    

Do we validate what is already done?


In order to be effective, we need a repository for long term care, which is not currently supported by current examples.  i.e. patient reported care needs for a combinations of dementia and depression which cannot be described semantically—multiple conditions.  (Also, inappropriate sexual behavior---in what context…)
Invite and present… (From different countries…by HL7 list serve) publish what is perceived to be gaps, overlaps and determine who else is doing work in the areas.  Ask the question, what is it that you need from us in the interoperability space in HL7.  (Message and document exchange)
Keeping in mind that these focus components from behavioral health may also be determined. 

CBCC would be the advocate of the requirements on the proposal made.

DCM = detailed clinical model
DMC = detailed modeling group

The (RAI) US nursing home process.  

Motion (Nancy):  We have Isobel develop a (HL7 format) scope statement (around terminology, modeling requirements for long term or social care/long term care;  first focus being long term care.), a business case/plan and a list of first steps for the committee.  .  

Isobel - project facilitator.
2nd (Jim Kretz)

A presentation or call will occur with the findings,  prior to the next WG meeting

Vote:  For:  5

Against:  0

Abstain:  0  (Motion carried)
Co-Chair Tasking:

Suzanne to forward to HL7 Scope project statement to Isobel
Joint meeting at Vancouver meeting with Patient Care to discuss continuing work… (one Q needed)
May 7, 2008 - Wednesday
Q1 – CBCC / Room:  Sunset I, joint with Patient Care
Recommend

Isobel presentation:  (need slides) – slides requested 5/7/08sgw
The WG repositions itself as the relevant ‘go to’ place for discussion and harmonization of requirements for exchange of information between providers/payers of aging and community based care

If it is not:


Is the WG and HL7 being bypassed?


Is PCWG or EHR WG doing the work?

Need to continue to legitimize our work in this area (long term care, behavior health, etc  )

UK social care messaging

   http:www.ehr.chime.ucl.ac.uk/display/nhsmodels…..

May 7, 2008 - Wednesday
Q2 – CBCC / Room:  N/A

Concern expressed about next face-to-face in Vancouver.  Richard will not be attending; Suzanne is a maybe for attendance, unsure about Max.  Isobel would like to schedule part of a quarter to work with EHR for her presentation—depending about the amount of work that is completed prior to the next WG meeting.

Document is the payload

Message is how you get from one system to another system
DAM – Domain Analysis Model
Division of Labor:

Project Statement:

1. Security/CBCC joint Project statement – completed and submitted to HL7

2. Security/ CBCC joint project statement – a parallel project statement for ‘CBCC side’ 


Tasked to Richard

3. Isobel’s Project – project statement to be written by Isobel Frean

4. CBCC – content of two profiles project statement – tasked to Richard

//Copy of Security/CBCC (1) sent to Richard as an example

Research on Semantic WIKI – (Russ Hamm – Apelon)
Figure out the guidelines on the Use Cases

May 7, 2008 - Wednesday
Q3 – EHR / Room:  
(Proposed governance review)
_1273046003.pdf


Health Level 7 Data Consent Model 
OASIS XACML 2.0 Interop


Rather than using paper 
forms, Patient Consent 
Directives can be captured 
and communicated 
electronically using XML 
messages generated from 
the HL7 Data Consent 
model


Electronic Consent 
Directives can be managed, 
revised, and revoked.  


They can be deployed as 
confidentiality code in the 
header of Clinical 
Documents and enforced 
by Security Services.  


Shown are graphical 
representations of 
messages conveying 
confidentiality codes 
referenced in the OASIS 
XACML 2.0 Interop 
Scenario “Data Filtering”
2.2.5.1.1


Confidentiality codes identified to complete Use Case can be derived from the following electronic HL7 Consent Directive message models


Access to a record is restricted to identified usersUser based access (UBA)OFF


Access to a record is restricted to users or roles specified by the subject of the record.  Users who are not authorized to access the record will not be notified that the record is masked.Masked access (MA)ON


DefinitionName (Code)State


INITIAL STATE  
Dr. Bob has all related permissions to read a medical record.
SCENARIO
With Patient set to Anthony Gurrola and using the ‘Set Patient Elections’ screen on the demo application, a security administrator 
creates a patient directive (e.g. using a written request by Mr. Gurrola) preventing Dr. Bob from viewing his radiology record.  
RESULT 
Dr. Bob is able to access the patient Anthony Gurrola’s medical record except the portion containing his radiology record. 







The HL7 Data Consent model captures the data to:
� Record or report a patient’s consent or dissent to authorize the collection, access, use, or disclosure of personally identifiable 


information (PHI)
� Convey a provider’s request or intent to override a patient’s recorded consent or dissent
� Report a provider’s actual override of a patient’s recorded consent or dissent for audit purposes 
� Convey a type of consent directive associated with a privacy policy or electronically capture data from a patient’s paper consent 


directive
� This model may be used as a message or used in association with a clinical document
� Target PHI may be specific instances or categories of information, e.g., lab, medications, diagnostic imaging, allergy list, 


medical condition, observations, and demographics
� See http://hl7.org/v3ballot/html/domains/uvct/uvct_do_cmets.htm#COCT_RM580000UV07-rmi
For more information about the Consent Directive model and how it can be used in the HITSP Manage Consent Directive please contact:
• Richard Thoreson, HL7 Community Based Collaborative Care Special Interest Group Cochair at richard.thoreson@samhsa.hhs.gov
• Kathleen Connor, HL7 Financial Management Technical Committee Cochair at kathleen.connor@foxsys.com
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		Confidentiality Code Tables


Scroll Bar Metaphor



		Confidentiality Scale

		Code

		Definition



		Low

		L

		Normal



		Medium 

		M

		Sensitive Object and/or Restricted Principle






		High

		H

		Deemed Masked 



		High Level Confidentiality Code Sets

Sets of Confidentiality Codes for Ax



		Confidentiality Enforcement Type

		Code

		Per Jurisdiction/Organization Policy



		Normal 

		N

		Deemed Policy Confidentiality Code Sets



		Sensitive 

		S

		Deemed Masked Object
 Confidentiality Code Sets



		Restricted 

		R

		Deemed Restricted Principle
  Confidentiality Code Sets



		Very Restricted

		VR

		Deemed Locked Confidentiality Code Sets 


Unlock with Shared Secret




		Consent Directive

		CDA

		Confidentiality Code Sets Per Consent Directive 

[“Advanced Tab” metaphor]






		Opt Out Scheme  


From least restricted to most restricted


Permit All Deemed Permissions Per Organizational Policy 



		Level

		Type

		License


		Purpose

		Principle


		Object

		Operation

		Condition

		Obligation



		L

		N

		All

		All

		All

		All

		All

		All

		All



		M

May have Shared Secret Access

		S

		All

		~All

		All

		~All


		~All

		+All

		+All



		

		R

		All

		~All

		~All

		All

		~All

		+All

		+All



		H

May have Shared Secret Access

		CDA

		~All

		~All

		~All

		~All

		~All

		+All

		+All



		

		VR

		None

		None

		None

		None

		None

		None

		None






[image: image1]


		Opt In Scheme 


From most restricted to least restricted

Permit All Deemed Permissions Per Organizational Policy



		Level

		Type

		License

		Purpose

		Principle

		Object

		Operation

		Condition

		Obligation



		H

		VR

		None

		None

		None

		None

		None

		None

		None



		

		CDA

		~All

		~All

		~All

		~All

		~All

		+All

		+All



		M 

May have Shared Secret Access

		S

		All

		~All

		All

		~All

		~All

		+All

		+All



		

		R

		All

		~All

		~All

		All

		~All

		+All

		+All



		L

May have Shared Secret Access




		N

		All

		All

		All

		All

		All

		All

		All
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		Fine Grain Confidentiality Codes 


Set By Organizational Policy or Consent Directive


“Advanced Tab” Metaphor upon selecting CDA code  NOTE:  Purpose, Operation, and Object Parameters may be granted or denied



		Consent or License Type

		Code

		Type

		Instance

		Definition



		Create 

		

		(

		(

		Originate health information



		Persist

		

		(

		(

		Maintain health information integrity



		Publish

		

		(

		(

		Format health information



		Distribute

		

		(

		(

		Route health information by some media



		Collect

		

		(

		(

		Actually or virtually assemble health information external to the site at which it is generated so that it is potentially available for health information exchange  



		Access

		

		(

		(

		Acquire health information



		Use


		

		(

		(

		Operate on accessed health information.  



		Disclosure

		

		(

		(

		Grant a principle permission to delegate (1) encrypted access or (2) access and use permission to another principle.  Use for Delegation by patient to representative.




		Purpose


		Code

		Type

		Instance

		Definition


Purpose is the motivation for assenting or dissenting to collection, access (with any use/permissions described), or disclosure (with use/permissions described).  Note that it is not a precondition or constraint on a “use” permission because a permission to use presupposes an organizational permission or patient consent to collect and to access.  



		Treatment

		

		(

		(

		Provision of healthcare to a subject of care



		

		Emergency Treatment

		

		(

		(

		Provision of emergency healthcare 



		

		Population Health

		

		(

		(

		Provision of healthcare for populations



		

		Care Management

		

		

		

		Coordination of care provision typically overseen by a healthcare payer



		

		Clinical Trial

		

		(

		(

		Healthcare provided or withheld in the course of conducting research



		Payment

		

		(

		(

		Administrative, financial, and contractual processes related to payment for the provision of healthcare



		Operations

		

		(

		(

		Administrative and contractual processes required to support the provision of healthcare



		

		Quality Improvement

		

		(

		(

		Operational activities conducted for the purposes of improving healthcare quality



		

		Outcome Measure

		

		(

		(

		Operational activities conducted for the purposes of assessing the results of healthcare



		

		Compliance

		

		(

		(

		Operational activities required to meet a mandate



		

		Legal

		

		(

		(

		Operational activities required by legal proceedings



		

		Program Reporting

		

		(

		(

		Operational activities conducted to meet program accounting requirements 



		

		Accreditation

		

		(

		(

		Operational activities conducted for the purposes of meeting of criteria defined by an accrediting entity



		

		Patient Administration

		

		(

		(

		Operational activities conducted to administer the delivery of healthcare to a patient



		

		Member Administration

		

		(

		(

		Operational activities conducted to administer healthcare coverage to an enrollee under a policy or program



		

		Patient Safety

		

		(

		(

		Operational activities conducted for the purposes of increasing the safety of healthcare



		Research

		

		(

		(

		Activities conducted for the purposes of obtaining healthcare knowledge



		Marketing

		

		(

		(

		Activities conducted for the purposes of marketing services and products that are typically related to health care treatment, payment, or operations



		Override


		 ActConsentInformationAccessOverrideReason

		(

		(

		Activities conducted by authorized entities for the purposes of care provision that are contrary to permissions granted in a patient’s consent directive



		Emergency Override

		. OVRER

		(

		(

		The patient is unable to provide consent, but the provider determines they have an urgent healthcare related reason to access the record.



		Professional Judgment

		. OVRPJ

		(

		(

		The patient, while able to give consent, has not. However the provider believes it is in the patient's interest to access the record without patient consent. Example:  Psychiatric patient.



		Public Safety

		. OVRPS

		(

		(

		The patient, while able to give consent, has not. However, the provider believes that access to masked patient information is justified because of concerns related to public safety.



		Third Party Safety

		. OVRTPS

		(

		(

		The patient, while able to give consent, has not. However, the provider believes that access to masked patient information is justified because of concerns related to the health and safety of one or more third parties.



		Principle

		Code

		Type

		Instance

		Definition



		User Based


		UBA

		

		(

		



		Functional Role




		

		Author 

		RD

		(

		

		



		

		Care Team 

		CT

		(

		

		



		

		Direct Care Provider

		DCR

		(

		

		



		

		Facility

		

		(

		

		



		

		Emergency Provider

		

		(

		

		



		

		Responsible Provider

		

		(

		

		



		

		Consulting Provider

		

		(

		

		



		

		Admitting Provider

		

		(

		

		



		

		Attending Provider

		

		(

		

		



		

		Assisting Provider

		

		(

		

		



		

		Supervising Provider

		

		(

		

		



		

		Dietician

		

		(

		

		



		

		Administrative Staff

		

		(

		

		



		

		Data Enterer

		

		(

		

		



		

		Privacy Officer

		

		(

		

		



		Sequestered Health Condition

		Code

		Type

		Instance

		Definition


CC may include the act or role class or instance of a health information artifact referenced by the CD, e.g., in an observation in an A_Supporting Clinical Statement.



		Diagnosis Related

		

		(

		(

		



		Functional Status Related

		

		(

		(

		



		Substance Abuse Related

		ETH

		(

		(

		



		HIV Related

		HIV

		(

		(

		



		Psychiatry Related

		PSY

		(

		(

		



		Mental Health Related

		

		(

		(

		



		Reproductive Health

		

		(

		(

		



		Sexual and Domestic Violence Related

		SDV

		(

		(

		



		Sequestered Object Category

		Code

		Type

		Instance

		Definition


An instance or a category of objects – e.g., all results, a request for a procedure, all communication or documentation about a specific service.  CC may include the act or role class or instance of a health information artifact referenced by the CD, e.g., in an observation in an A_Supporting Clinical Statement or the device role in an A_Billable.



		Laboratory 

		

		(

		(

		



		Radiology

		

		(

		(

		



		Pharmacy

		

		(

		(

		



		Immunizations

		

		(

		(

		



		Procedure

		

		(

		(

		



		Device

		

		(

		(

		



		Product

		

		(

		(

		



		Dental Care

		

		(

		(

		



		Vision Care

		

		(

		(

		



		Physical Therapy

		

		(

		(

		



		Occupational Therapy

		

		(

		(

		



		Speech Therapy

		

		(

		(

		



		Scheduling

		

		(

		(

		



		Transportation

		

		(

		(

		



		Financial

		

		(

		(

		May also be a record type



		Demographics

		

		(

		(

		May also be a record type



		Decedent Information

		

		(

		(

		



		Alternative Lifestyle

		A

		(

		(

		



		Sequestered Object Record Type

		Code

		Type

		Instance

		Definition


Structured assembly of health information



		Encounter Record

		

		(

		(

		



		Discharge Summary

		

		(

		(

		



		Summary Record

		

		(

		(

		



		Problem List

		

		(

		(

		



		Medication List

		

		(

		(

		



		Allergy List

		

		(

		(

		



		Consult

		

		(

		(

		



		Referral

		

		(

		(

		



		Advanced Directive

		

		(

		(

		



		Administrative Record

		

		(

		(

		



		Financial Record

		

		(

		(

		



		

		Patient Account

		

		(

		(

		



		

		Charge

		

		(

		(

		



		

		Enrollment

		

		(

		(

		



		

		Financial Participation 

		

		(

		(

		



		

		Eligibility Verification

		

		(

		(

		



		

		Service Authorization

		

		(

		(

		



		

		Claim

		

		(

		(

		



		

		COB

		

		(

		(

		



		

		TPA

		

		(

		(

		



		

		Remittance Advice 

		

		(

		(

		



		

		Patient Account

		

		(

		(

		



		Payer Communication

		

		(

		(

		



		Provider Communication

		

		(

		(

		



		Patient Communication

		

		(

		(

		



		Patient Family Communication

		

		(

		(

		



		Public Health Record 

		

		(

		(

		



		Additional Rationale for Sequestered Object

		Code

		Type

		Instance

		Definition



		Celebrity

		C

		(

		(

		



		VIP

		

		(

		(

		



		Family Sensitivity

		S


		(

		(

		



		Taboo

		T

		(

		(

		



		Sequester Method

		Code

		Type

		Instance

		Definition



		

		Masked

		MA

		(

		(

		



		

		Flagged Masked

		FMA

		(

		(

		



		

		Locked

		

		(

		(

		



		

		Shared Secret

		SSA

		(

		(

		



		Consent or License Type

		Code

		Type

		Instance

		Definition



		Collect

		

		(

		(

		



		Access

		

		(

		(

		



		Use


		

		(

		(

		



		Operations



		

		Read

		

		(

		(

		



		

		Write

		

		(

		(

		



		

		Store

		

		(

		(

		



		

		Modify

		

		(

		(

		



		

		Annotate

		

		(

		(

		



		

		Print

		

		(

		(

		



		

		Screen Scrap

		

		(

		(

		



		

		Excerpt

		

		(

		(

		



		

		Execute

		

		(

		(

		



		

		Embed

		

		(

		(

		



		Use Pre-Conditions

		Code

		Type

		Instance

		Definition



		Trusted Computing Environment

		

		N/A

		N/A

		



		Virtual Database

		

		N/A

		N/A

		



		Context Based Constraints



		

		Emergency

		

		(

		(

		



		

		Tele-health

		

		(

		(

		



		

		Disaster

		

		(

		(

		



		

		Off Site

		

		(

		(

		



		

		Off Hours

		

		(

		(

		



		Time Constraints



		

		Frequency

		

		(

		(

		



		

		Time Stamp

		

		(

		(

		



		

		Interval

		

		(

		(

		



		

		Renew

		

		(

		(

		



		

		Count

		

		(

		(

		



		Obligation

		Code

		Type

		Instance

		Definition



		Encrypt Storage

		

		(

		(

		



		Encrypt Disclosure

		

		(

		(

		



		Pseudonymize Storage

		

		(

		(

		



		Pseudonymize Disclosure

		

		(

		(

		



		Anonymize Storage 

		

		(

		(

		



		Anonymize Disclosure

		

		(

		(

		



		Audit

		

		(

		(

		



		Breach Alert

		

		(

		(

		



		Check Consent Directive for Disclosure

		

		(

		(

		



		Periodically Recheck Consent Directive 

		

		(

		(

		





		Permitted Act Types

		Permitted Acts subsequent to Permitted Act Types on Row 1 –Highlighted cells are the types of permission grants that may be delegated to patients

		



		Permitted Acts dependent on a precursor permitted act

		Create

		Persist

		Publish

		Distribute

		Collect

		Access

		Use

		Disclose

		



		Create 

		x

		SUB

		SUB

		SUB

		SUB

		SUB

		SUB

		SUB

		Originate content



		Persist

		PRE

		x

		SUB

		SUB

		SUB

		SUB

		SUB

		SUB

		Maintain content integrity



		Publish

		PRE

		PRE

		x

		SUB

		SUB

		SUB

		SUB

		SUB

		 Format Content



		Distribute

		PRE

		PRE

		PRE

		x

		SUB

		SUB

		SUB

		SUB

		Route content as an object by some media



		Collect

		PRE

		

		PRE

		PRE

		x

		SUB

		SUB

		SUB

		Collect object



		Access

		PRE

		PRE

		PRE

		PRE

		PRE

		x

		SUB

		SUB

		Acquire content



		Use

		PRE

		PRE

		PRE

		PRE

		PRE

		PRE

		x

		SUB

		Operate on object



		Disclose

		PRE

		PRE

		PRE

		PRE

		PRE

		PRE

		PRE

		x

		Delegate access, use or disclosure permission to a principle.
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		Patient Consent Directives for SDM – Recursive RE Provider for Emergency Treatment



		Structural Role

		License

		Purpose

		Functional Role

		Object

		Operation

		Condition

		Obligation



		SDM

		A,U, D

		T

		SDM

		NSPHI

		R

		TCE

		ABA



		SDM

		D

		ET

		SDM

		SS

		R

		

		CDA 





		A

		_ActConsentInformationAccessOverrideReason
 ActConsentInformationAccessOverrideReason

		ActConsentInformationAccessOverrideReason

		Definition: Use to convey the reason that a provider may or has accessed personal healthcare information. Typically, this involves overriding the subject's consent directives. 



		1-L

		. OVRER

		emergency

		Definition: The patient is unable to provide consent, but the provider determines they have an urgent healthcare related reason to access the record. 



		1-L

		. OVRPJ

		professional judgment

		Definition: The patient, while able to give consent, has not. However the provider believes it is in the patient's interest to access the record without patient consent. 


Example:Psychiatric patient. 



		1-L

		. OVRPS

		public safety

		Definition: The patient, while able to give consent, has not. However, the provider believes that access to masked patient information is justified because of concerns related to public safety. 



		1-L

		. OVRTPS

		third party safety

		Definition: The patient, while able to give consent, has not. However, the provider believes that access to masked patient information is justified because of concerns related to the health and safety of one or more third parties. 





http://hl7.org/v3ballot/html/infrastructure/vocabulary/ActReason.htm

NOTES

Coyle: RELs 17 February 2004 
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Access Control


• Manages known users within a security 


boundary, e.g., an enterprise


• Requires a User to authenticate to a 


Functional Role scoped by an enterprise or 


federated domain


• Enterprise Security Services limit who can 


access an asset


• Enterprise RBAC and Permissions govern 


how asset may be used 


UCM 


• Manages unknown users with no security 


boundary 


• User must acquire a License to access 


asset


• License dictates permissions associated 


with Roles


• License determines what a user can do 


once the asset is accessed


UCM depends on other Security Technologies


UCM extends Access Control




Access and use. There are two key points in the chain of events leading to the use of digital resources where control can be exercised, and those are the point of resource access and the point of resource use. Access controls limit who can receive or download a file. Usage controls determine what a user can do once the digital resource has been obtained. Since digital resources must be rendered in some way to make them human-perceivable, usage controls are generally built into the software and/or hardware that enables that perception. These two types of control have different environmental footprints and the languages that do attempt to assert controls tend to focus their control on one point or the other, since generally both are not necessary. This difference in focus accounts for some visible differences in data elements. Figure 4 illustrates where these two control points appear in a normal digital delivery flow. 


Note that access and usage controls can work together or separately. In the typical educational environment with licenses to online materials such as indexing databases and full text journal articles, the only rights management takes place at the point of access. Once a user is authorized and the database or a resource is opened to access, no further digital controls are in place. The vast numbers of full text academic journal articles have no rights management system controlling their use once an end user obtains a copy. Electronic book systems that allow downloading of e-books to the user's computer make use of both access controls and usage controls. Patrons must be authenticated as valid members of that library's community (usually with a library card number) for access to the database of e-books. Once downloaded, the e-book has usage controls that restrict use of that copy of the book to that borrower's computer, and that limit the use to the designated lending period. The copy of the book that resides on the user's computer no longer has access controls, however. The patron can copy the file to another user's computer or to a disk. However, the file's usage controls will not permit that other user to render the file for viewing. The digitally protected file does not need access controls because unauthorized use is prevented, so the copied file is of little interest to anyone. 


Protecting Privacy with the MPEG-21 IPMP


Framework


Nicholas Paul Sheppard and Reihaneh Safavi-Naini
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Recognising the shortcomings of P3P as an enforcement tool, researchers at


IBM proposed the Enterprise Privacy Authorization Language (“EPAL”) [19].


EPAL is intended to express an organisation’s privacy policy in such a way as


to make it enforceable by an access control system. EPAL’s structure is very


similar to that of MPEG REL and other access control languages such as the


Extensible Access Control Markup Language (“XACML”) [17]: policies in all of


these languages consist of a series of rules expressing the right of some actor


to perform some action on some object, subject to certain conditions and obli-


gations. EPAL has an additional element called purpose that makes permission


conditional on the action being performed for some particular purpose.


EPAL and XACML, however, require each organisation to define its own


vocabulary of actors, actions, etc. for use in their access control policies. In our


application, it seems highly impractical to require data subjects to use a different


vocabulary for every service provider with which he or she interacts.


MPEG REL is specifically designed for the digital rights management model,


provides a vocabulary that is constant across all service providers, and specifies


an algorithm for determining whether or not a given action is permissible. How-


ever, the existing MPEG REL vocabulary was designed with only copyright


protection applications in mind and it lacks elements to describe principals,


rights and conditions that may be useful in privacy protection applications. For


example, privacy protection systems often restrict the use of data to a particular


transaction, but MPEG REL does not define any conditions that support this.










� Specified object type or instance masked from all principles.



� All object or specified object type or instance masked from principle type or instance.  May be flagged or unflagged.



� All objects masked from all principles.  May be flagged or unflagged.



� Consent Directive constrains the deemed policies as permitted.  Constraints may include all or some parameters:  purpose, principle, object, operation, condition, and obligation.  Note that there may be operational interdependencies or policy requirements limit parameter constraints, e.g., research purpose likely requires disclosure and may require condition of trusted computer environment and pseudonymization.



� Licenses are provisioned to Structural Roles



� A principle is the entity with a Structural Role that is authorized for a functional role



� “~” = Not; “+” = May be more restrictive



� Use as an Action Class is abstract.  Use is made concrete by specifying an operation



� For Delegation, the License would permit another principle (e.g., a personal representative) to disclose to other principles.  So what's lacking is a slot for the setting the delegate type.  But otherwise, the rule sets would be whatever the patient elects, which may be different that the patient selects for him/herself.  E.g., the patient may only allow the delegate to disclose to emergency providers for access and use (with read only operation of all records except those relating to mental health for a time period = to the length of the emergency encounter0 for emergency treatment purposes. Disclosure is recursive because it is a delegation of permissions.  Model supports this.



� Light yellow rows = parent concepts.  Salmon-colored rows = concept subclass



� The main point of contention here is whether or not we should introduce a “purpose” component to the rights expression language, as used in privacy protection languages such as P3P [36] and EPAL [30]. […] SITDRM chose to treat “purpose” as being a kind of condition:  “Alice may telephone Bob’s number on the condition that her purpose is to renew his insurance”, for example. Since the licence evaluator can only check a “purpose” in so far as it can be described as a logical condition subject to computer reasoning, this approach seemed appropriate. Nicholas Sheppard “On Implementing MPEG-21 Intellectual Property”, DRM’07 October 29, 2007, Alexandria, Virginia, USA



Copyright 2007 ACM 978-1-59593-884-8/07/0010.  Represented as an act.reason code in HL7 v.3 for the Consent Act



Management and Protection



� Current approved HL7 Act.Reason code set



� User based permissions  must be granted or denied to a principle instance



�

�

�





� A functional role permissions are granted or denied to a principle type



� Need to change existing code to “FS” because “S” is for more general sensitivity



� Use as an Action Class is abstract.  Use is made concrete by specifying an operation
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