Monday Q3-Q4 Minutes:  A continuation (from previous WGM) of International Forum on Privacy Uses Cases and Technical Requirements
Attendees:
1. Max Walker  co-chair, max.walker@dhs.vic.gov.au
2. Nancy LeRoy , Department of Veterans Affairs, nancy.leroy@VA.gov
3. Linda Walsh, Oracle Healthcare, Linda.cook@oracle.com
4. Manuel Metz  GIP-DMP (French National EHR Project)  manuel.metz@sante.gouv.fr
5. John Moehrke, General Electric, John.Moehrke@med.ge.com
6. Don Jorgenson, djorgenson@inpriva.com
7. Mike.Davis@va.gov
8. David.Staggs@va.gov
9. glen.f.marshall@seimens.com
10. bernd.blobel@klinik.uni-regensburg.de
11. Healther Crain

12. Kathleen Connor

13. Richard Thoreson, Co-chair

Kathleen Connor moderated session.

Around the room for introductions

Kathleen reviewed U.S. activities:  


HITSP (John Moehrke and Glen Marshall commented)


Mentioned Joy Pritz US study:   ASPE funded



How will privacy controls may work in current HER systems

Heather Grain:  Australia update


Nothing new except more work identifying privacy risks 


Consumer health forum



Consumer may not seek health care if info not protected



Flagging masked data (alerts) is always incriminating


On line forums to solicit consumer opinion

What if computer looks into record, and thinks that a warning should be issued?  Consumers still concerned that alerts are a problem, just being there.  

When masked data, data (should) never get to local clinic unless consumer has agreed to “brake the glass” 

“composition”  is signature level unit of info (attestable)




Related to context of info, needed for info to be meaningful

Mike Davis

   Is it implementation or standards issue.  

Heather:  still need functionality to allow choice

Manuel Metz


French have strong policies


Patient can define which doctors (uniquely) or by hospitals 


  Can also mask documents and mask itself is hidden or that it hidden from                       

              some and not others 

Much discussion about assuming that some info is hidden, many agreed that docs should always ask whether info is hidden

Berndt:  can not say something is hidden in Germany, except in crisis situation, except that decision support does see all data, and can issue warning to doc

 What will happen to medications file?  (EU “large scale project”)


Patient summary


Medications


Identification


John Moehrke   HITSP S&P 



1st and second level use cases



Bunch of security constructs



Minimal level standards at this point 




“Aha moment”:  need to link privacy permissions to access control engine

And how to inform access control mechanisms about privacy policies to enforce or how to initiate a process of getting further consents 

ID lots of gaps,  we need to anticipate policy requirements



Use cases didn’t require authentication quirements, 

Mike Davis:  we need to anticipate policies


We need to know policies

Glenn :  architectural neutrality,  

Berndt:  authentication is the first requirement in Europe


What is architecture?  

Kathleen:  payload for consent needs to move into CDA (document) environment


Need querying function for consent, or for hidden data

Glen:  architectural neutrality but what is it (Berndt)

Glen: architecture defined by referenced standard

JohnM.  


Consent service generic is new to HITSP

Kathleen, will send HITSP document to list serve  (consent TP)

Heather:  who is responsible if masked data leads to a mistake

Mike D:  when is info critical to decision 

Group Discussion of legal risks


Need legal advice related to risks of masking

Manual Metz:  need to allow patient to change mind, can release on your own, may 

           need doctor to restrict access

Berndt:  can remove/delete info, not just mask, in Europe


From actual Medical record unless illegal

Manual:  “Right to forget” in France

Don Jorgenson,  lead of privacy-security subgroup (IHE?)


Building privacy security processes,  SOA, and with IHE and HL7 security TC

Mike:  access control construct in HITSP


XACML and WS-trust


 May be missing vocabulary, as attributes for XACML, 


Making a proposal to IHE, work effort XSPA to create profile, authorizations for

          privacy


OASIS (large vender consortium)is developing healthcare examples 

Kathleen:  is XACML consistent with RIM ?

Monday, Q4,  Continuation of Q3
Mike and Kathleen


Why a new IHE profile? For consent codes

Codes go into security infrastructure


XACML codes defined at policy access points


Ontology  based XML  ?    

Max:  health can’t operate in vacuum


Must connect to related services

Kathleen:  need separate process to capture consent policies, and message across domains


Just developed RIM based consent constructs

John, is there problem, all MIKE is saying is to instantiate consent message for security access 

K:  XACML not robust language for capturing consent policies,  need V3 HL7,               XACML is good only for security policies

Max, can’t resolve here.  

Kathleen: should refer this to  Modeling and Methodology

David Staggs, works with Mike


3rd year at HL7,  member of XACML and SAML groups at OASIS


XACML is thinking about extending to enforcement to privacy in HC

  Kathleen:  what is WS-policy?  To David, what is your configuration?  

Is it related to DRM argument? What about Microsoft’s implementation?

 John, Mike, and Glen:  All current DRM schemes including MS are proprietary.

 Berndt 

   
XACML:  moving beyond current systems  



ISO 2260 PMAP may be based on XACML as state of the art.  



Can derive XACML from OCL,  


Move up a modeling level, to resolve architectural design issues, 

Continuation of  DRM discussion 

Glenn,  Healthcare specific standard (like HL7) may not work with consumer side apps


Need to have multi-functional solutions, like OASIS XACML 

Berndt


Defining PHR spec


Extending security requirements  PMAP model , using XACML  

Max  What is relationship between Security and Privacy (addressed to Security TC co-chairs)?

Glen:  Privacy supplies policies to security state, but security is not the sole mechanism,  masking needs to know data values that security layer doesn’t know, so it is implemented between security and application layer 

Mike,  security and privacy getting thrown together in policy/standards bodies

Berndt:  yes they are coming together, but there is another layer 

Berndt:  what about safety?  

Nancy LeRoy, VHA

5 USC 7332  VA protection for ALC, DA, HIV, AIDS, Sickle cell anemia

Privacy Act 1974 , may be VA PRIVACY HANDBOOK ON WEB  

Tuesday Q1:  Review of e-consent membership ballot and proposed resolution of comments
Attendees: 
Kathleen.Connor@foxsys.com
Manuel.Metz@sante.gouv.fr
Roger Smith, rsmith@tdpi.com
Lois.Hall@va.gov
Nancy.LeRoy@Va.gov
Max.Walker@dhs.vic.gov.au
Richard.thoreson@samhsa.hhs.gov
Kathleen led discussion
· Review of V3 message structure, using technical diagrams
· CCD can have only one code, but can be multi-axial

· Reviewed negative ballot comments, and her proposed reconciliation

Tuesday Q2:  More e-consent ballot reconciliation
Attendees:

In addition to Q1 list above,

1. Dan.russler@oracle.com
2. kress@actslife.org
3. keith.boone@ge.com
4. susan.matney@seimens.com
5. Jared Davison, jared@medical-objects.com.au

6. Andrew@medical-objects.com.au
This session focused specifically on Keith Boone’s “negatives” on the e-consent ballot.
Dan Russler and Susan Matney attended as mediators

  Must do separate vote on CMET item in latest ballot?
Dan reviewed the process options when someone does not withdraw negatives. He emphasized that HL7 strives for consensus, and that that should be the goal for this ballot.
Kathleen asked Keith to review his ballot items and to comment on her proposed resolution 

Regarding his Affirmative suggestions: the main issue seems to involve problems with the lack of  tooling integration with RMIM designer

First NEGATIVE MAJOR

1. vocabulary not published, need to understand vocab in order to understand spec

couldn’t look at it, so can’t evaluate

Dan:  vocab in RMIM, K: vocab missing in all ballet material


Dan:  actconsenttype   


 Kathleen: is it our issue?  


Dan:  all committees suffering from broken tooling 



Not fair to blame just this ballot



Kathleen:  vocab is availablein RoseTree



Dan: committee could provide vocab to Keith



Kathleen:  made vocab list available to Keith

D:  If Keith doesn’t withdraw, then we can send this negative to the “Pool”
If the spirit of HL7 is followed, ARB may approve

Kathleen:  This is membership ballot, not a DSTU

Keith: I will go back through the entire ballot, with all materials (including vocab definitions).   Try to do by end of this week
 

2.  Next negative: record type in masking segment


Keith: remove discussion of masking or add detail about how.


Kathleen: Problem goes back to vocab code missing



Committee agreed to next iteration to …


Keith: withdraws consent
3. Next negative:  same artifact or not,  security protection for passwords??

Kathleen:  not really an access to system PW, just a way of for someone to be authorized/authenticated one time to unmask sensitive data, ,


Has been used in Canada  Pharma-net for 10 years

Keith: shouldn’t rely only on secure network communication to protect a 

           password
Dan:  could just add language that the shared secret should be protected as per 

        methods provided by the security TC, 
 
Jared:  isn’t this just passing information, not system security
Kath:  change word to “temp consent”   “single use consent”

Keith:  what is the pharma-net use case?
Dan:  we may be focused at implementation level, the wrong level

4. Keith:  he did not receive notice that CBCC was going to vote on proposed e-consent ballot resolutions at the last conference call 

Dan asked if a notice was sent.

Richard said that attempts were made to do but that due to problems with HL7 

    notifications, it may not have been sent to Keith.    


Keith:  wants to have a vote separately and specifically on this item


Kathleen, any change should be reviewed by the Canadians because they rely on 

                 this standard
5. Next item:  storyboard whether provider knows of mask ,


Kathleen:  can make suggested changes 

Kieth moved to approve 2 items,  Nancy seconded   9 positive 

                   2 abstentions ,  it passes 

That leaves 2 items in dispute (vocab and protection of PW), these will be discussed at a subsequent conference call


Because of Keith’s concern about lack of notice for the previous conference call 

             vote, another vote was requested to approve proposed resolution for the other 

               negatives.  
Discussion of voting and dispute resolution


“Can’t be knocked for what you have decided not to do” ?
Kathleen moved to approve ballot reconciliation disposition package minus Keith’s two remaining negatives,  Richard seconded 
  Opposed none, 10 approved, 2 abstained.  

CMET  will be re-balloted 


Looks like data consent message except for some editorial mistakes

Identified for consent message,  new HL7 data type business ID , in control act wrapper,  override would apply to last consent message

Comply relationship Greg Seppala

Kathleen moved, Max seconded 0 opposed, 7 approve ,2 abstained 

Tuesday Q3

Attendees:
Lois Hall,   Lois.Hall13@va.gov
Nancy LeRoy@va.gov
Max Walker@dhs.vic.gov.au
Ayman Fadel,  ayman@rugtools.com
Andrew McIntgu,  Andrew@medical-objects.com.au
Jared Davison, Jared@medical.objects.com.au
Manuel Metz,  manuel.metz@sante.govr.fr
Richard Thorson

Max chaired session
Andrew from Australia reviewed implementation of smart card signature


PKI digital signature, takes less than 2k file space
Do we have Dig sig in CDA?  


Andrew just implemented in V2


Certification Authority is public agency, uses hardware token


LDAP directory 

           Uses PGP encryption, not full blown PKI 

Reference to “GELLO” as HL7 decision support constraint language 

Tues Q4  
Attendees:  in addition to Q3 list

Roger Smith,  rsmith@tdpi.com
Peter Kress, 
kress@actslife.org
Michelle Dougherty, michelle.dougherty@ahima.org
Peter and Michelle led discussion of long term care terminology harmonization efforts 

Next steps for CCD for support for functional status and wellness content


CAST Project  stakeholders are participating

Want to demo implementations of interoperability


Aging to acute



Aging to aging



To residential homehealth



 To ambulatory



To PHRs



To care coordinators

Fed-CHI  recommended using LOINC, SNOMED, and CCD 



CAST focusing on documents

Accepted by NCVHS , July 31 accepted by Leavitt, to be used by Federal agencies  


Two approaches, CHI “loincification”, or SNOWMED concepts

IHE doing a functional assessment Profile:  Aug 15 published tech specs. 


Mostly LOINC

ASPE/Apelon Report 


Validation of terminology mapping MDS & OASIS & rehab (Michelle) 


Trying to do OPEN source translation of Minimum Data Set (MDS) to 
                CCD 

ASPE intends to sole source to AHIMA (may start Oct 1)
Long term Care TC HIT Summit


Focus on promoting demos

  MDS and OASIS already been coded 


must code results in context of instrument . using LOINC to 
               encode instrument


looking for concept matches

harmonization process:  should tend to converge to fewer standards

summary:  progress in last year, we are moving toward demos without settling on a specific standards 


5 initial scales/models getting loincified, will produce 
              implementation guides

using Dr. Tom White’s methodology  (see minutes from Boca Raton WGM)
Wednesday, Q3
Attendees:

Max Walker

Roger Smith

Jim Kretz,  Jim.Kretz@samhsa,hhs.gov

Nancy LeRoy

Peter Kress

Sue Mitchell,  suemitchell@hotmail.com
Richard Thoreson

Session topic:  Experience of Long Term Care and behavioral health with development of EHRs functional profiles and the Certification Commission for Health Information Technology

Sue Mitchell


Summarized long term care profile process, ASPE funded


They are using the SAMHSA-ABT “consensus development Webinar 

              tool”


Working with ASPE-Jenny Harvell on Post Acute care 


PacMan or Lego approach


Current draft profile  :  data trustworthiness/integrity



“Legal profile”  


Jan 08 certification , to be delivered for May informative ballot



Same as committee level ballot



Need to do membership for normative level ballot 




Need 90% approval

Jim Kretz  


July 2006 start, ended in aug 2007


Often held Webinars twice a week


Over 100 registered to participate in the process, max 65 on a call

   Went thru 2 versions to functional model during this period

  Group discussion of consensus development Webinar tool,


Kept functional model numbering schemes


May ballot at committee level soon



Issue: Who will reconcile ballot votes, non HL7 members?



 Peter: can be outside group, 


EHRs TC has precedent to allow outside people to vote,  $100 fee


Second issue:  CCHIT seems to be a law unto itself, not obligated to use HL7 or 



Other standards profiles



CCHIT may insist on have an automated process for 

                        communication from reception desk to nurses station, but that is 

                        not a typical function at small BH clinics


On schedule for Aug ‘08

Sue Mitchell :  have your BH  experts serve on CCHIT expert panel  

Peter:  certification of product, not implementations, so product could have communication from reception of nurse station

Jim,  CCHIT seems arbitrary and capricious compared to HL7,  but they have power viz 
pay for performance (P4P) requirement that systems be CCHIT certified  

Sue:  vender’s products are up to snuff, so they can road map 

Peter:  certification is of no use unless venders/payer get certified
Jim:  venders have to get it to get P4P

Sue:  we should populate CCHIT expert workgroups


CCHIT foundation group



Current CCHIT comment period (starting today) for foundations group



 Not just interoperability 

LTC wants testing on client test site


To test production system, 1 day for testing

Sue:  LTC looking back to current ambulatory cert criteria, also in-patient criteria


But child health is not setting specific, population specific

Peter:  even if we don’t take insurer dollars, he wants certification to encourage long term 
         care companies to buy certified systems 

Jim:   CCHIT contracted with MITRE to develop test processes for CCD

Wednesday, Q4  Planning for Calls and next WGM  
Attendees:
Roger Smith

Manuel Metz

Peter Kress

Richard Thoreson
Discussion of CIC (Clinical Interoperability Council) agenda for tomorrow
Peter:   CIC has been in process for 2 years, domain experts in HL7



Ed Hammond at Board Level is pushing it

Peter has been involved, pushing for inclusion of non-acute care setting
Richard:  As Peter has advocated for the last 2 years, we should try to connect with other community-based treatment providers and social services that may be interested in coordinating services with LTC and behavioral health.  


-besides system interoperability processes, CBCC should focus on terminology 


  harmonization 

-Will contact SAMHSA-funded adolescent treatment s
Agreed to request same meeting room space at the next WGM as at this WGM

Was noted the two co-chair positions (Rob and Max) will be up for election

