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I Day 1 meeting 29321 & JWG7 – Saturday May 31, 2008

1. Joint with WG7 – Ray Rogers (in absence of Steve Daniels and Paul B.)
A. Introductions

B. Safety case matters – Ray Rogers

C. Background to 29321 – Application for risk management for the manufacture of health software
Scope – software applied to health which is not in practice regulated as a medical device (of which there is much)

CEN/TR 15640:2007 and ISOTR 27809:2007 Health informatics: Measures for ensuring the patient safety of health software” Had 11 recommendations including 2 for risk management saying there should be two standards (a) manufacturer (b) deployment. Thus we are here today.

· 14971 is the way to go

· The requirements in the main text of 14971 are applicable to health software

· 14971 in totally oriented to medical devices such as biological hazards, in vitro diagnostic devices, ionizing radiations (particularly the annexes). It is focused on the regulatory environment of medical devices. This makes it unsuitable as written.

2. 29321

· Main text of 29321 to use the requirements in 14971 using same headings and text as far as possible

· Annexes referring to specific types of medical device to be removed. New annexes to give guidance relevant to health software. – some word additions and changes also.

3. 14 deficiencies

· 14 requires much documentation is to be placed in the RMF but primarily as repository and for audit. Purpose and organization of the RMF is inadequately addressed

· Information to be made available to customers is inadequately addressed

4. 29321 additions

· Clinical safety case – the accumulation, through the life cycle of the health software system, of product and business process documentation and of evidence structured such as to enable a safety argument to be developed to provide a compelling, comprehensible and valid case that a system is, as far as the clinical risk management process can realistically ascertain,…
5. Clinical Safety Case

· The accumulation… is what 14971 requires to be placed in the RMF – no more

· However the safety case requires THIS information in the RMF to be “structured such…

6. 14971 requirement – an addition

· The effectiveness of the risk control measure(s) can be verified and the results shall be recorded in the risk management file.

· Note: CASE in this context is similar to a policeman “building a case” that is collected with evidence and the links in order to produce an argument that the suspect is guilty. The case may be periodically summarized and presented to see if it is compelling. There is (1) the case – the argument being built and (2) the report the layout of the case.  The safety case is the “argument before the judge.”
7. Draft TR 80002 Guidance on the application of ISO14971 to medical device software.

· When it gives guidance on how to meet the requirement. This says that you should create a safety case to meet the requirement. Today, if you want to apply the guidance, the manufacturer shall create a safety case. There is some mix-up of the “argument” (safety case) and the “report.” However, the definition of the safety case in 80002 is the same as in 29321. It is a body of evidence providing an argument – it is not actually a report.
8. Safety Case provenance – a well established concept

· Defense procurement

· UK H&S legislation

· Regulations for off-shore installations

· Rail safety regulations

· Gas safety regulations

· Nuclear energy & deep disposal of wastes

· Air traffic management

9. Clinical Safety Case Report

· 29321 requires a pre-release clinical safety case report to be made available to those with a legitimate need (e.g., customer).

· The content of the clinical safety case report may be part of the accompanying documents. (note 14971 requires residual risk – no other documentation)

10. Clinical Safety Case Report new Clause 8

· The Manu shall compile a date-stamped pre-release clinical safety case report. The report shall be available to any third party with a legitimate need which shall particularly include the customer.

· The clinical safety case report is a primary…

· Thus a clinical safety case report shall at a minimum cover the following aspects:

i. Introduction and health software identification including

1. General background

2. Unique identification details including version;

3. Detailed product description with details of intended operational environments and any critical constraints
· … note key elements: assessment process, criteria, methodology, justification criteria, residual risks, etc. 

· … note it does not require that confidential data be revealed. 

· Annex J provides further guidance on these aspects (no informative – was normative)

· Where the health software product incorporates a non-health software product such as an OTS or SOUP product or OS, the clinical…

11. Note 1. 
· The clinical safety case in an argument based on evolving experience and documentation but will take definitive forms at ‘gateways’ between the stages of the product life-cycle (see Annex G Figure G.1). The most appropriate clinical safety case report for meeting the customer’s requirements will be a report at the “application/system delivery” point of the life cycle i.e., pre release. However a contract with a customer might require a safety case report at other points in the life cycle. The decision as to which other point(s) in the product life cycle a clinical safety case report will be necessary will depend on the contract with the customer and thus…

12. Compliance clause

· Any software product which is regulated as a medical device and whose manufacture is in compliance with ISO14971, can be considered as in compliance with this standard with the addition of clause …

13. “Use Case”

· A GP wishes to buy software for his/her practice

· The GP knows that systems in his country are not in practice regulated as a medical device and therefore do not comply…

· …

· The GP then includes 29321 as a purchasing requirement.

D. UK Implementation of– Stuart Harrison/Maureen Baker
Maureen Baker – GP in UK. National Clinical Lead for Safety in Connecting for Health.  National Patient Safety Agency, UK
Stuart Harrison – Dept of Connecting for Health, UK. clinical safety engineer

UK NHS has a $25B program to modernize the NHS. Connecting for Health is the agency delivering the program in England. Thus CfH holds the contract for the equipment that is provided to Trusts (hospitals, ambulance services, etc). Trusts are the customers

MB: I am a highly skilled generalist who came into this through an organization improving patient safety in the UK. As a GP, I am interested how to encourage physicians to practice more safely.

1. NHS CFH Clinical Safety Management System 

· Based on principles of safety engineering industry best practice (driven by safety engineers – they could not find existing safety standards. Put it together based on other industries e.g., MOD standards, medical device standards). The principles examined is the concept of the Safety Case. 
· Implemented from January 2005 (started in 2004)
· Three key pieces of documentation

i. Hazard assessment

ii. Safety case built on hazard assessment

iii. Safety Closure Report

2. How we do it in NHS CFH

· Guidance provided, but no set format

· All valid methodologies accepted

· Documents are signed off by suitably trained and experienced clinicians. They actually train physicians on safety in IT.
· Review of documents by NHS CFH Clinical Safety Group [Clinicians, nurses, pharmacists, and Engineers]

· Certificate of Authority to Release [CATR] provided if documentation accepted. This lets a product go forward into testing and deployment
3. Experience so far…

· 159 CATRs issued to date

· Variety of Healthcare Systems [Primary care, pharmacy, mental health, acute care, ambulance, etc.]

· All major and minor suppliers engaged and several have clinical safety teams

· No CATR declined, but several delayed (Two revoked when further information became available and in agreement with the manufacturer)

· Opinion: We believe it works. We are very flexible. We do not want to hold up deployment as a bureaucracy. Sometimes we need more evidence hence the delay. The revocations related to prescribing systems that might have led to wrong medication being dispensed to the patient. Revoked pending product revision.

4. Conclusion

· Light touch yet robust

· Low bureaucracy

· Cost effective and practical. Not a lot of cost to NHS. Likely we have saved the NHS and suppliers money in time and effort by identifying potential problems before go-live. To date we have not had any safety issues emerge. We run an incident management process to deal with health IT problems that arise. In the same period of time we have had 300 safety incidents – these relate to existing products on the market prior to our safety management system. So far, we have not seen incidents in products that have gone to this process.
· To date no safety problems have emerged relating to systems with CATR. 

Stuart Harrison – presents. I am a safety engineer in line with the clinicians. 

Application of NHS CFH clinical risk management of the manufacture of health software
1. Application

· Case study – conducted with focus on the Summary Care Record (SCR) integration (Phase 1).

· Adastra – Adastra Software Ltd provides a specialist Out of Hours (OOH) function within the primary care setting. 60 Employees total. (classed as a small manufacturer)

· The overall scope of this project is to provide integrated access to the Summary Care Record (SCR)

2. Progress

· Adastra – successfully completed the Patient Safety Assessment

· Planning Technical Assurance activities and moving into test phase proper

· Expected time to go live of mid-July, pending approval. Engagement started Feb 2008. Short time to market in this process.
· Safety Case expected in line with Test Plan / Test Specification

3. Metrics
· Completion of accredited clinician course – 2 days / Clinical Director only

· Hazard workshop – ½ day for 6 people

· Patient Safety Assessment – 6 days / Clinical Director, 3 days / 3 Adastra team members

· Internal QA review – 1 day, External NHS CFH QA review – 1 day

· TOTAL: 22 FTE days.

4. Points of note

· NHS National Programme of IT - $25B program on previously unregulated prods

· NHS Information Standards Board – looking to adopt 29321

· Adastra Ltd – “we see the implementation of this process as a value added task to our company”

5. Conclusion

· Adastra Ltd – completed a Hazard analysis of their proposed solution with minimal overhead

· Existing QA / software development process complemented – with NHS CFH clinical safety management system

· Adastra Ltd – actively engaged with Canadian Healthcare industry – proposing compliance as a positive feature

· Standard proves to be effective and efficient for many development models and sizes

· Manufacturers see compliance with safety standards as conferring a competitive edge.

Ray Rogers notes:

· 29321 is about to be adopted.

· It has shown itself to be effective in reducing incidents.

· Can be introduced light touch to small companies.
Ray: We will arrange for the four presentations to be on the web site.
E. Consideration of disposition of comments V3.0

On draft “Application of clinical risk management to the manufacture of health software” (Version 5.8) and new clause 8 – Ray Rogers (Note version 5.8 of 29321 has been issued and contains all the amendments proposed for the disposition of comments

1. Response to comments on 29321 – manufacture domain

· comments from Germany, NL, JP, UK

· Responses in main table V3.0 and Annexes A to C V3.0

· 51 comments (12 virtually the same i.e., in essence 40) 23 agreed in essence. Of remaining 17 not agreed, several addressed in the same manner.

· There is a new version out post-comment.

2. Issue: Provenance of safety case concept – Germany

· Response given in Annex A (16 examples) – we have cited precedent in other industries.

· Comment: I don’t understand the relationship between the other industries 61508 world. This is a conventional industry standard that specifically excludes medical devices. Resp: This only established safety case as a concept. Safety Case is not new.
· Comment: Safety cases as deliverables from manufacturers. This is applicable in large projects where the customer specifies what is to be purchased. It is difficult to see how this will work in every-day medical device software. It is hard to see how this works when this is sold by the thousands or millions. Resp: It is the report that we ask be delivered. That content can be in the accompanying documents. It is there in the documents. Comment: If it is a large and unique project. In the normal “high street” sales, it is more difficult to imagine that you could have an informative safety case summary given the diversity of users and environments. Usually this is done with detailed instructions for use and warnings. Why do safety cases improve that situation? Response: The content of the safety case report can be in the accompanying document. You can incorporate in the document. For example, the minimum documentation is the version statement. The second point is that the SCR requirement is that it be available to – you don’t have to give it to all. It does not have to go to everybody. 
· Resp: The need for the safety case was established in our earlier presentation. There is a need to establish an argument that the product is safe. 

· Comment: (convener JWG3 and co-convener JWG7 and chair of AdvaMed SW Committee). We have looked at safety cases for years and see the value of it for manufacturers. We are having workshops for the industry so we can explore it. My problem with this, how do you decide that it is good enough. With a regulatory group doing this, it provides a partial answer. It raises a lot of questions. BUT, in this standard, the purchaser is not a regulated industry and could be a single clinic, a single clinician. How can they look at the SCR and make a judgment? Your examples are large purchasers contracting with a supplier for non-COTS product. I have difficulty in seeing how this will work in practice when you don’t have an NHS as purchaser.
· Resp: my example of a GP buying for the practice. Without this standard there is no standard. The GP could not do 14971. If I were the GP and I saw the SCR, it reveals the nature of the company’s case, the methodology, the acceptability, and some information on the residual risks. I have information on their safety management post-sale. This provides some reassurance that the manufacturer says they are adhering to the standard. In many unregulated industries there is no inspectorate, and there is no authority. If the manufacturer claims and does not do it well.
· Comment: why would this standard not apply to regulated manufacturers? Perhaps what you have created is something that falls into the arena of “criteria for reimbursement.” This is a kind of purchasing requirement. Isn’t this a threat to introduce a criteria for reimbursement even for health care products. The scope may be either too small or too great. Shouldn’t you integrate this approach with the TC210, 62A, TC212 and other areas that deal with medical devices.

· Response: There is a starting assumption that for software that is regulated, it will comply with 14971. I have a problem with that because I am aware of some software in the medical device arena (Radiology/radiation therapy area) which the manufacturer claims is regulated but there is no standard, in practice, applied. 14971 only appears to be handling it. We looked at all that stand-alone software and all the software in the UK has been bought in the $25B program is not impacted in any way. That is why we developed a standard to vet this unregulated software. I hope that in next revisions of the documents, they will be brought together to word it in a manner to recognize that some products should be regulated (and are not today). That is why the scope is like this.

· Response re Reimbursement: Yes, if someone wants to use this as a criteria for reimbursement, they may do so. We are trying to fill a substantial gap where we have seen lots of incidents (300 incidents reported in UK).

· Question: I am in favor of safety cases. Having said that, in your cases cited as provenance, they are primarily addressed to the regulator who adds value. The regulator is working for the people. I believe the primary target of the safety case is by the regulators and quality assurance people.

· Response: If you were to leave it as it is it would be simply put in RMF. I do believe that the safety case is primarily addressed to the manufacturer. They should be required to bring this together to make a compelling argument that the product is safe irrespective of a regulatory authority. If there is a regulatory authority involved, that provides some reassurance. But that does not take away the need for the manufacturers to do this well. If the manufacturer does this with a safety case analysis, then the separate issue is what information should be given to the customer. This standard makes certain information available pre-release. Includes acceptability criteria.

· Question: What is a manufacturer? Doesn’t it exclude tailor-made solutions? What about the hospital system that is growing and developing.

· Answer: 29321 only applies to manufacturers as defined in the standard. A hospital might make software and they may apply the standard.

· Q Follow-up: If you define different parts of equipment. If you combine software products, you should redo the risk assessment and maybe develop your own safety case.

· Response: The standard addresses this. If you buy in and incorporate in your product, you have a responsibility (on the manufacturer) to redo the safety case (e.g., buying in COTS). In the SCR, you have to address how you have dealt with the COTS inclusion.
3. Safety case means two types of risk approach –burdensome- NL
· I hope I addressed this above

4. Annex J – content of safety case report.

· This was normative.

· We have in Draft 5.8, taken the “shall” normative issues and moved to main requirements (Clause 8) and the rest has been revised as guidance. It is informative now.

5. Requirement for a CSR at every stage

· Now only requirement is pre-release. Other stages is up to you and the customer contract.

6. Clause 8 Safety Case Report

· Just for pre release

· Content is summary – criteria, methodology. You don’t need to provide hazard log. 

· It is reduced to minimum requirement. There should not be anything as commercially confidential.

7. Safety case breaches manufacturer confidentiality

· As above – new minimum defined.

8. Where the health software incorporates OTS or SOUP (Software Of Unknown Provenance) you have to tell the customer what you have done.

· See NOTE 1.

9. Application of 29321 to low-risk products – burdensome

· Japan regards it as excessive

· Propose to add a Note to the clause 13 … “Note the potential that health software products have for causing harm…”
· Likely this requires a risk analysis to establish that it is low-risk.

10. COTS
· Japan feels COTS is “out of range” of the standard

· Japan wishes to replace COTS with OTS or SOUP – we have done that.

· Amended Scope for this.

11. Use of the word “Clinical” in definitions

· Japan wants word “clinical” deleted from all definitions which contain it

· Not accepted – the term “clinical” is an essential part of the compound adjective. This is essential.

12. Compliance Clause – Germany comments 10 and 11

· We looked at it – strict 14971 equivalence. Can’t do this as then you lose the safety case.

F. Next Steps
Ray: 29322 – deployment for clinical use. This is the topic of the next session (sans JWG7).
29321 will go out to ballot soon. If there are any points that you are unhappy with and we can deal with it.

Comment: We have one goal – insure safety to patient. We have different kinds of software – regulated and “health software” that is unregulated. Now you have found out that health software following 14971 does not do enough. You recommend adding safety cases. Why don’t you go to the medical device groups and take your document as a proposal for new work item?

Reply: We did not do it because 14971 was just finishing up when we started. We did have Steve Daniels attend the meetings. Now, I note that safety cases have appeared in 14971 discussions. We attempted to bring 14971 requirements into this new area. It might better be achieved in the next phase of bringing together the regulated and unregulated fields. It seems to me that this is doable. But safety cases are recognized in 80002 but that is brand new. We feel that this standard can reduce risk to people NOW. 
Statement “This has proved to reduce incidents”

There will be a DTS balloting. 
II Day 1 JWG7 – Saturday 31 May 2008

1. Administrative items – Sherm

Sherm: we will review events and then go over comments by clustered issues. We will discuss the major issues and attempt for a consensus on the issue. Then have breakout groups.
MINUTES APPROVED AS CIRCULATED
2. Review of Events – Todd Cooper

A. Subgroup meetings – San Antonio [Todd Cooper]
Leipzig May, 2007 – we realized it is a Process Standard

Roanoke Meeting was September, 2007. – we did a mapping of what were the areas that they could apply. The minutes show those results. The #1 area came up as wireless.

Traditionally, wired technology manages quality of service by adding more wires. Wireless is important to 80001 is that it forces us to focus on how 80001 applies in this challenging issue. We will hear from R. Hampton on his interim work on wireless tomorrow.

We decided to have a non plenary meeting of the working group at San Antonio. Focus on Wireless as a protypical Annex guidance document.
Want to have 2nd CD later this year.

We will address other areas of application. How to get rapid response and engagement from end user community.

In Roanoke we had a discussion about Integrated Clinical Environment (ICE) by Karl Walroth.

There was a lot of discussion in the intervening time of ICE. Rather polarized opinions. The NWIP failed in December by very narrow margins. So the clear message was that there is strong interest and need to move forward. How could we do this?
Since there, there were a lot of comments.

In Denver 3 weeks ago they were doing ballot resolution. In a few weeks further work on this in London.

March 25 there was a meeting about ICE at the FDA in Washington. Discussed main issues and strategy going forward. There were some action items that came out of that. How to take existing standards and address architectural implications of ICE.

There were a lot of discussions about what is ICE? Some consensus at the meeting. On the table are issues like “Is this 80001?” or is it something different.

Reported that the Denver meeting worked with the Washington ICE meeting Scope statement. In Washington:
ICE is a medical system reference design intended to provide safe and effective interoperable control of heterogeneous medical devices for use in high acuity care.
Comment: This JWG7 might make a resolution in the next few days that JWG7 might want to take this into our activity.

Question: These three days to resolve

ACTION 1. JWG7. Does JWG7 want to resolve to make ICE part of its activities? If yes, go forward and reach out to ICE. June 2 CONCLUSION:  
B. Notes of JWG7 concluding discussion re ACTIONS

Discussion: Current plan: It was reject ISO and IEC. They plan to rework Work Item proposal. They may be doing a rework as requirements document. The negative vote was going to be resolved and they were going to run it out of ASTM F29 and restrict to Anesthesiology. It is not clear – there are differing opinions in the room as to what they are doing next. Likely they will go through TC121 to get international recognition.
Discussion: Dangers of dueling standards. The proposal in the discussion to reach out to ask if they are interested in bringing them into this group. The ICE group is moving forward with creating a standard. They are meeting in July to draft the revision.
QUESTION: Do we want to extend a proposal to ICE that ICE becomes an international specification under JWG7 or make ICE as an Informative Annex in 80001?
CONCLUSION: no
We should also capture some of the feedback. Here.
C. ICE meetings [Todd Cooper]
D. General Update [Todd Cooper]
Since plenary in Roanoke. We have taken opportunities to present to other groups about 80001. 

· HIMSS presentation in Orlando, FL. Clinical Engineering SIG – strong interest expressed by the group.

· HIMSS Webinar (jointly presented with Steve Grimes, ACCE President – “Clinical Systems Engineer”) – had strong participation.
We now have something people can look at – the CD. We want to have a strategy for bringing in others. So far, very good response.
3. Presentation on Integrated Clinical Platform – Dehm/Ohnsorge
Jorj Ohnsorge, Vice-chairman Dept. Of Orthopaedic Surgery, University of Aachen, Vice-Speaker of the OrthoMIT-consortium
Peter Knipp, qcmed GmbH, Aachen

Johannes Dehm,

And others…

E. Clinical view – Dr. Jorg Ohnsorge
1. Motivation

· Increasing age, number and co morbidity of patients thus

i. Minimally invasive surgery (MIS) – necessary for older patient population

ii. New implants and materials

iii. New instruments

iv. Individually optimized clinical pathways (esp. re costs)
v. Custom made acquisition of images and information

vi. Individual planning

vii. High-tech support of diagnostics & therapy

viii. Cost-effectiveness

2. Organizational platform
· 27 partners (medicine, tech, industry)

· Funded by German Government with 14M Euro

· Development of an integrated platform

· For “gentle” orthopedic surgery (hip, knee and spine)

· Subprojects: innovative features and modules

· First demonstrator OR 2008 at Aachen University Hosp

· Revolutionary optimized clinical pathways…
· …linking diagnostics / planning / therapy / evaluation

· …enabling true effective quality management

· Individual benefit for the patient!!!

3. State of the art – MIS – multiple procedures that involve multiple companies to cooperate with technology support
· Hip

· Knee

· Spine

4. Challenge – malpositioning

· Visualization is the key

· Solutions: 3D imaging, etc.

5. Minimally invasive therapy – linking technique and technology

· How do you link technique and technology for the individual case?

· Specific biomedical and tech developments

· Integration and evaluation in their clinical context (QM)

· Interoperability!!!

6. State of the art – CHAOS

· Hip, knee, spine use various technologies and companies. Multiple navigation systems based on different kinds of imaging technologies and often joint-specific (could not reuse knee software for the spine).
· I see this as I visit other hospitals.

7. State of the Art in the Operating Theatre

· It is a mess… various bits and pieces of technology.

8. Integrated operating rooms
· Offered by various companies. Looks very nice

· Problem faced by hospital that has purchased one of these suites is that they are stuck with this company. If we event something in our facility, we cannot integrate it in the company’s suite.

· Within 2-3 years, it becomes out of date and can’t accept new technologies

9. State of the Art – OR Challenges

· Insufficient integration of various commercial systems

· Multiple non-compatible interfaces / components/ modules

· Inconsistent man-machine interaction

· Limited data exchange

· Independent planning, operation, diagnosis, control (pre-/intra-/postOP)

· Ergonomic deficits (posture, table position, physical/mental stress, …)

· Inadequate imaging (“trial & error” intraop. X-ray,…)

· …many, many more…

10. Diagram of what you need to include ( a radius diagram with all the pieces)
· Key: INTEGRATION

· All of our inventions go quickly out of date. We must find a way to integrate all of this and allow improvement of elements and still be able to plug and play

11. Main stream of our common work

· Integrated workstation

· Multi-modular concept (“Plug and Play”)

· Open interfaces, interactive standards

· Various levels of integration (stand-alone & combined solutions for components/systems)

· Interoperability standards

· Workflow-management (!)

· Conformity certificates for commercial applications

· …

12. OrthoMIT Integrated Operating Unit designed to reduce

· Invasiveness / operative trauma

· Radiation exposure (X-rays)

· Inaccuracy (diagnosis, imaging, surgery)

· Complication rates

· Pain

· Inter- and intra—individual variability of quality

· Individual OR-time

· Time of hospitalization

· Number of personnel / medical staff

· Individual stress (staff and patient)

· Global costs of interventions

F. Johannes Dehm, Biomedical Engineer
1. Why Standards

· Interoperability standards shall

i. Ease collaboration
ii. Support global strategy

iii. Provide incentives

· Standards writers shall

i. Remove barriers

ii. Advance harmonization

2. Why a new work item proposal (NWIP)?

· Rapidly developing technologies

· Safety requirements specifications

· Apply Risk Management-tools for lifecycle

· Identify measures 
i. User need

ii. Specific

iii. Guide

iv. Practical

· This supports use and users of IEC80001

3. Realization of orthoMIT via Service Oriented Architecture (SOA)

· Transparency

· Ease of communication

· Open and independent (e.g., WSDL, S-DICOM, HL7, XML,…)

· Flexible to components and workflow (BPM – business process management) – there is not a single solution.
· Enable risk management

· Assign responsibility

4. SOA Communication Model – block diagram
· Root Service Manger

i. Service Consumer (with client)

ii. Service Provider operating under Service Contract (with a service)

· Service Consumer FINDs a Service Manager

· Service Provider REGISTERs with a Service Manager

· Service Consumer Client BINDs to a Service of a Service Provider

5. SOA Communication Model – full model diagram

· Bus of Transport Medium connecting level of

i. Service Manager – Event Manager – Workflow Engine – Communication Server

ii. Legacy Sub-Systems

1. With a Service Provider and Service Consumer components
2. New Service Provider (stand alone)

3. New Service Consumers

a. Type Process-cycle

b. Type Workflow-Engine

· The Communication Server allows legacy devices to communicate in the language of the Transport Medium

6. Example Initialization

· Service Manger dealing with 

i. Imaging

ii. OR-table

iii. Navigation

· General system test installation

· Initialization routine before each intervention (for every component)

7. Implementing IEC 80001

· PLANNING: Project Description, Cooperation Contract

i. Intended use (integrated)

ii. Rational for coupling in network – Why does this device have to be in the network?
iii. Use case and clinical path – Engineering came to realize that without clinical pathways we cannot work out the risk.
iv. …

· RISK ANALYSIS

· RISK EVALUATION

· IMPLEMENTATION – this and the above two risk analysis/evaluation are a loop
i. Manufacturer: cover network operation of their devices by their risk management.

ii. Identify risks generated through network coupling. Realize that the general risk of coupling with a network is the responsibility of the manufacturer
iii. Assign measures to the responsible organization

1. Measure 1: IEC 60601-1 3rd: Network Class B. We have defined a single connection to the outside (Medical Device Isolation Network?)
2. Measure 2: SOA model (as described above). This is an architectural approach providing safety features.
· MONITORING

· END

8. IT-Network Integration Risk Manager among partners

· Partner A: IT-Network – knows the hospitals

· Partner B: devices (biomedical engineering institute)

· Partner C: Q&R affairs.

9. Risk = (Severity x Likelihood) x Detection

· Using risk management matrix

10. Title: IT Risk Management use case of an integrated clinical platform. Standard NWIP table of contents

11. Advantages of new proposal

· Support use(rs) of IEC80001 by providing

i. Sample specifying user requirements

ii. Standard use case to reduce time to implementation

iii. Standard out of real life (demo-OP-Aachen)

· Support/ease work of JWG7 by providing

i. Verification run for IEC80001

ii. First written guidance to the standard (practical guidance)
· F.U Niethard, Director of the Orthopedic Clinic of the Aachen University (RWTH Aachen)

Comments: We looked at SOA risks. We found that we could architect into it a recording system allowed the development of logs for monitoring and diagnosis later. I did not see that in your system. Have you thought of that? I believe for a very little extra, you can keep full track device-by-device. We found that the care provider organizations are in favor of this. Similar to a flight-data recorder.
Answer: This is very correct. We have seen this as a measure and currently have a designed in audit trail.

Comment: Do you realize that you are now making a new medical device?

Answer: We are trying to have provisions for that. Our clinical partner will have to take responsibility for that. 
Comment: Be very careful with audit logs – keep personal information out of the logs.

Comment: This is a government grant. Do you plan to roll this out to other hospitals in Germany?

Response: This is a demo project. We hope for visits and echoing them.

Comment: Are you using controlled vocabularies (LOINC, etc.)?

Response: We do this at the level of communication protocol. Maybe later.

Comment: This is a publicly funded project. Will you disclose the full risk analysis? 

Response: I believe that full opening of full RM file will not help the public. It is rooted in the specific components and application case. We will provide a summary of risk analysis and that can be public. We have to define that with our manufacturer partners.

Comment: There was discussion of the Integrated Clinical Environment. Are you familiar with that?

Response: We are just providing a Use Case for one application of 80001. This could act as a good guidance document for the general case.
Comment: So your NWIP is for this use case only?

Response: Yes, something at the level of a technical report.

Comment: how big is your domain? Are you limited to a single OR? You are isolating the network, yes?

Response: We are making a demo. It is a new, single network but we don’t exclude its growth amongst three of four Operating rooms. This may grow in the future – today it is one OR. Today we focus on the three clinical applications: Knee, Hip, Spine.

4. Comment Resolutions [Sherm]
Review and discuss major issues from National Committee & Member body comments on CD1 62A/611/CC. – see SE document for comment numbers

G. Scope – hospitals only, multiple networks, internet, telehealth, composition of responsible organization?

· What is our scope?

· Comment: At the Global IT Summit Thursday “Focus on Personal Health” A theme that came up was the safety of what could happen in home health care. By definition you have a mixture of personal consumer devices alongside of health/medical equipment. Integrated using local infrastructure. It is a process standard that can be used broadly.
· Comment: In Sweden, we have a common hospital network for the different counties. We have applications that deals with cooperation among hospitals. This is a multi-level network hierarchy. There are more than one Responsible Organizations that can handle it.

· Comment: single focus of responsibility is critical. It is reasonable to rewrite RO to allow for an agreement among organizations to assign a Responsible Organization.

· Comment: 3 notes under RO definition. We can modify Note #1. I would like to keep the definition aligned with 60601. Just modify the Note #1. We can be clear.
· Comment: Note 1 seems to make some devices out of scope. We need to clarify this.

· AGREE: Note 1: 

i. We do want to include home healthcare

ii. home use applications purchased, used, and managed by the individual are out of scope. Remove this from definitions and work into Scope. (line 253-254). 

iii. Add into this “health monitoring service” – these are the organizations. Mention this.
iv. Responsible Organization shall be selected from among a group of Responsible Organization s. Here or in 4.2.
· Suggestion that this may need to be clarified in the Scope or RO section, it needs to be clarified.

· Discussion of RO definition including “…medical device or a medical system”  Consider removing Medical Device
H. Scope – essential properties

· This is out of scope – the TC is Safety so it should only be safety. You need to prioritize with Safety highest. 
· Do we agree that we need to have these four items and are they all within scope?

i. Comment: these four are essential to providing for the ongoing safety of the network. I believe they should be included. 
ii. Comment: What is scope of TC215? Ans: This is health informatics. Conclusion: We are a joint working group between technical group and a safety-oriented group working with safety and other matters.
· Priority of the four essential properties. Should safety be stated as the most important.

i. Today we say “appropriate balance”

ii. Discussion: depends on the application and intended use. There are places where interoperability may trump others.
iii. Note Line 91 states that inappropriate balance is a hazard – in our Scope section. This addresses the issue. Looking at 87-89 we seem to imply that balance is the desired state. Conclusion: change “balance” to “address.” Also in 90. “Should consider the four essential properties in the context it is being applied to” Search to see where “balance” happens.
iv. Conclusion: move Note line 146 conclusions into def of Harm. Beware circularity where all properties lead to safety if we define harm more broadly. – work on this.
v. Conclusion: lines 90-91.  Delete this.

vi. Conclusion: Don’t set priorities of the properties, let risk management by RO set balance and priorities per situation.
I. What is the system that is the result of the medical device integration?
· Comment: they seem to want us to use “medical device”

· Comment: “medical device: is a term of art in particular jurisdictions. 
· Comment: under the definition of manufacturer, we should state “assembling a medical system”

i. Discussion: we have two sorts of systems. Original medical-electrical-system (“as specified by the manufacturer). We also have the sort of system that we get in a hospital when it is integrated.

ii. Comment: If we use the term Medical System in the 80001 document – everything on earth is a medical device.

iii. Comment: there is an intention of some organization to put things together. The RO

iv. Definition
MEDICAL SYSTEM combination of items of equipment or software, at least one of which must be a MEDICAL DEVICE, inter-connected by a FUNCTIONAL CONNECTION

v. If you connect these together with the intended use of creating a medical system. We actually have “medical devices” and “incorporated medical devices”. Comment: we only use the term Medical Device as something supplied from a manufacturer. 
vi. Comment: our use of “Medical System” seems to confuse people. They think that the “Medical System” could be the system created as a result of this RM. Perhaps we need to inject “Medical System” into the MANUFACTURER definition. We could then work in this notion from 60601 that “Medical System” as intended by manufacturer.
vii. Line 182: definition “…alone or in combination”. Perhaps we can avoid “Medical System” or maybe always use “Medical Device/System” as our uniquely defined term. Having two definitions is difficult – cut down to one definition.

viii. If you try to use Medical Device/System you will stretch the definition for Medical Device. Comment: As an end user, a hospital. If I take a manufacturer medical device and incorporate on my IT-Network, is this under this definition…
ix. Comment: our need for “Medical System” was to allow for a “Medical Device” to a non-medical device. 

x. Comment: We are separating two cases (a) where the manufacturer has already done the risk management as part of their medical device engineering and (b) where the hospital has already reengineered the medical device into a medical system.

xi. Conclusion: See if we can delete Medical System throughout and see if we can elaborate by notes. Does this reduce confusion? Where is the note we need to add to clarify? If we can, let us see if we can stick to medical device only. (  to lead)
ACTION 2 Peter Jordan, Oliver Christ, Peter Linders. Sweep through document and attempt to remove references to “MEDICAL SYSTEM” per above. 

5. Discussion of next steps re Integrated Clinical Platform presented earlier from Aachen.

J. Dehm: We propose to start a little group to write this OR Orthopedics use case with members of JWG7. Present this result at one of the next joint working group meetings. We would see if this is part of 80001 or an informative Annex.
Comments: group supports this. 

Persons interested in working on this: Martin Janssen

Comment: we have worked on topics for guidance documents and also considered if there is to be a structure to the guidance document. We need to be careful to not dive in too deeply too early. This may lead to “ad hoc” guidance framework that then propagates out of control. Perhaps we hold off until we have the framework.

Response: we can proceed to write this one and perhaps use this to stimulate the formation of a framework for guidance. 
Response: perhaps we want to reserve ½ hour this meeting to consider How to organize Guidance for 80001? Perhaps the guidance happens when we come out with CD2 – we need the main process document.
Conclusion: go forward with the early guidance document. Try to build in an early feedback cycle.
6. Next Meeting
First idea is to do this 22-24 September in the USA. Perhaps we might co-locate this with the VA. Also possible to pull in Navy perhaps. Verify tomorrow.
Note: CENELEC meeting 24-25.

ACTION 3 Nick.  Contact VA (S Wexler) re Sept meeting.
7. FDA: Medical Device Data System [Brian]
J. Recent Development.

· Proposed new Rule – MDDS

· (a) Identification. (1)A medical device data system (MDDS) is a device intended to provide one or more of the following uses:

i. The electronic transfer or exchange of medical device data from a medical device, without altering the function or parameters of any connected devices.

ii. The electronic storage and retrieval of medical device data from a medical device, without altering a function or parameters of connected devices.

iii. The electronic display of medical device data from a medical device, without altering the function or parameters of connected devices

iv. The electronic conversion of medical device data from one format to another format in accordance with a preset specification.

Note: as a matter of law any medical device that is unclassified moves into Class III. This is the most rigorously scrutinized class – requires pre-market approval, etc.
We have noted that people have been harmed by improper device connectivity. We have seen new risks happen when devices have moved more remote from one another and remote from practitioners and/or patients.
The MDDS Rule is intended to down-classify from Class III to Class I Exempt. This means no premarket review required (normally). BUT you must comply with quality system, list and register the device, follow reported events. 
MDDS are a way of actively regulating a very low level of risk device. This is the most perfunctory form of networking we could think of including display, storage, or transport of medical device data. These are relatively low risk. 

Well above that could be the conveyance of alarms or those that have closed-loop operational devices that might be actively engaged in delivering therapy. Those are excluded.
MDDS went out in December and closed on May 8, 2008.

K. continued

· (2) Medical device data consists of numerical or other information available from a medical device in a form suitable for processing by computer.

· Medical device data can represent any type of information or knowledge, e.g. clinical values, alarm conditions, error messages. This identification does not include a device that creates diagnostic, decision support, or alarm functions.

· It also does not include the report-writing functions of a data system that allows for the manual input of data by practitioners. This identification does not include devices with any real time, active, or online patient monitoring.

Note that there is no “Clipboard Exemption.” We did want to capture device data where we make sure that device controls were applicable.
L. Cont’d

· (b) Classification. Class I (general controls). When the device is indicated for use only by a healthcare professional and does not perform irreversible data compression, it is exempt from the premarket notification in subpart E of part 807, subject to the limitations in Section 880.9. When the device is indicated to be prescribed by a healthcare professional for use by a lay user, or performs irreversible data compression, or for over-the-counter use by a lay user, the device requires the submission and clearance of a premarket notification.

· Note premarket notification is 510K

We received a lot of comments back. Many of them were asking if we intended to down-classify very risky devices. Many people interpreted it to change alarm systems into Class I. 
But, by and large, we did not get any wholesale pushback. Regulated industry seemed to feel that it is about time that others saw this kind of regulation. We also think that there is maturity on the part of biomedical technicians that things could be done better if there was some threat of enforcement. Also, of course, perhaps people who build these systems might not have heard of the Proposed Rule.
My own sense is that I would have liked to see more comments – this would have allowed further explanation within a preamble. I think some are thinking there will be a public forum to iron out the concepts.

The way things are going, it is likely that there will be a final rule within 12 months. This will impact healthcare facilities in the US. It will balance enforcement with the introduction of active oversight.

M. What does this mean?
· Down-classification of networked systems from devices and distributed devices from Class III to Class I
· Listing, registration, design controls, adverse event reporting are included.

· Only the basic network aspects are intended to be covered by this rule i.e., not alarm functions, not monitoring, not remote therapy delivery nor closed loop systems

Question: Irreversible data compression – does JPEG follow under this rule.

Answer:  Yes, if it is lossy, it needs premarket notification (just a 510K). They will be subject to general controls (not necessarily Class III controls). Not PMA. We hope we will put text into preamble with good examples. 

Question: What is the timeframe?

A: No sooner than one year from now. Remember that what you see will be different. There will be a large preamble. Text will be improved.
Q: do you have a sense what percent of these simple devices that might be covered by the proposed regulation versus more complex closed loop etc?

A: I think 90% of medical data systems are these simple Class I Exempted. 10% are very dangerous and they will be in Class II and those with closed loop with high network QOS and security – we will try to moderate to avoid having them in Class III. Class III is for those where Class II controls are not adequate. This may be due to lack of clinical data for effectiveness or if we don’t understand. We should be always trying to move things down to Class II. One way is the development of the de novo reclassification process. This allows creating a place where these devices can be a subject of a special control.
Q: What was the volume of feedback?

A: We got a lot less feedback than we were hoping for. We like negative feedback to be sure we are putting in the right things (or allows us to take out the wrong things). 80% of what we got back are questions about how and whether you meant this or that. The other 20% were a bit more edgy and there are several representatives in this room and I think that many were very positive.
Q: do you expect more comments?

A: the legal process was shut. We could invite people to come in and express their input directly. We want to make sure we know what maybe we don’t know now. We have had some experience with proceeding without enough feedback – it causes problems later. We want to make sure that there is clear understanding. At least one major organization has asked for a public forum with the FDA. This is being considered – if it happens, there will be a notice in the Federal Registry.
Q: Was there any response from the hospital organizations?

A: some have responded. We are close to the largest healthcare organizations in the US (VA, DoD). I think the private sector is conscious and, perhaps, is seeing it as inevitable.

Q: Re data compression, Part 892 – Radiologic devices. Medical image communication device under this seems to be comparable. The definition seems to cover what the FDA is doing here. Can you highlight the difference between the MICD and your definition of MDDS (which refers to compression).
A: good question. There are 4-5 classification rules that talk about display, transmission, or storage and they do it for certain device types. The proposed new Rule is a distillation of all of those into one place. It avoids having to attribute a device type. I guess, if this works out well, then we might reduce the number of specific classification rules. This will happen incrementally.

Follow-up: if this comes in a year or so. Then Part 892 classified devices will have to be reclassified. This may mean that this device now needs a 510K.
Ans: This is quite possible. We will see how this goes forward but it may have ramifications on those stop gap measures?

Q: Are there comments on the Proposed Rule vis-à-vis Part 892.2020.

A: you will find the new Rule close to that one. We will have to figure out whether to keep or lump 892.2020 into it. You could contemplate that 892.2020 may be for those that are not networked. This has to be looked at.
Comment: FDA would have to resolve conflicts that emerge via guidance etc. to avoid contradictory interpretation.

Q: How is this guidance kicked off?

A: We would get a report of at 510K submission and the branch chief would have something classified incorrectly. The manufacturer would then object. The FDA Branch Chief would then push some guidance through.

Q: This new rule is preliminary?

A: Yes. I am confident that there will be an open forum. 
Q: Is it right that this reclassification will not make any difference to the GMP?

A: It will make no difference to General Manufacturing Practice.

8. Back to the Comments.

N. Does the Responsible Organization take on the responsibility as a device manufacturer?
· Comment: this gets into regional national regulation. 14971 does nothing to specify who does what w/r to competent authority. 
· Comment: Maybe we should bring into our preamble of 80001 the notion that in various regional regulations, hospitals or RO who start their own design work, may be considered as medical device manufacturers. We have to present 80001 not as a thing that forces a hospital to become a manufacturer. We have to be clear that we cannot mandate regulation nor provide a bypass to regulation. We have to recognize that if hospitals begin to use devices out of scope of their intended use, they are a medical device manufacturer.
· Comment: we can just respond to the comment saying that this is a standard please consult with your country competent authority. 
=== end of day with comments remaining   16.50 PM. ===

Start at 9:00 tomorrow.

III Day 2  JWG7 – Sunday 1 June 2008

1. Introductory comments [Todd]
http://www.CEITCollaboration.org alliance AMII, HIMSS, ACCE – addressing issues of health IT and clinical engineering

By pooling our resources through this collaboration, we are seeking to: foster a united voice for IT and clinical engineering concerns; and develop important resources, best practices, and networking opportunities to advance the interests of CE-IT issues in healthcare.

2. Return to Comments [Sherm]

A. Information the device manufacturer must supply to the IT integration risk manager

· Comments say we were too vague. Can we identify what the information should be?

i. Discussion: we should provide an informative annex to demonstrate what this should look like. We ultimately should have a separate standard for the electronic format.
ii. Comment: Section 4.6attempts to list in a) through h).

iii. Suggestion: Line 367: “collect all information relevant to the essential properties of the medical device.” Plus take this topic for informative guidance.

iv. Discussion of how much detail. Reminder that this is a process standard. Who is responsible for what etc. We do not go deeply into detail. We want to keep high level. Suggestion that this goes into informative annexes. Need examples etc.
v. Line 366: “The Medical IT Integration Risk Manager has the responsibility and authority to:” plus put example information in the Annex.
vi. Line 395 – decompose G into two parts (a) summary of risk outcome of the Manu management process and (b) elements of  MEDICAL DEVICE information necessary for the responsible organization to conduct its risk management process. (Note: for more information see Clause 14.13 of IEC 606-1 Dec 2005)
vii. Line 387 change “should” to “shall”

viii. Line 393: “…including security specifications and relevant cybersecurity notices.” Define CYBERSECURITY NOTICE.

B. Risk Communication (5.4.7) – more detail necessary.

· Line 569 and 571 delete summary in both.
· Suggestion to reverse the sentence in this area. Start with residual risk and then refer to any additional information necessary. “The MDM shall transfer the description of any residual risk that needs to be managed by the RO and any other information that is necessary for the RO to perform its RM Process.”
2. Security Annex Discussion [Brian]
We have had to deal with the issues around the ongoing support of medical devices once they are on the market. They retain full responsibility for the device over its lifetime. The FDA  published cybersecurity guidance a couple of years ago. This means that the manufacturer must maintain its performance as originally deployed.

Of course, a cooperative approach is necessary to deal with a cybersecurity event. This involves stakeholders in manufacturer’s organization and healthcare (including IT professionals, security professionals, privacy professionals, physicians, purchasing agents etc.).
We recognized that there is not a single profession that would bring these processes together. We asked that there be some kind of join responsibility for the acquisition for the purchase of equipment meeting medical, IT network, security and other needs.

<aside: Perhaps we need to provide informative guidance to the IT Risk Manager position – perhaps this is a committee who have interest into the ongoing performance of the device.>

We have been going around to hospitals saying that if the IT professionals unilaterally redesigned them for their own purposes they may be misbranding or adulterating those devices. We need to restrain unilateral modification of devices without connection to manufacturer.

We have gone through a period of high-profile malware intrusions. Our congressional oversight asked why FDA does not have a stronger viewpoint on privacy. Our reason was that the custody of privacy issues have been transferred to the reimbursement-oriented organization (CMS). This has worked for some time. However, these days, we are seeing implants walking around with private information. This is not connected with reimbursement. This means we have to look at security as it pertains to privacy – we had not looked at this in the past.

So, in the US, we have interest from the Congress who classified Hospital Systems as a vulnerable infrastructure. This brought attention from security organizations – national security worries of this critical infrastructure. This means that FDA needs to pay more attention to the way in which medical devices are designed and sold vis-à-vis security AND the way they are employed in use. We also see the large number of distributed devices aggregated in vulnerable networks. This is why we are concerned about a standard like 80001. We want that bridging standard between manufacturer and where they are used. 
We were recently asked what we were doing about security in the 80001 standard. We responded that we took it out since we could not get good agreement on it. We do not contemplate regulation for security these days but we do care that there be a standard that has the basic elements of a risk management that have sufficient granularity to assist the users on medical devices on how they can organize the security of their networks with medical devices on them.
I would like to move then to the issue of the large number of security requirement sets to be found in other industries. Many of these are from intelligence organizations that are intended to protect abstract networks of PCs. This is different from the balance in healthcare between the need to treat patients and security. We are unlikely to directly need military specified security in healthcare networks. In 80001 we must begin to introduce the concept that risk management must be applied to the security requirements in the light of providing patient care. This is different from the typical NIST security standard. For example, the time it takes to log onto a computer or to update a password every 90 days can be critical in a medical environment. We must provide guidance to assure that providers don’t slavishly apply security controls but instead they do security appropriate to the point of use of the medical device.
So, I propose that we put together a small team to take elements of the MDS2 (from NEMA/MITA) approach – a set of security requirements that can be given to the customer as an element of this. Introduce this with some text to highlight the balance of security control against public health capability.

COMMENTS:
Is this a stand-alone or an Annex?

A: I suggest that this is an informative Annex to 80001.

Comment: There is a growing number of Annexes. We need something that has the nature of guidance that can be changed over time. I think we need to work as a group to define a set of guidance documents.
A: I agree. I suggest that the type of guidance for security might be as quickly changing as something that is more technology rooted (like wireless). I think that the reader of 80001 can get what they need before they go into the domain-specific daughter requirements.
Comment: I envision that the style we will operate in a few meetings where we have breakout sessions of this large group. A similar type of agenda style where we run parallel ad hoc working groups on a few informative documents. For the methodology to get these documents consistent, we may need to juggle around the core team. The core team may then pull in other expertise. That is the way to get high-quality material in one document in a short period of time.

Response: I suggest those volunteers have an aggressive schedule to put in place a reasonably good first draft before the September meeting. So the consolidated text for CD draft 2 contains this. I would like this to happen so that congress can see this.

I have been given some facilities at NIH – where I can conduct invited programs etc. I envision on-line meetings once per week for a while then a few face-to-face meetings. If you want to be part, it is intense.
Q: What is the expected content?

A: (1) Informative text describing the tradeoff of security and usability of the medical infrastructure. (2) a parametric list of security items [list of potential security controls], and any other items.

Q: Is it essential to keep it as a permanent Annex in the CD or can it be moved to another vehicle?

A: Yes – this brings up another, wider discussion. It is possible that a successful 80001 standard could be a family of daughter documents. Some moving quickly like tech specs, others are standards, others are technical reports. This may greatly expand the number of persons and becomes a larger organization.
Discussion: consider creating an Annex that is slightly higher level (5 year duration) within 80001. This would have an introductory comment and a list of general security controls.

Question: Are these security controls for the resultant integrated IT-Network of Medical Devices or just for the Medical Devices.

Discussion: 606-1 might need a risk management for security.
Who wishes to help Brian: Brian, Rick, Mario, Nick. Brian: I would like to bring in an academic into this. Any objections: Yes. Discussion of bringing in expertise.
Comment: Brian said it is possible to specify better the role of risk manager. In Italy the risk manager is a doctor or a nurse.
Response: perhaps we need to elaborate a bit more on the qualifications of the IT RISK MANAGER.

Todd: Through HIMSS we are working to get a Clinical Systems Engineer certification as this kind of person. This is part of the www.CEITCollaboration.org.
Comment: HITRUST – www.hitrustalliance.org 
3. Discussion on 29321 Medical Software [Melvin Reynolds]

Presentation was yesterday – what is the feedback from this group into TC-215?
Melvin: I will take what this group says back into the plenary session tomorrow.
Comment: I think the idea of bringing in safety cases. I am aware of the learning curve of the medical device manufacturers. I don’t want to overwhelm the industry. If a regulator accepts a pre-market submission sans safety case then there exists a purchase requirement for a safety case. 
1. Does the response constitute new labeling?
2. Will it interfere with the ability to move the device along?
3. What would stop the purchasers from using the criteria for non-regulated software for regulated software? What would stop them from becoming sort of follow-on regulators.

4. How can I use this standard to help in places where there are not proper regulation? Is my opposition to this standard going to interfere with this good aspect of this standard?
The “in practice” constitutes a hidden kind of regulation for places that have lax software regulation.

Comment: there is some confusion as to the overlap of health software product and medical device or medical device software. It is unclear whether this standard is writing a medical device regulation. In EU jurisdiction and take a medical device and put with a non-medical device, you become a medical device manufacturer. Thus is this really a valid approach that will withstand court decision.
Response: in the case of FDA jurisdiction, the lack of clarity cited above would be the grounds of it being declared a defective standard. This is very bad.
Key Question: Can we find a definition of health software that has no overlap with medical devices?

Comment: we have a hard time finding health software that is not a medical device. 

Is this standard indirectly being used to avoid being classed a medical device?
There was a claim that we have proven it reduced incidents. I don’t believe there was anything but anecdotal evidence.

Comment: If a manufacturer has no quality process and you just ask for a safety case, they can deliver this but there may be no underlying quality system. They can then change the health software without control.

We have to realize that where something is not regulated as a medical device, it is a free market. It is desirable to write this standard to not include (per legal definition in the jurisdiction where it is applied) of (1) medical devices, (2) accessories / components, and (3) medical systems. If these are not included, then they can write a standard for that unregulated open, free market. It could be possible to reword the scope to eliminate “regulated in practice” etc. 
Comment: Avoid writing a standard because your regulators are confused.
Why is this standard coming out? What is the goal of those involved?

We want to see this integrated into the quality systems used for medical devices.

Comment: Suppose medical device is broadened to include health software. Then this standard must be met by medical devices. If this happens, does this reduce the safety of the device? It seems that if this happened then you might have to provide less evidence.
Thus there is a need to distinguish between medical device and a general use device.

Comment: I see that safety cases are growing in use and it is likely that software developers will be able to use safety cases as part of submission to regulators.

Comment: As a manufacturer you don’t want to have two systems. That is not feasible in a single manufacturer. 

Comment: This standard is ready today. It can be delivered. Redoing this will take 2 years.

Why use 15971 and why not use 61508 the older VDE standard. If it is not regulated, why have a standard? 
Comment: What about integrating 28321 with 80002? They seem diverging documents.
3. Return to Comments [Sherm]

C. Responsibility agreement

· We should explicitly talk about a procurement activity and that is where the responsibility agreement should be called out

· Discussion: This seems to be another wish for explicit information – they want something that they can sign. To be pragmatic, we might have a pre-drafted contract text. There is a complication that the agreement must be an agreement among all (multiple manufacturers possible). It should establish the single grounding document that all work with.

· Response: you may not be able to have a single agreement or even a set of agreements with visibility to all stakeholders. There may be confidentiality.

· Comment: the RO must define what is necessary.

· Line 245 (def of Resp Agr.) – change  “One or more documents that together fully define the responsibilities of the relevant stakeholders.”

· In Process section 5.4.5 (line 527+): 531:  adjust for the notion that the “Resp Agr” can be manifold. 

· Comment: Separate: (1) RO should establish a single determination of responsibilities and (2) then RO should obtain written agreement to those responsibilities and further share all stakeholder responsibilities with all stakeholders.
D. Network Classification

· Question: Do we want to have some kind of network classification?

· Comment: What is the end consequence of classification? 
· Response: it is natural in hospitals to understand that some connections have life critical implications. It also allows you to identify different characteristics to different networks. 60601 3rd edition has such a requirement. We asked this from Germany.
· Response: there could be three classes. First is an open, allowing anything. Another could be life critical with signals, sensors, and controls. Third could be important for moving information.

· Discussion of network classification. Perhaps manufacturers should provide which kind of network they support.
· Discussion how the risk management is adjusted appropriate to the particular application (RM project here). Deciding the level of risk management is critical to success. I think we need an annex where IT people can look to guidance.
· Comment: any scheme of separation is an outcome of the risk management process. We need to provide some guidance to issues like Network Segmentation Techniques as a Risk Control Measure.

· Does it do harm? Focus on how it impacts the patient. 
· Idea of the scheme is to make sure that people don’t plug devices into networks that are clearly not intended for the type of equipment. This is what the network classification attempts to solve.

· Comment: There is a mixture of the history of technology (full of pragmatic solutions… how it is done in the past). I believe that a classification scheme as a basis for future decisions can be dangerous.
ACTION 4 Oliver, Ken – will put together an informative annex for network classification to be discussed in the Sept meeting.
4. Discussion of feedback to WG4 re  [Sherm]
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We have torealize that where somethingis not regulated as a medical device, it
isa free market. It is desirable to write this standard to notinclude* (1) medical
devices, (2) accessories / components, and (3) medical device systems. If these
are not included, then they can write a standard for that unregulated open, free
market. It is essential to reword the scope to eliminate “not regulated in
practice” etc.
Critical questionsraised include:
a) Doesthe response to a 29321 purchasing request constitute new labeling?
b) Willitinterfere with the ability to move the health software along toward regulation?

c) ‘What would stop the purchasers from using the criteria for non-regulated software for regulated
software? (thus they become a sort of “shadow” regulators)

There was a claim that “we have proven it reduced incidents.” Please be clear of
the scientific basis for this statement.

Comment: Avoid writing a standard because your regulators are inconsistent.

* per the legal definition in the jurisdiction where it is applied




5. Wireless Annex [Rick Hampton]

This was the outcome of a task force kicked off at San Antonio. Rick presents the Draft Wireless Appendix.

Risk for wireless categories:

· Network security

· Spectrum management

· Capacity management

· Component failure

· Design/change failure

List of mitigation tools for these risks.

List of specific risk issues to address regarding wireless systems.

Raises sets of risk questions regarding essential aspects of evaluating wireless systems.

Lists specific mitigation strategies to address regarding wireless systems.

Discussion of what to do with this material?

This is, perhaps, a separate technical document. Pragmatically, we can use the 2nd CD to get comments in. We could put this into the 2nd CD to provoke comments – perhaps after that we take the comments and split it out.

Comment: note that you worked with questions here. This may be the way for guidance documents to be written. This improves the longevity of the document.

Observation: It is a very helpful checklist.

Comment: some of this is highly specialized. This is not for a risk manager – it is for the security network specialist.
Discussion of the structure of this kind of guidance document (template)

1. Guidance on the nature of the team (specialist)

2. Introduction to the guidance document

3. ..
Follow the nomenclature and structure of the 80001

ACTION 5 Rick, Ken review Wireless annex and extract its structure trying to follow the overall 80001 structure and nomenclature.
IV Day 3 JWG7 – Monday 2 June 2008

1. Comment resolution continued [Sherm]

A. Relationship to other standards
· Three standards were mentioned in the comments:
i. 14971 – we don’t need a normative reference to 14971 since we copied into the body of 80001. 14971 is directed to manufacturers and thus would not actually be used by the users and IT integrator.

1. Discussion: Normative references are only where they are explicitly called out in the references. Section 5.2 is straightforward and Section 5.3 for the Risk Management Process. Line 540 (5.3) possible changes:

ADD: “…as appropriate to risk management for a RESPONSIBLE ORGANIZATION (as a non-manufacturer).”

“The integration project, depending on local MEDICAL DEVICE regulation, may move the RESPONSIBLE ORGANIZATION into becoming a MEDICAL DEVICE MANUFACTURER thus establish ISO 14971 as the appropriate international standard.”

“If the integration leads to a use of the MEDICAL DEVICE beyond the manufacturer’s intended use of the MEDICAL DEVICE or the integration provides new functionality not present in any of the MEDICAL DEVICES, then the RO should apply the requirements of ISO 14971.”

“Note: Depending on local country MEDICAL DEVICE legislation, the RESPONSIBLE ORGANIZATION could become a MEDICAL DEVICE manufacturer through this extension beyond intended use. Consult with competent authorities for guidance.”

Issue: If we cut the link to 14971, then they may go to 31000 – an undesirable conclusion. 


CONCLUSION: (1) remove normative reference to 14971, (2) make 450 a Note, change “shall” to “should.” (3) copy the 14971 diagram verbatim as Figure 1, (4) move existing Figure 1 into an informative Annex with proper discussion on how to apply (see Action below). Consider the GERMANY comment (change control and ISO/IEC 20000 – IT Service Management) including their figure to impact the revised figure in this informative annex.
ACTION 6 Martin, Peter, Stan, Norbert will provide an informative Annex of how a provider/hospital will interpret 14971 – this will determine what is in the revised normative Figure 1.
Residual issue: Is there too much risk management in it or not enough.

ii. 60601 – comments on this. Oliver reviews the way that 80001 emerged from 60601. We should provide a clear statement of how 80001 links to 60601. 
CONCLUSION: add after Line 103:  “Provide the RO with the process to respond to requests from MEDICAL DEVICE MANUFACTURER deriving from clause 13.14 of ISO 60601..2005 3rd edition.”
B. Maintainer role (section 4.5 line 374)
· Discussion: there is a role description but no requirements for what they do. Consider making them  
· Discussion: do we need this role explicitly called out here?
· Integration Risk Manager shall: “be empowered to interact with Responsible Organization Top Management to express risk concerns”

· Discussion of creating:

i. Change IT to “Technology”

ii. Add Project Manager role definition that manages the execution

iii. Add Med IT Integration Manager to : “be empowered to interact with Responsible Organization Top Management to express risk concerns”
iv. Work on then redefining “IT Network Maintainer” (maybe change name) who shall:
1. Initiate the role at the official end of the installation project (transfer from Integration Risk Manager without gap)
2. Assure operation and performance of the IT-network incorporating MEDICAL DEVICES per the intended use.

3. Own and manage the change control process including decommissioning.”

2. Auckland meeting - [Oliver]

IEC/SC 62A and IEC/TC 62 CAG Meetings in Auckland, New Zealand
· I put in a problem statement to provide justification and background for structuring further guidance material. Recognizes the rapid change of technology and need for a high-turnover vehicle called “Fast Track” herein. 
· Will 62A consider upgrading JWG7 into a Technical Subcommittee. There was some concern and suggested not to act on this under for 15 months. Keep under 62A and produce NWIPs under 62A. The chairman of 62A accepted that concept of them acting as “caretakers” for this activity. The would like to investigate what would be a “Fast Track” route. 

· It was revealed that a Technical Report from IEC can actually be created and directly sent out for a vote. However, the cycle for changing the TR has a cycle similar to changing a standard (long). In addition, there must be a charge for TR.
· There is the possibility to create a TR and put it on a server and have it downloaded for free. My honest concern is that we have found an avenue for quick guidance and we might lose control of the quality of these documents. As we spin out to different communities, they may develop them in parallel but can be without any controls. Thus there is no mechanism to stop poor output. We need a quality management system owned by JWG7 – some basic rules, terminology, common outline, review committee. Review committee would verify quality, consistency, no contradictions, etc. There is no mechanism for this.
· Question: Isn’t there a precedent in JWG1 Risk Management arena – they maintain the quality of how 14971 is defined. 
Response: this is a high level philosophy. It is not quality management.
· I do not want formal voting from national committees. I want exposure to documents and early documents to get readership and critique.
· Fast-track is to make each of the CD, CD2, CDV, etc. fast gates – publicly available.

· Important conclusion: 62A will be our host until June 2009.

· Hans (also in Auckland): 62A will take this issue to SMB (higher authority). We might be able to make use of international specification. We need to make a proposal to 62A. We also sewed a seed in IEC 62 that their framework looks a bit out-of-date. They understood this issue and are willing to widen their thinking about the organization. They see JWG4 and JWG7 as the ones pushing for modernizing. Perhaps we can modernize the documentation process as they reorganize the A-B-C-D. We have to give it a push with a suggestion.
· Hans: 3rd edition summary

· 2 years ago it was decided to not produce an amendment to 3rd edition (100+ serious issues on the table). We need to let the world settle down.

· Over last year serious problems emerged.

· Auckland meeting revoked the Delft resolution – they proposed and accepted a revision to the 3rd edition.

· There was clearly unrest about risk management and essential performance. The references to risk management were discussed as inconsistent. They recognized implementation problems. Two recommendations

· White paper on risk management and essential performance. Chuck & Larry organizing an October meeting of conveners (Frankfurt or Washington). At that meeting, we can sus-out what is happening with A-B-C-D.
· Oliver: the idea of building subcommittee E got some pushback from Todd Cooper. He would like to create a TC that is IT relevant among different organizations. This was not finally concluded.
· I want to focus on practical subject matter, the need for a new documentation model (Fast Track vehicle). This is the short term accomplishment.

· The broader issue of transforming JWG7 into another vehicle will take more working with individuals and organizations (many stakeholders, 215, 212, 210, etc.). We have to work hard to bring people together. I think we should not push too quickly to this.
· We observe projects like ICE that don’t have a home. We saw Mr. Dahm and OrthoMIT team here to see what is happening. These two projects are similar. If we offer them to build under JWG7 and informative Annex, we already say we attend to this topical area. Then, it would be logical, to offer ICE/OrthoMIT experts a home under risk management for interoperability (thus under JWG7).

· Practically, if we want to walk towards new committee status, we should take in new projects under the charter of JWG7 (even as we resolve our position). Should we write an invitation to solicit this kind of work?

· I think when we meet next after September (Comments on 2nd CD – maybe March 2009), we might have to build a model of how to operate. (Hans: Take this to Brussels in June and present it with concrete examples this will elevate it). So if we can identify the most urgent topics for guidance. We had three areas of focus from Roanoke. We do that kind of plenary-breakout structure for 5-6 teams. Before we get final vote 80001, we have a few guidance finished. This will let us verify if the guidance is practical. Then with the first volume, we will have little daughter documents that is the delivery package in 2010.
· I presume when we hit CDV stage, we might have 15 different documents. Yesterday we created 4 new guidance documents. Maybe make them available for download, review after 6 months. Keep them small, 3-5 pages. Checklists for wireless etc. 
· There were two phone calls on this about architecture model. We put on hold until we have progress with our process standard. We have to create an inventory structure so we can put it in a virtual shelf. We have to maintain some control of guidance to keep it clean and manageable.
C. Schedule [Sherm]
· Displays spreadsheet
· 1CD

i. Today is resolve comments.
· 2CD – October

i. 3 month comment

ii. Meet Feb/March to resolve comments

iii. June meeting Brussels

· CDV – July 2009

· FDIS Ballot Oct 2010
· Published Standard Dec 2010

· Recall that we have 4 years NWIP. NWIP approval was Oct 2006. This means we are running right up against our deadline. If the FDIS is ready, they will not push you back go start. This means FDIS Oct 2010 is CRITICAL.

· The above schedule was published and accepted.

· Question: if we want a numbering scheme for the documents, what do we do to have that reserved? What can we negotiate?
Response: if it is considered a multi-part it can be 80001-1, 80001-2, etc. The double dash number is a more complex document structure. If we wanted 80001-1-1. 
If we wanted a multi-part, we would have to have an NWIP for the numbering scheme with topics.
ACTION 7 Sherm.  Talk with chair of 62A about how we can structure the numbering so it is consistent and clearly a family.
· Brian has created a proposal that was put on the shelf a bit ago. They were vetted and were not workable. We need to see if there is another way – hence the ACTION above.
3. Next steps
D. Meeting in September 22-25.
· The VA Biomedical meeting is in DC at the end of that week. Nick to verify.
· Perhaps the meeting will be early in the week in DC.
· Goal: finalize comment resolution and CD2 document. Within a month after that we send to Geneva for circulation.

E. Feb/early March, 2009
· Review comments on CD2
· Discuss additional guidance documents – do breakout work.
· Place TBD

F. June, 2009 – with TC62
· Sherm will check with Chuck Sidebottom

Could we take this schedule and coordinate with WG22 and other interested WGs from the 1st amendment of 3rd edition? Perhaps contemplate JWG3 committee will be planning its maintenance activities around 2010. JWG3 is in Lubek in 15 September – there will likely be a discussion there.
We also might coordinate with clinical engineering. We have a strong pull to coordinate with TC215.
Also 6208 WG15 is meeting Toronto the week of the 29th September.

The Conveners meeting will discuss how to properly coordinate the various maintenance meetings.

Also 29321 would like a joint meeting with 80001.
4. Groups formed this meeting
G. Process Annex - Martin, Norbert, Peter Linders, Stan Due: July
H. Security Annex Brian, Nick, Mario, Rick, Bill (consider soliciting Frankie Rios as reviewer) Due: July
I. Classification Oliver, Ken de facto Mario Due: July
J. Medical Systems Purge – Peter Jordan, et al. 
K. CD2 Drafting Team – Sherm, Todd, Peter Jordan, Bill, Oliver&Norbert&Mario (review late Jul/Aug)

ACTION 8 Sherm, Todd, Peter, Bill (review late Jul/Aug Oliver, Norbert, Mario) Redraft text per these minutes and comments.
Peter J vs. PL
5. Funding [Oliver]

We committed to create funding actions – Todd, Oliver, Alf. This group will get active.
Per Leipzig, add a 4th day to make a public round-table to (1) deploy ideas, (2) get input from outside world. Do this for all future meetings. If we want this, can we do this in the September meeting? Can we find a sponsor? 

Can we find ways to keep and disburse the funding for (1) workshop, (2) sponsor provider/responsible organization participants?
Can we consider the round table on day 3 of September meeting.

Oliver can coordinate but needs specific dates. 
What is week Spring 2009 where we will run 2nd next meeting?
Note HIMSS April 4-8.

There is likely a CEN meeting around that time.
Feb/March meeting (could be Europe) – we don’t have any potential sponsors or hosts. Consider Italy.
Difficult to do collateral meeting in Brussels.
6. Final comments 
L. Jochen – line 528 meaning of configuration

· Change Line 529 “(e.g., contract, change control order)” – the existence of a change control order may indicate that there is a determination that this is significant and starts a change management.

· “…a RESPONSIBILITY AGREEMENT or a clear RESPONSIBLE ORGANIZATION change management system…”

· Line 528 “…a RO change management organization determines that the configuration change warrants additional risk management…”

· CONCLUSION: Editorial board change this and consider parallel changes to Change Control Section.
M. Jochen – Line 393 4.6

· Define Cybersecurity notice

· Make reference to it here.

· CONCLUSION: reconcile with previously discussed wording and include above two considerations.
N. Figure in Annex A

· Meant to inform the new reader of the relationships.
· Needs some work to improve but worth keeping in.

· It is an entity relationship diagram.
· Top Management appoints the IRM

· Beware relationships among ovals seem to be a judgment.

ACTION 7 Nick. Redraw the diagram in Annex A.

7. Conclusion
Reviewed action items.

Adjourn – 14.45 
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