EHR Workgroup Minutes

January Working Group Meeting

Orlando, Florida

Tuesday, January 13, 2009

Q1

0900-1030

Topic:    
EHRS-FM Release 2



(continued discussion)
Supporting documents: 

****Don’s Excel file used for presentation  


Updated Inputs to R2 slide

Don reviewed the schedule for R2

Requirements for 
Outcome of discussions documented for areas such as Privacy and Security.

Lessons learned from the profilers


Document with discussion requirements will be sent out in advance of the weekly call in which the profile discussion is held.  

2009 projects

Combined ISO/HL7 ballot and reballot

Revise profiles on the current release

New profile development

Develop and Ballot R2


Target a ballot to go out in the December timeframe

Workgroup calls

Will use the call to do the work due to resource constraints.

International input to the R2


Canada wanted more RMES in the model---comments 


Japan 


Privacy guidelines in Hospital information systems.

As they finish reviewing the model, they will forward their information and questions.
Interoperability and parking lot issues

    
Including this work as part of the EHRS FM R2


Relating messaging to the FM

Parts of the functional model may be represented in one or many systems---it depends on the application and the roles they play.


Persistent record


Stan Huff – presented on the detailed clinical models



The domain analysis model helps us become more structure in how we approach problems.  Leads to analysis of the domain and the requirements 



Interoperability



DAM



EHRS FM

Functional Model--------DAM  leads to      Detailed clinical Statement or model -----these point to the Consent Directive

Model ---analysis----data----standard

Principles


Persistent record



Ability to have the ability preserve the record sent between RHIO’s

Gary reviewed part of the interoperability model.

A set of benchmarks to acheieve persistent legally qualified records

Should the Lifecycle model be part of IN or should it be linked/referenced to IN?  

Would you put this in Profiles or IN?

Overview ---the principles need to be put in the overview

Part of a profile - 

Part of the model

Take as much as is appropriate into the model  
Q2 minutes

Topic:   Continuation of EHRS FM discussion

**** need Gary’s Interoperability and LifeCycle model slidedecks
Incorporation of LifeCycle Model into the Functional Model 


Look at incorporating some of the LC model into the IN section of the record.  


It is possible that not all would be included in the model.


Look at adopting as principles into the Overview as a separate chapter.


Then modify the profile adoption 

Interoperability Model


The attributes in CDAR2 are not identical to column D


Implementation Guide has been developed to identify the 51 of 56

The Column M and N have criteria that might be added to the EHRS FM.   What if we took some of the columns out of this where they have identified the areas of the FM that these would align to.   Move those criteria into the EHRSFM space.   May result in a new subsection in the EHRS FM that is beyond the current 3 sections.  

Column A, B, C could go into the description and statement areas

Question:  in developing the her and phr functional models

Different ways to 

Incorporate all or part of this?   One global function or parts of the model?  Maintaining separate artifacts that refer to each other may be easier to maintain than integrating it.

Link using the most important items in the EHRS model and link to the rest.

Alignment Use Case  

*** need Use case for reference****

Harmonized use case for biosurveillance


Reviewed the process used in the attached document.

Identified action records and identified Lifecycle events related to these.

The did a shall, should, may for each function of the Interoperability model.

Integration into Use Cases

Is the level of granularity in any DAMs that exist today?   Unknown

Can we get that built into the DAMs

Put the alignment use case as a reference to a DAM----that way DAM’s could be written without the FM---but still include the 

DAM/alignment use case ---use that together before you get to data.  


Personal Health Record 

Parking Lot Issues

See file
ISO Update

ISO HL7 agreement

Needs to be updated and will be discussed at the Board meeting

Balloting process


ISO 10781 – can load the document in the HL7 format.  Will load to the submission interface and target February 1st for 60 days so it is ready for the Edinborough meetin

ISO is a 60 day ballot:  February 1 

HL7:  open ballot cycle on March 1-31st.  finish together on April 1.


We will not need the 60 day ballot


The comments from both ballots will be combined

Each group will do their own compilation.  

Readme guide update

???shadings on the documents to alert what can be commented on?

OV, not including glossary(??? Did we include the glossary in the stuff)
Full ballot so no limitations on commenters

Comment spreadsheet limis what is commentable
*******Funding for HTML conversion and profiling tools (ABT)


National Electronic Health Consortium
NeHC  (knee-hic)
Connecting information. Improving Health

Mission:  

Take all of the work already completed and look for ways to improve that work

Mission Development Committee

Policy Committee

Value Case Coordination Committee

A broad federal community informs the Policy Committee.  

NHIN Governance Group


Looking for 6 months at what the governance and form of the same should look like

How to Get Involed.   www.nationalehealth.org
AHIC could only give recommendations to HHS.  Secretary would take those and hand over to HITSP.

A more holistic approach----looking at the entire ecosystem of a Health IT group.  What are the financial incentives, workforce resource requirements, 

Being run by the ONC.  One value case this year----probably clinical research activities.  5 sponsored by communities interested and willing to sponsor.  

Hoping that cross domains will 

Communities that show that they have worked together – developed profiles that have the level of maturity to work through the CCHIT process.  Find those communities that have the level of maturity

CCHIT and PHR  - Lenel James

1.  the Leavitt Label – is a 12 page form

If a criteria is in the CCHIT criteria it is automatically a SHALL.

C32 constrains part of CCD in terms of vocabulary and completeness.  The CCD may be in an XML document ---but not all may have places in the C32.  
2.   Will make a set of comments from the PHR Project Group.   Will the Work group need the OK from the EHRecord Work Group?   Or from the steering division?  Not known.  
Q4

No reconciliation requirements.   Open quarter.  

Government Programs

Gary presentation

Review project plan

Resource requirements

Schedule 

Timelines

Found for re-use

Attribute Registry – data elements, data items


As submitted (RIM free)

Harmonized (
Action Registry   


(Task for DOD)


As submitted


Harmonized

Use Case Registry

DOD = services based 

Reference architecture development

NHIN alignment for he Harmonization model.  

HITSP (3)

IRT 

Federal Health Architecture/DOD

Service aware methodology 

Clean up process mismatches

Ability to incorporate 

Support of CDA

V3

Evolve the CDA to include a control act

IHE – system architecture controls ---national repositories of orders—
Relationship between SAEAF and HDF.  

ArB Wednesday Q3 and Q4
EHR Workgroup Minutes

January Working Group Meeting

Orlando, Florida

Wednesday, January 14, 2009

Joint Meeting with Security 

Agenda 


1.  Electronic Health Record Work Group’s schedule for 2009


2.  Consent Directive review:  recap from the CBCC/Security joint meeting


3.  ISO Security and how it affects this Workgroup
Major items


EHRS FM out for draft international standard

Glen:  
ISO 13606 Part 4 is owned by Berndt Blobl.   Author of 22600 PMAC  (full access control standard)   These 2 items must be harmonized.  
Has served as a central coordination body for security


Sedonization for Public Health (existing ISO standard )  ISO TS25237.


Directory Services (LDAP) out for DIS ballot at this time.   Hoping to move from a technical standard to a full 


27789 is Audit trails.  Standardizes audit trails for EHRecords.
Security would serve the role to ensure that these are represented in the FM

   
Harmonization of terminology must occur.   

ISO TS ???

2600 is a key standard right now.

DTS 21547  Archiving of electronic health records – is in comment resolution phase.  

Work item – archiving principles and guidelines.

5 constructs within HITSP that affect the HER and Glen feels these also have international interest 


T15 Audit


T17  Secure Channel (bidiretional)


C19  Cross enterprise user identity assertion (IHE)


TP20 Access control framework


TP30 Consent for disclosure

Anonamizytion and Pseudonomization work is taking place (could be a Structured documents/Security/HER)

Authorization vs consent  (Glen suggested that we use the HITSP glossary)

Authorization services will be in the technical framework within the next 

Consumer consent for disclosure and consumer consent for treatment.   There are many overloaded terms.  

Berndt:   5 specifications

CEN 14484

CEN 14485 Guidance

ISO2287  Flow of data across borders

ISO27000  Data security management

ISO27799 is health information 

Want to reference appropriate standards in the next EHRS-FM model---including the ISO standards.  


Security is continuing reviewing the standard as an ongoing activity. (Mike)

Is there a systematic process that can be put in place as we make changes?  A formal check and balance (John).  Develop a parking lot list of Security items for HL7.  

There is a Security Functional Model in SOA that will be reviewed (keep an eye on this)

Consent Directive

Patchwork of policies in the US----security is aware of the policies but does not deal with them directly---but ensure
Lack of a formal ontology around privacy…..making computing around these difficult.  Start driving the vocabulary work for driving a privacy ontology.  (could be a joint project).

Define the framework for privacy policies.  

Functional model was funded in 2003 by VA, HIMSS, AHIMA.  Needed to be written in layman terms.   France has requested something more high level than the model is at this point for executive presentation.

John’s question????  Did not capture

Berndt – must provide meta descriptions
Realm specific nature of the FM – 

Security is anticipating ballot on constraining 

Privacy access and security services – looking at an auditing ballot later this year.

Security Cookbook.

Looking for use cases to try/test some of the 

Review of 
 
XDS (HITSP work) is a good source (TP13)  look at this.    Allows for appending, original data shall not modified,  


Repurposing audit data is not allowed.  The purpose is to ensure that policies are being enforced.   It would be a roadmap for a hacker.   It is used for forensic use.

Are consolidating the Lifecycle and RMES artifacts into R2.  Advised Glen and they indicated understanding this.  

PHR side --- changing professionally sourced data


Look at XDS


When it is not a legal record, should the person be allowed to change the professional documentation.  


Turn it into a functional requirement as a level of assurance of the record.  Does not forbid hiding or changing…..but it changes the it from being a ‘whole record’ .  
Need to have a functional requirement:   Assurance of source attribution of the data.     

Data comes from HER to PHR----   changes attribution.



The consumer advocates and some vendors 

Trusting documentation.


Reluctant to release records to other 

Malpractice related concerns about releasing records electronically---but not the same concerns with paper copies of the records.

CMS has a concern that records released may be altered or breached 


Education effort


Proper attribution is needed

Level of granularity of source attribution.   When testing C32 with large PHR vendor.    Attaches to whole summary document.   There is no source attribution to the document.  The digital signature attaches to the observation.  
Screwups will occur.  You need to be able to detect the screwups.   What is the level of comfort in detecting these?    (Using the NIST values)    Security has agreed to do a white paper on digital signatures.  

1030 Break

Meeting with Emergency Department Project group

Key issues:
Interoperability 




Participation on the R2 ER profile call




Need functions, processes and attributes

Does the certification criteria possibly improve the model---what we wrote vs what was used by the certifying bodies.

Advise that the profile not be rewritten until after R2 is done.  

Q2
Joint meeting with PHER

Update on ISO ballot

Christie – maybe consider ‘population health’  rather than ‘public health’

Director is the PHDSQ

PHER 

1.  To collaborate with public health experts to analyze the EHRSFM and determine the best approach for including additional functional requirements:


PH Functional Profile


EHRS FM with PH extensions


PH Functional Model

2.  To identify and incorporate the additional public helath functional requirements needed for model or profile

3.  To inform continuing work f the HL7 HER Workgroup and the Public Health and Emergency Response WG.

What is the purpose?


Delivering healthcare in the public health office?   Use the EHRSFM as the foundation and develop a profile



Out of the profile identify items that need to be extensions of the model and also items that would be specific to PH only.


If not involved in care 

Drawing

Agent-( Hazard( Exposure( | Outcome

-----------------------------------------------------------

Health



| Disease         EHRS FM fits here

The purpose 

Concept of wellness within the HER exists


Evaluation of the agent can feed back into the model

Core functions

Minimum data set

Concept of realm

Anna is concerned that HITSP has not included “the user” as a stakeholder in selecting its set of requirements, specifically, that HITSP has not mentioned the EHR-S FM (which explicitly lists the user’s requirements).
Project Scope state ment

EHR System Design Reference Model (EHR-SD RM) Project Scope Statement


Probably the thing we discussed yesterday in Q4

Michelle Williamson: presented an update on the “Vital Records Functional Profile of the EHR-S FM”. 
US Standard Certificate of Death

US Standard Certificate of Live Birth

US Standard Certificate of Fetal Death

Q3
Need to check PHRS model for MAY delete data

Ana – France

Can have legal document in the PHRS today

Function of author and owner of the data is in the data

Tethered the same as French


Does not have the 10 year 

PHR is not yet discoverable as a legal record.

Need to tighten this up. 

PH1 Maintain a patient record.   CC9


Probably need to add another criteria

PH.2.3   Capturing and maintaining

Should we be able to filter, hide, mask, delete.    What else do we need to add.

How to handle the model to achieve the objectives.

A number of data handling modeling are in the IN section.

Develop a white paper.   The pieces may be there but not pulled together.  

1.  Discussion next Wednesday with PHR workgroup.

2.  Proper solution
Q4

ISO Ballot reconciliation

Additional comments on the EHRS-FM ISO ballot have been identified and require reconciliation.

Vote for acceptance of work related to ISO ballot reconciliation:

Quorum was established and confirmed.

The following motion was made by Pat Van Dyke

That the reconciliation of the additional ISO ballot comments not previously identified be accepted.
Jamie Ferguson approved the motion

Don Mon seconded the motion

Against:
  None

Abstentions:   None

Approve:
  Unanimous

The ballot document will be formatted.   The Overview chapter will be modified to include the ballot comments as approved in this session.  

Pat will forward the ballot reconciliation sheet and the updated Overview chapter to Audrey and Gary.   

Gary Dickinson confirmed that this will not change the anticipated February 1 start date for the new ISO ballot period.  

