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Wife of a Wounded Warrior 

3 

Sarah Wade Video:  

http://www.youtube.com/watch?v=LUiSPkmX09g  

Testimony: 

http://veterans.house.gov/hearings/Testimony.aspx?TID=59828&
Newsid=567&Name=%20Sarah%20%20Wade 

 Courageous personal fight 
to prevent sharing of 
husbands healthcare 
information beyond that 
actually needed for 
treatment. 

http://www.youtube.com/watch?v=LUiSPkmX09g 
http://www.youtube.com/watch?v=LUiSPkmX09g 
http://veterans.house.gov/hearings/Testimony.aspx?TID=59828&Newsid=567&Name= Sarah  Wade
http://veterans.house.gov/hearings/Testimony.aspx?TID=59828&Newsid=567&Name=%20Sarah%20%20Wade
http://veterans.house.gov/hearings/Testimony.aspx?TID=59828&Newsid=567&Name=%20Sarah%20%20Wade
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Data Segmentation 

“Process of sequestering from capture, access or 
view certain data elements that are perceived by a 

legal entity, institution, organization or individual as 
being undesirable to share” * 

 
 

 
 

*Data Segmentation in Electronic Health Information Exchange: Policy Considerations and Analysis 
Melissa M. Goldstein, JD; and Alison L. Rein, MS, Director Academy Health. 
Acknowledgements:  Melissa M. Heesters, JD; Penelope P. Hughes, JD; Benjamin Williams; Scott A. Weinstein, JD 
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“Security labels convey information used by 
protocol entities to determine how to handle 
data communicated between open systems. 
Information on a security label can be used to 
control access, specify protective measures, and 
determine additional handling restrictions 
required by a communications security policy. “   

 

 

NIST FIPS PUB 188 

Security Labels 
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Segmenting with Labels (1) 
 

 Security Labels are placed on to documents and other information for two reasons: 
(ISODE Security Label)  

 

1. To clearly label information in an unambiguous manner, in order to facilitate 
human and computer handling of the information, 

 
 

 

 
 

 

 

 

The HL7 Healthcare Privacy and Security 
Classification System (HCS) provides a structured 
security label for data segmentation purposes.   
 
Helps ensure that only a valid security label is 
used and may also facilitate label mapping into a 
different security domain.  
 



© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved. 

HL7 and Health Level Seven are registered trademarks of 

Health Level Seven, Inc. Reg. U.S. Pat & TM Off  WGM, Cambridge, MA   September, 2013 

2. To enable a computer to perform Access Control operations on the information, 
so that the information is accessed only by appropriately cleared people in 
appropriate locations. 

 

. 

 

Segmenting with Labels (2) 
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Access Allowed
Y/N?

Security Domain

ClassificationClearance
Security Policy

Do User Clearances match or 
dominate Information Object 

Classifications?

User Information
Information Security 

Labels are called 
“Classifications” 

User Security Labels 

are called 
 “Clearances” 

 

Access Control is performed by checking the data Security Label against the user’s Security Clearance in the context of a Security 
Policy, leading to a yes/no answer for the access control and optionally with handling instructions and/or obligations on the part of 
the recipient 
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Timeline of Perceived Harm 

8 
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Why Segment Data? 

 Some healthcare information requires special handling 
that goes beyond the protections already provided 
through common security and privacy practice. 
 

 Additional protection through the use of data 
segmentation addresses social hostility and stigma 
associated with certain medical conditions.*   
 

 Data Segmentation for Privacy provides a means for 
electronically implementing choices made under 
applicable privacy laws. 

  
* e.g., The confidentiality of alcohol and drug abuse Patient records regulation and the  US realm HIPAA privacy rule: 
Implications for alcohol and substance abuse programs; June 2004, Substance Abuse and Mental Health Services 
Administration. 
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 One day you, or someone you care 
about, is going to get really sick or 
mentally ill and when you do you may 
want to control who sees sensitive, 
intimate or personal information about 
you.  In other words to protect your 
privacy, dignity and to prevent hostile, 
annoying  or prejudicial actions being 
taken against you. 

Significance: Patient 

10 
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 You are a doctor who swore an oath to 
“do no harm” which includes honoring 
your patients choices about exposure 
of sensitive health information that 
could cause real or perceived harm, 
preventing damage to your 
professional reputation and avoiding 
fines and lawsuits for violation of 
security and privacy laws. 

Significance: Clinician 

11 
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HL7 Healthcare Privacy & Security 
Classification System (HCS) Sept 2013 Ballot 

HL7’s approach to data segmentation 

through labels. 
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Layered Approach for 
Privacy Metadata 

 “Russian doll” concept of applying metadata 
with decreasing specificity as layers are added 
to the clinical data. 
 

 Document Level (High Water Mark) 

 Portion Level 

 Entry Level 
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Security Labels Bind Clinical Metadata 
to Patient Consent 

Medication ID Medication Name Terminology Confidentiality Sensitivity 

11413 AZT (Zidovudine) RxNorm Restricted HIV 

Diagnosis ID Diagnosis Name Terminology Confidentiality Sensitivity 

111880001 Acute HIV Disorder SNOMED Restricted HIV 

Privacy Rule:  If Diagnosis=111880001 (HIV) and Medication=11413 (Zidovudine), then Security Label Tags are Confidentiality = R and 

Sensitivity = HIV 
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Data Segmentation Using Healthcare Privacy 
and Security Labels 

Data Segmentation, using a standards-based approach for privacy metadata to achieve interoperability and 
appropriate sharing of protected information, ensuring those who receive it handle it correctly. 
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Healthcare Classification 
System (HCS) 

 To support privacy metadata, the HCS defines a quadruplet (4-tuple) of resource label 

fields, which are security attributes about clinical facts 

 

 [1…1] Confidentiality Security Classification Label Field  

 [0…*] Sensitivity Security Category Label Field  

 [0…*] Integrity Security Category Label Field  

 [0…*] Compartment Security Category Label Field  
 

 HCS Security Label includes a security policy-based label (privacy mark) for handling 

caveat label field to convey Purpose of Use, Obligations, and Refrain and other policies 

to which custodians and recipients of clinical facts must comply.  

 
 [0…*] Handling Caveat Security Category Field  

 

 These labels define the classification of each item and constituent components (inner 

envelope, cover sheet, body, and section(s) and sub-sections, segments or portions)  

16 
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Security Label 

Field 

Label Definition Notes 

Confidentiality 

  

Security label metadata 

classifying an IT resource (data, 

information object, service, or 

system capability) according to 

its level of sensitivity, which is 

based on an analysis of 

applicable privacy policies and 

the risk of financial, reputational, 

or other harm to an individual 

that could result from 

unauthorized disclosure. 

  

Only one classification 

value is permitted on the 

header of an IT resource.  

It must be high water 

mark (most restrictive).   

  

In order to access a 

classified (tagged) IT 

resource, the user must 

possess rights greater 

than or equal to the IT 

resource classification. 

  

[ISO/TS 22600-3:2009(E) 

A.3.2] 
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Security 

Label 

Field 

Label Definition Notes 

Sensitivity Security label metadata 

categorizing the value, 

importance, and vulnerability of 

an IT resource perceived as 

undesirable to share. 

  

  

In order to access 

sensitivity tagged IT 

resource, the user must 

possess rights 

corresponding to the 

sensitivity tag(s).   
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Security 

Label 

Field 

Label Definition Notes 

Integrity Security label metadata conveying 

the completeness, veracity, 

reliability, trustworthiness, and 

provenance of an IT resource.  

  

  

Distinguish from 

assurance that 

information has not been  

modified in unauthorized 

way (subset) 
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Security 

Label 

Field 

Label Definition Notes 

Compartment Security label metadata that 

"segments" an IT resource by 

indicating that access and use is 

restricted to members of a 

defined community or project. 
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Security 

Label 

Field 

Label Definition Notes 

Handling 

Caveat 

Security label metadata conveying  

dissemination controls, 

information handling caveats, 

purpose of use, refrain policies, 

and obligations to which an IT 

resource custodian or receiver 

must comply. 

  

Applies to all information 

within scope of the 

caveat  



© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved. 

HL7 and Health Level Seven are registered trademarks of 

Health Level Seven, Inc. Reg. U.S. Pat & TM Off  WGM, Cambridge, MA   September, 2013 

NIST FIPS PUB 188 Standard 
Security Label 

 General structure of the NIST label structure 
consists of a set of fields 

 Each field comprises a globally unique Tag 
Set Name, plus a set of security tags 

22 

Field 1 Field nField i

Tag Set Name Tag bTag a Tag m

Security Label
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Healthcare Security Labels 

 Security Labels are semantically 

interoperable metadata for a User’s 
Clearance to access Information 
classified with the same Label 

 NIST, ISO, IETF and other security 

label standards, which are widely used 
in other industries including National 
Defense, can be used in healthcare 

 

NIST FIPS PUB 188 Security Labels 

HL7 Privacy 
and Security 
Classification 

System 

----- 

NIST = National Institute of Science and Technology; ISO = 
International Organization for Standardization; IETF =  Internet 
Engineering Taskforce 

http://www.iso.org/
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HCS Security Label Field Usage Notes 

Field 1: Confidentiality  
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HCS Security Label Field Usage 
Notes 
Field 2: Sensitivity 



© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved. 

HL7 and Health Level Seven are registered trademarks of 

Health Level Seven, Inc. Reg. U.S. Pat & TM Off  WGM, Cambridge, MA   September, 2013 

HCS Security Label Field Usage 
Notes 
Field 3: Integrity 
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HCS Security Label Field Usage 
Notes 
Field 3: Integrity 
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HCS Security Label Field 
Usage Notes 
Field 3: Integrity 
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HCS Security Label Field Usage 
Notes 
Field 3: Integrity 
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HCS Security Label Field Usage 
Notes 
Field 4: Compartment 
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HCS Security Label Field Usage 
Notes 
Field 5: Handling Caveats – 
Obligation 
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HCS Security Label Field Usage 
Notes 
Field 5: Handling Caveats – 
Purpose of Use 
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HCS Security Label Field Usage Notes 
Field 5: Handling Caveats – Refrain 
Policy 
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HL7 Data Tags 
«HL7ActCode» +_ActPolicyType
«HL7ValueSet» +v:ActPolicyType

«HL7ConceptDomain»
ActPolicyType

«HL7ActCodeSystem» +_PrivacyPolicy
«HL7ValueSet» +v:PrivacyPolicy

«HL7ConceptDomain»
ActPrivacyPolicyType «HL7ActCodeSystem» +_SecurityPolicy

«HL7ValueSet» +v:SecurityPolicy

«HL7ConceptDomain»
ActSecurityPolicy

«HL7ActCodeSystem» +_PrivacyLaw
«HL7ValueSet» +v:PrivacyLaw

«enumeration»
ActPrivacyLawPolicy

«HL7ActCodeSystem» +_USPrivacyLaw (US Realm)
«HL7ValueSet» +v:USPrivacyLaw (US Realm)
«HL7ConceptCode» +42CFRPart2
«HL7ConceptCode» +CommonRule
«HL7ConceptCode» +HIPAANOPP
«HL7ConceptCode» +HIPAAPsyNotes
«HL7ConceptCode» +HIPAASelfPay
«HL7ConceptCode» +Title38Section7332

«HL7ConceptDomain»
ActUS PrivacyLawPolicy

«HL7ActCodeSystem» +_ActInformationSensitivityPolicy
«HL7ValueSet» +v.ActInformationSensitivityPolicy
«HL7ConceptCode» +ETH
«HL7ConceptCode» +GDIS
«HL7ConceptCode» +HIV
«HL7ConceptCode» +PSY
«HL7ConceptCode» +SDV
«HL7ConceptCode» +SEX
«HL7ConceptCode» +SICKLE
«HL7ConceptCode» +STD
«HL7ConceptCode» +TBOO

«HL7ConceptDomain»
ActInformationSensitivityPrivacyPolicyType

«HL7ActCodeSystem» +_ObligationPolicy
«HL7ValueSet» +v:ObligationPolicy
«HL7ConceptCode» +AOD
«HL7ConceptCode» +ANONY
«HL7ConceptCode» +AUDIT
«HL7ConceptCode» +AUDTR
«HL7ConceptCode» +CPLYPOL
«HL7ConceptCode» +CPLYCC
«HL7ConceptCode» +CPLYCD
«HL7ConceptCode» +CPLYJPP
«HL7ConceptCode» +CPLYOPP
«HL7ConceptCode» +CPLYOSP
«HL7ConceptCode» +DEID
«HL7ConceptCode» +DELAU
«HL7ConceptCode» +ENCRYPT
«HL7ConceptCode» +ENCRYPTR
«HL7ConceptCode» +ENCRYPTT
«HL7ConceptCode» +ENCRYPTU
«HL7ConceptCode» +MASK
«HL7ConceptCode» +REDACT
«HL7ConceptCode» +HUAPRV
«HL7ConceptCode» +PSEUD

«HL7ConceptDomain»
ActObligationSecurityPolicyType

«HL7ActCodeSystem» +_RefrainPolicy
«HL7ValueSet» +v:RefrainPolicy
«HL7ConceptCode» +NOAUTH
«HL7ConceptCode» +NOCOLLECT
«HL7ConceptCode» +NODSCLCD
«HL7ConceptCode» +NOINTEGRATE
«HL7ConceptCode» +NOLIST
«HL7ConceptCode» +NOMOU
«HL7ConceptCode» +NOORGPOL
«HL7ConceptCode» +NOPERSIST
«HL7ConceptCode» +NORDSCLCD
«HL7ConceptCode» +NORDSCLW
«HL7ConceptCode» +NORELINK
«HL7ConceptCode» +NORESUE
«HL7ConceptCode» +NOVIP
«HL7ConceptCode» +ORCON

«HL7ConceptDomain»
ActRefrainPolicy

«HL7ActClass»
Act

«HL7ActCodeSystem» +_EntityInformatonSensitivityPolicyType
«HL7ValueSet» +v:EntityInformationSensitivityPolicyType
«HL7ConceptCode» +DEMO
«HL7ConceptCode» +DOB
«HL7ConceptCode» +GENDER
«HL7ConceptCode» +LIVARG
«HL7ConceptCode» +MARST
«HL7ConceptCode» +RACE
«HL7ConceptCode» +REL

«HL7ConceptDomain»
ActEntityInformationSensitivityPrivacyPolicyType

«HL7ActCode» +_InformationSensitivityPolicy
«HL7ValueSet» +v:InformationSensitityPolicy
«HL7ConceptCode» +ADOL
«HL7ConceptCode» +CEL
«HL7ConceptCode» +DIA
«HL7ConceptCode» +DRGIS
«HL7ConceptCode» +EMP
«HL7ConceptCode» +PRD
«HL7ConceptCode» +PRS

«HL7ConceptDomain»
ActSensitivityPrivacyPolicyType

«HL7ActCodeSystem» +_RoleInformationSensitivityPolicy
«HL7ValueSet» +v:RoleInformationSensitivityPolicy
«HL7ConceptCode» +B
«HL7ConceptCode» +EMPL
«HL7ConceptCode» +LOCIS
«HL7ConceptCode» +SSP

«HL7ConceptDomain»
ActRoleInformationSensitivityPrivacyPolicyType

«HL7ActCode» +_ConsentDirective
«HL7ValueSet» +v:ConsentDirective
«HL7ConceptCode» +EMRGONLY
«HL7ConceptCode» +OPTIN
«HL7ConceptCode» +OPTOUT
«HL7ConceptCode» +NOPP

«HL7ConceptDomain»
ActConsentDirectiveType

«HL7ActCode» -ActPolicyType

«HL7ActClass»
ActClassPolicy

«HL7RoleClass»
RoleClass

«HL7EntityClass»
EntityClass

«HL7ActCodeSystem» +_PurposeOfUse (POU)
«HL7ValueSet» +v:PurposeOfUse
«HL7ConceptCode» +TREAT
«HL7ConceptCode» +CAREMGT
«HL7ConceptCode» +CLINTRL
«HL7ConceptCode» +ETREAT
«HL7ConceptCode» +POPHEALTH
«HL7ConceptCode» +HPAYMET
«HL7ConceptCode» +CLMATTCH
«HL7ConceptCode» +COVAUTH
«HL7ConceptCode» +COVERAGE
«HL7ConceptCode» +ELIGDTRM
«HL7ConceptCode» +ELIGVER
«HL7ConceptCode» +ENROLLM
«HL7ConceptCode» +REMITADV
«HL7ConceptCode» +HOPERAT
«HL7ConceptCode» +HACCRED
«HL7ConceptCode» +HCOMPL
«HL7ConceptCode» +HDECD
«HL7ConceptCode» +HDIRECT
«HL7ConceptCode» +DONAT
«HL7ConceptCode» +FRAUD
«HL7ConceptCode» +GOV
«HL7ConceptCode» +HLEGAL
«HL7ConceptCode» +MEMADMIN
«HL7ConceptCode» +HOUTCOMS
«HL7ConceptCode» +PATADMIN
«HL7ConceptCode» +PERFMSR
«HL7ConceptCode» +HPRGRP
«HL7ConceptCode» +HQUALIMP
«HL7ConceptCode» +PATSFTY
«HL7ConceptCode» +RECODMGT
«HL7ConceptCode» +HSYSADMIN
«HL7ConceptCode» +TRAIN
«HL7ConceptCode» +HMARKT
«HL7ConceptCode» +PUBHLTH
«HL7ConceptCode» +DISASTER
«HL7ConceptCode» +THREAT
«HL7ConceptCode» +HRESCH
«HL7ConceptCode» +CLINTRCH
«HL7ConceptCode» +PATRQT
«HL7ConceptCode» +FAMRQT
«HL7ConceptCode» +PWATRNY
«HL7ConceptCode» +SUPNWK

«HL7ConceptDomain»
ActHealthInformationPurposeOfUseReason

«HL7ActCode»

«HL7ActReason»

«refines»

«HL7ConceptCode» +COVERAGE
«HL7ConceptCode» +ETREAT
«HL7ConceptCode» +TREAT
«HL7ConceptCode» +HPAYMT
«HL7ConceptCode» +HOPERAT
«HL7ConceptCode» +HMARKT
«HL7ConceptCode» +PUBHLTH
«HL7ConceptCode» +HRESCH
«HL7ConceptCode» +PATRQT

«HL7ValueSet»
v:GeneralPurposeOfUse

«HL7ActCodeSystem» +_ActConsentInformationAccessOverrideReason
«HL7ValueSet» +v:ActConsentInformationAccessOverrideReason
«HL7ConceptCode» +OVRRST
«HL7ConceptCode» +OVRER
«HL7ConceptCode» +OVRPJ
«HL7ConceptCode» +OVRPS
«HL7ConceptCode» +OVERTPS

«HL7ConceptDomain»
ActConsentInformationAccessRestrictionOverrideReason

«protected by»

«protected by»

«HL7ConceptDomain»
ActHealthInformationManagementReason

«HL7ActClass»
Act

«protected by»

«HL7ConceptCode» +U  (unrestricted)
«HL7ConceptCode» +L  (low)
«HL7ConceptCode» +M  (moderate)
«HL7ConceptCode» +N  (normal)
«HL7ConceptCode» +R  (restricted)
«HL7ConceptCode» +VR (very restricted)

«HL7ValueSet»
v:Confidentiality

«complies with»

GAP - add MINEC 
for minimum necessary
Obligation
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Fast Healthcare Interoperability Resources (FHIR, pronounced "Fire") defines a set of 

"Resources" that represent granular clinical concepts. The resources can be managed in 
isolation, or aggregated into complex documents.  
 

These clinical concepts require an corresponding set of granular segmentation concepts that 
sequester FHIR resources through labeling. 
 

 
Health Level Seven (HL7) 27TH Annual Plenary & Working Group Meetings 
September 21-22, 2013 Hyatt Regency Cambridge (Boston) 
 
• Integration with HCS – Security Labeling Services 
• DS4P Use Cases – Share All, Share Partial, Breakglass 
• VA/DoD iEHR Use Cases 

Applied Example:  FHIR Connectathon 
Security Labeling Services Virtual 
Demonstration 

http://wiki.hl7.org/index.php?title=Resource
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FHIR Connectathon Security Labeling Services 
Virtual Demonstration 

FHIR Security and Healthcare Classification 

System 

Draft 

ACS 

ACS HCS 

ACS 

HCS 

The consumer that is using a healthcare related system. 

The client application this user is using (application, mobile 
App, website, etc). 

The security system that authenticates and/or authorizes 
the user. 

The Healthcare Classification System that applies security  
Labels, and segments the resultant resource stream. 

The Clinical/Healthcare repository. 

Security Boundary 
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FHIR Connectathon Security Labeling 
Services Virtual Demonstration 

Resource “Facts” 

O
rc

h
e
st

ra
ti
o
n
 

Rules Engine 

Resource Transformer 

Rule Generation 

Packaging 

Simplified View 

PCD  
Constraints 

Resource 

Clinical/Organizational Policies 

Fact Administration 

R
u
le

s 

Resource 
Actions 

FHIR resource output* (XML/JSON objects),  
PCD (decomposed), and Org OID 

Redacted/Tagged/Masked (XML/JSON) 

Event Logging 

HCS Security Labeling 

Services 
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:  N] 

Class 

N 

N 

N 

N 

N 

NORMAL 

(NORMAL)  

(NORMAL)  

Class 

N 

N 

N 

N 

N 

R,HIV 

RESTRICTED 

(RESTRICTED// 

HIV) 

(NORMAL)  

Privacy Tagged Summary 
Document 

User Authorization 
Secret Key 

MASKED UNMASKED 
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Clinical Attributes 
Trigger Security Label 
Assignment 

39 
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Summary 
Clinical Benefits 

 Improves clinician ability to search patient records  

 Essential for Cognitive Support, Knowledge Management, and Clinical 

Decision Support 

 More robust Records Management capabilities 

 Improves  ability to leverage encounter data for secondary uses such as 
research and quality improvement lab 

Privacy and Security Benefits 

 Application-level security services aligned with Clinical requirements 

 Improves enforcement of patient preferences and organizational privacy 
policy 

 Mitigates risk of unauthorized access or disclosure including breach 

 Enables Coarse to Fine Grain Access Control by Clearance Attributes in 

addition to Roles 
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Conclusion 
• Data segmentation and labeling provides a means 

for protecting specific elements of health 
information, both within an EHR and in broader 
electronic exchange environments, which can 
prove useful in implementing current legal 
requirements and honoring patient choice. 
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