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l Wife of a Wounded Warrior
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- T Courageous personal fight
¥ to prevent sharing of
husbands healthcare
information beyond that
actually needed for
treatment.

Testimony:
http://veterans.house.gov/hearings/Testimony.aspx?TID=59828&
Newsid=567&Name=%20Sarah%20%20Wade

Sarah Wade Video:
http://www.youtube.com/watch?v=LUiSPkmX09g
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Data Segmentation

"Process of sequestering from capture, access or
view certain data elements that are perceived by a
legal entity, institution, organization or individual as
being undesirable to share” *

*Data Segmentation in Electronic Health Information Exchange: Policy Considerations and Analysis
Melissa M. Goldstein, JD; and Alison L. Rein, MS, Director Academy Health.
Acknowledgements: Melissa M. Heesters, JD; Penelope P. Hughes, JD; Benjamin Williams,; Scott A. Weinstein, JD
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Security Labels
I

"Security labels convey information used by
protocol entities to determine how to handle
data communicated between open systems.
Information on a security label can be used to
control access, specify protective measures, and
determine additional handling restrictions
required by a communications security policy. "

NIST FIPS PUB 188
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Segmenting with Labels (1)
I

= Security Labels are placed on to documents and other information for two reasons:
(ISODE Security Label)

1, To clearly label information in an unambiguous manner, in order to facilitate
human and computer handling of the information,

The HL7 Healthcare Privacy and Security
Classification System (HCS) provides a structured
security label for data segmentation purposes.

Helps ensure that only a valid security label is
used and may also facilitate label mapping into a
different security domain.

o Very Restricted
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Segmenting with Labels (2)

2. To enable a computer to perform Access Control operations on the information,
so that the information is accessed only by appropriately cleared people in
appropriate locations.

Access Control is performed by checking the data Security Label against the user’s Security Clearance in the context of a Security
Policy, leading to a yes/no answer for the access control and optionally with handling instructions and/or obligations on the part of
the recipient

Security Domain

A cces;/:l;owe d ] ]
“ D Information Security
Information
- Labels are called
Security Policy “Classifications”

Do User Clearances match or
dominate Information Object
Classifications?

User Security La
are called
“Clearances”
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Why Segment Data?

I
= Some healthcare information requires special handling
that goes beyond the protections already provided
through common security and privacy practice.

= Additional protection through the use of data
segmentation addresses social hostility and stigma
associated with certain medical conditions.*

= Data Segmentation for Privacy provides a means for
electronically implementing choices made under
applicable privacy laws.

* e.qg., The confidentiality of alcohol and drug abuse Patient records regulation and the US realm HIPAA privacy rule:
Implications for alcohol and substance abuse programs, June 2004, Substance Abuse and Mental Health Services
Administration.
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.EI Significance: Patient

|
= One day you, or someone you care

about, is going to get really sick or
mentally ill and when you do you may
want to control who sees sensitive,
intimate or personal information about
you. In other words to protect your
privacy, dignity and to prevent hostile,
annoying or prejudicial actions being
taken against you.

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee .
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Significance: Clinician

= You are a doctor who swore an oath to
“do no harm” which includes honoring
your patients choices about exposure
of sensitive health information that
could cause real or perceived harm,
preventing damage to your
professional reputation and avoiding
fines and lawsuits for violation of
security and privacy laws.
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HL7 Healthcare Privacy & Security
Classification System (HCS) sept 2013 Ballot

Unique Ballot 1D:
PRIV_SEC_CLASS_SYS_R1_N1_2013SEP

HL7’s approach to data segmentation
through labels.

HL7 Healthcare Privacy and Security Classification
System (HCS) Release 1

September 2013

HL7 Normative Ballot

Sponsore d by:
Security Work Group
Co-chairs
John “Mike” Davis, Bemd Blobel, John Moehrke, Trish Williams
Modeling and Vocabulary Facilitators:
John “Mike" Davis, Kathleen Connor, Duane Decouteau

‘Copyright © 2013 Health Level Seven International & ALL RIGHTS RESERVED. The reproduction of this matersal
in any form is swictly forbidden without the writen permission of the publisher. HL7 and Health Leve] Seven are registered
trademarks of Health Level Seven Intemational Rez TS Pat & T™M Off.

HL7 Healthcare Privacy and Security Classification System (HCS) Page 1
September 2013 © 2013 Health Level Seven Internationsl. Al rights reserved
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Layered Approach for
Privacy Metadata

I
= "Russian doll” concept of applying metadata
with decreasing specificity as layers are added
to the clinical data.

= Document Level (High Water Mark)

= Portion Level
Entry Level
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Security Labels Bind Clinical Metadata
to Patient Consent

Disease/Problem
PK | Diagnosis Code
Diagnosis_Mame
Diagnosis_Code_Terminology
Diagnosis_Code_Terminology_Version
Patient Demographics T
Diagnosis Provider
PK | PID
PK |Diagnosis ID PK |Provider NPI
Name "
Age FK2 | Diagnosis_Code Provider_Taxonormy
Gender 1 |PiD Mame
Last_4 S5M Diagnosis_Date Addr
Plan/Program_ID Location_|Dv Telecom
Member_ 1D Plan/Program_ID Diagnosis_|D /
Diagnosis_ID FK3 |Provider_NPI A f

T

Prescription_Order

PK Prescription ID

FK2 |PID

FK3 |Provider NPI
Medication_Code
Medication_MName
Medication_Dose
Medication_Unit
Medication_Frequency
FK1 | Diagnosis_ID

Medication ID Medication Name Terminology Confidentiality Sensitivity

11413 AZT (Zidovudine) RxNorm Restricted HIV
Diagnosis ID Diagnosis Name Terminology Confidentiality Sensitivity .
111880001 Acute HIV Disorder SNOMED Restricted HIV

Privacy Rule: If Diagnosis=111880001 (HIV) and Medication=11413 (Zidovudine), then Security Label Tags are Confidentiality = R and
© 2002-
HL7 and Sensitivity= HIV
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Data Segmentation Using Healthcare Privacy

and Security Labels

Data Segmentation, using a standards-based approach for privacy metadata to achieve interoperability and
appropriate sharing of protected information, ensuring those who receive it handle it correctly.

1
Access Request/Response Access Control
.
Data Segmentlng EH R * Retrieves Security Labels from PIP @
* Invckes policies from PAP
* Generates access decisions from PDP
' l * Enforced with PEP
M d Clinical Fact I
a nical Facts
Ppe . ! . @ Authorization
(2) : Privacy Rules Manager Security Labeling Decision
. Security Risk @) Applies Service (5LS)
I | BRI ELizlki-je“;egr — Decomposed Clinical -
N Bolicr Document (Clinical Facts) Document Orchestration
. s Manages and retrieves applicable policies Rules Engi
Clinical Rules ! + Jurisdictional Privacy Policies wies Engine Autharizati G\
Manager + Organizational Privacy Policies T " T late(s) Baw Sbroni'a len ‘“'-::}
el e v + Patient Consent Directives ranstorm lemplatels CDA Igations '(1:-8;'
labeling to encode clinical -
elements and clinical Trz|r15f|3rr:'|ks'::':"mrmtateJ Redact,
M ¢ El rpi
metadata attributes such as T sk oy Enayprion } .A tated
rovenance, patient . . . nnotate
Eemo e P il Securlty,FPrlvacy Encrypted Document . a
graphics, and clinica 3 . s . Packaging ‘Tagged
information categories using Administration T DOCLIITIEF‘It(S}
e.g., SNOMED-CT, RxMorm, * Privacy Office é) Tagged
1o, LO]NC,-"I‘\,I : * Release of Information Office \ oA
"\H___f | = Business Stakeholder
] N * Security Administration
I |
i | /1. Manage clinical attribute tagging rules Clinical Facts extracted from source document
Clinical Administration | | 2. Create attribute tagged clinical facts, e.g., HIV tagged 6 SLS applies labeling rules and document transforms
T T TS I Lab Report 7. Authorization Decision made based on Security Label
* Records Management | 3. Manage securitylabel tagging rules(Risk Assessment) 8. Package forwarded for delive
=4 3 2 gging 2 ry
| 4. Security/Privacyrulesinstalled in Security Labeling
' Service (SLS)
© 20
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Healthcare Classification
System (HCS)

n Jl'o support privacy metadata, the HCS defines a quadruplet (4-tuple) of resource label
fields, which are security attributes about clinical facts

= [1...1] Confidentiality Security Classification Label Field
=« [0...*¥] Sensitivity Security Category Label Field

=« [0...*¥] Integrity Security Category Label Field

= [0...*¥] Compartment Security Category Label Field

8 HCS Security Label includes a security policy-based label (privacy mark) for Aandling
caveat label field to convey Purpose of Use, Obligations, and Refrain and other policies
to which custodians and recipients of clinical facts must comply.

»« [0...*] Handling Caveat Security Category Field

" These labels define the classification of each item and constituent components (inner
envelope, cover sheet, body, and section(s) and sub-sections, segments or portions)

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved. 16
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Security label metadata
classifying an IT resource (data,
information object, service, or
system capability) according to
its level of sensitivity, which is
based on an analysis of
applicable privacy policies and
the risk of financial, reputational,
or other harm to an individual
that could result from
unauthorized disclosure.

Only one classification
value is permitted on the
header of an IT resource.
It must be high water
mark (most restrictive).

In order to access a
classified (tagged) IT
resource, the user must
possess rights greater
than or equal to the IT
resource classification.

[ISO/TS 22600-3:2009(E)
A.3.2]



Security label metadata
categorizing the value,
importance, and vulnerability of
an IT resource perceived as
undesirable to share.

In order to access
sensitivity tagged IT
resource, the user must
possess rights
corresponding to the
sensitivity tag(s).



Security label metadata conveying Distinguish from

the completeness, veracity, assurance that
reliability, trustworthiness, and information has not been
provenance of an IT resource. modified in unauthorized

way (subset)



Security |Label Definition
Label

Field

“oengags - Security label metadata that
"segments" an IT resource by
indicating that access and use is
restricted to members of a
defined community or project.




Security label metadata conveying Applies to all information
dissemination controls, within scope of the
information handling caveats, caveat

purpose of use, refrain policies,

and obligations to which an IT

resource custodian or receiver

must comply.



Security Label

NIST FIPS PUB 188 Standard
Security Label

Field 1

Field i

Field n

Tag Set Name

Tag a

Taghb

Tagm

= General structure of the NIST label structure
consists of a set of fields

= Each field comprises a globally unique Tag
Set Name, plus a set of security tags

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved.
HL7 and Health Level Seven are registered trademarks of
Health Level Seven, Inc. Reg. U.S. Pat & TM Off
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Healthcare Security Labels

Security Label

NIST FIPS PUB 188 Security Labels.. | ..

Security Handling Caveat Named Tag Set

Security Classification Named Tag Set Security Category Named Tag Set
H L7 P rlva Cy - | Wery Restricted | Sensitivity Tag Set | | HIV |
Festricted | Sickle Cell Disease |
and Security B -
Moderate | Substance Abuse |
Classification = ]
| Genetic |

System

P"'WI e;f Mee | Treatrnent

| Emergency Treatment

Payrment |
Public Health |

| Operations.

| Imtegrity Tag Set | |

+ Security Labels are semantically

| Medium

interoperable metadata for a User’s |

Clearance to access Information
classified with the same Label

+ NIST, ISO, IETF and other security

Minimum Mecessary

Redact

Comply with Consent Directive

| fask |

De-identify

label standards, which are widely used Jj["&™ | [ o

Paost-Traumatic Stress Reseal

rch

in other industries including National

Defense, can be used in healthcare

Records Management

NIST = National Institute of Science and Technology; ISO =

| Adverse Event Reparting
| Phammacy

International Organization for Standardization; IETF = Internet

Engineering Taskforce

PICAUILIT LUV UL DUV U HIU. 1\0Y. V. 1 UL & 1 IV v

VYV UV Uy I UG pLellivel ) &evay

T I";dl icy | Do Mot Dischose Without Consent |

| Prohibit Disclosure without MOL

Prohibit Relinking

| Prohibit Unauthorized Use |
Frohibit Integration |



http://www.iso.org/

| Security Classification Label Field
Confidentiality Named Tag Set
SECCLASSOBS
[1...1]

Very Restricted

Restricted

Security Tag
selected from
Confidentiality

value set Moderate
[1...1]

Normal

Low

Unrestricted

© 2002-2013 Health Level Seven {
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HCS Security Label Field Usage
Notes
Field 2: Sensitivity

Sensitivity Tag Set HIV
SECCATOBV
[1..*]

Sickle Cell Disease

Security Tag VIP
selected from —
Sensitivity value
set
[1...1]

Substance Abuse

Mental Health

Genetic

© 2002-2013 Health Level Se S
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Notes

] HCS Security Label Field Usage
Field 3: Integrity

Integrity Tag Set Integrity Confidence

Integrity Status

Data Integrity

Data Alteration

Provenance

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved.
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HCS Security Label Field Usage
Notes
Field 3: Integrity

Integrity

Cunﬁd:rlce Tag Highly Reliable
e

SECINTCONOBV
[1..%] Reliable

Security Tag Uncertain Reliability
selected from

Security Integrity
value set Unreliable

[1...1]

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved.
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HCS Security Label Field
Usage Notes
Field 3: Integrity

Clinician Asserted

Professional Asserted

i Patient Asserted

Security Integrity
value set
[1..1]

Patient Substitute Decision-Maker
Asserted

Payer Asserted

© 2002-2013 Health Level Se

HL7 and Health Level Seven are re eiidrks 0 .
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Notes

E HCS Security Label Field Usage
Field 3: Integrity

Clinician Reported

Professional Reported

Patient Reported

Patient Substitute Decision-Maker
Reported

Device Reported

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved.
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HCS Security Label Field Usage
Notes
Freld 4: Compartment

Com pat:strr; ent Tag Agent Orange
=
SECCATOBV

[1..%] Post-Traumatic Stress Research

Security Tag " Adverse Event Reporting
selected from
Compartment

value set

Records Management

[1...1]
Pharmacy

© 2002-2013 Health Level Seven ®, Inc. All Rights Reserved.
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| Security Handling Caveat Label Field

Obligation Named Tag Set
SECCONOBS

[0...%]

Obligation
Tag Set
SECCONOBS

Security Tag
selected from
Obligation
value set
[1...1]

© 2002-2013 Health Level Se
HL7 and Health Level Seven
Health Level Seven, Inc. Reg. U.S. Pat & TM Off

Encrypt

Minimum Necessary

Mask

Redact

Comply with Consent Directive

De-identify

croer, 2013



I Security Handling Caveat Label Field
Purpose of Use Named Tag Set
SECCONOBS

1]

Treatment

Emergency Treatment

Payment

Security Tag
selected from
Purpose of Use

value set
[1..1] Public Health

Operations

Research

© 2002-2013 Health Level Sev
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Refrain Policy

o
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HL7 Data Tags
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«HL7ConceptCa ' N onceptCode> * «protected by» |
«HL7ConceptCode» + RQT | }
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«HL7ConceptCode» +PWATRNY Actin i i N—; iVacyPolicyType by» R e‘ Ty
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|«HL7ConceptCode» +SUPNWK «HL7ActCodeSystem» +_ActInformitionSensitivityPolicy P, N A a 5 p' s = A
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«cheptDomain» «HL7ConceptCode» +ETH «HL7ConceptDomain» «:II:;CCTCOS eSystean» .+_IErf|t|tyIr| .orn;atol"lse.ns;’tl\i.ltyic icyType
ActC y ictionOverri <HL7ConceptCode» +GDIS A 7 itivityPrivacyPolicyType « alueSet» +v:EntityInformationSensitivityPolicyType

«HL7ConceptCode» +DEMO
(«HL7ConceptCode» +DOB
«HL7ConceptCode» +GENDER
(«HL7ConceptCode» +LIVARG
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Applied Example: FHIR Connectathon
Security Labeling Services Virtual
Demonstration

Fast Healthcare Interoperability Resources (FHIR, pronounced "Fire") defines a set of
"Resources" that represent granular clinical concepts. The resources can be managed in
isolation, or aggregated into complex documents.

These clinical concepts require an corresponding set of granular segmentation concepts (/at
sequester FHIR resources through labeling.

Health Level Seven (HL7) 27™ Annual Plenary & Working Group Meetings
September 21-22, 2013 Hyatt Regency Cambridge (Boston)

« Integration with HCS — Security Labeling Services
« DS4P Use Cases — Share All, Share Partial, Breakglass
« VA/DoD iEHR Use Cases
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@ The consumer that is using a healthcare related system.

The client application this user is using (application, mobile
App, website, etc).

I
il

The security system that authenticates and/or authorizes
the user.

e

O The Healthcare Classification System that applies security
HC? Labels, and segments the resultant resource stream.

The Clinical/Healthcare repository.
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FHIR Connectathon Security Labeling
Services Virtual Demonstration

Clinical/Organizational Policies
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NMASKED

Transformed C32

L
Summarization of episode note Summarization of episode note
Created On: January 9, 2013 4 Created On: January 9, 2013
Patient: Asample Patientone MRHN: FUI100010060001 Patient: Asample Patientone MRHN: PUI100010060001
14235 South 5t ] 14235 South St
Baltimore, Maryland, 21075 Baltimore, Maryland, 21075
555-255-5454 pt 555-255-5454
Birthdate:  May 10, 1971 Sex: Male Birthdate:  May 10, 1971 Sex: Male
Guardian: Next of Kin: Guardian: Next of Kin-
Table of Contents | Table of Contents e
. Fmdb.ﬂ ¢ Problems
¢ Medications ¢ Medications
Problems (RESTRICTED// P! P
TIORIEs roblems
HIV) (NORMAL)
Problem Name Problem Class Problem Problem I Problem
Code Status Problem Name Class
Code I Status
Acute HIV infection (disorder) [ENTRY METADATA: 9ef208be- .
Oeba-4c7b-a878-30407668e165] 111880001 RHIV |[Active [MASKED ENTRY]
Diabetes mellitus type 2 (disorder) 44054006 N Resolvad Diabetes mellitus type 2 (disorder) 44054006 N Resolved
[asthma (disorder) 195967001 N Inactive x Asthma (disorder) 195967001 N Inactive
Coronary artery atheroma (disorder) 67682002 N Inactiv ary artery atheroma (disorder) E7e82002 N nactive
Hyperlipidemia (disorder) 55822004 N [[active Sec ret <K§€m}a (disorder) 55822004 N Active
Hypertansion associated with transp.antation (disorder) 427889009 N associated with transplantation 427889009 N Active
Medications - (NORMAL) U Se I AUthp\Qr |Zaﬁ.Qn i
RxNorm Product| Generic ||Brand Dose||Form||Route|[Frequency Patient Status Date RxN G Brand Patient Dat:
Code Name Name Instructions Started orm Product| eneric ran Dose||Form||Route||Frequency| atien . Status ate
L i Code Mame MHame Instructions Started i
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Clinical Attributes

VistA CPRS in use by: Demosthenes, Charles 5 (vista.atlanta.med.va.gov)
File Edit

[= =] =]

BDcring

View Action Options Tools Help

ZZDUMPTY HUMPTY JR [OUTPATIENT]) | TEST4 Mar 13,13 16:31 Primary Care Team Unassigned - I ‘°?> b 9 Postings
0o0-00-ggeg Jan 01,1945 [68) | Provider: DEMOSTHEMES CHARLES S ‘4 \9 ot CWwAD
CBOC ATTENDING FROGRESS NOTE Mar 13,201 31 6: 31 &\ Usthenes Charles § TR,
| — - Wst 03/13/13 TEST4 FOR TEST PATIENTS OMLY (%) —
E-f&5: Mew Note in Progress 6
; B Mar13.13 CBOC ATTEMDING PROGRE gé L
E| Eg;; All signed nates {\Q ‘{d
----- Mar 13,13 PHARMALCOT, \‘ .@ B
Mar 05,13 STUDEMT M 4= Encounter Ferm for TEST4 FOR TEST PATIENTS OMLY (Mar13,2013@16:31) L,je- Currently Sharing 6 >
----- Mar 04,13 ANTICOAGU
..... M:: 01'13 PC LETTER V|S|t Type Diagnosss | Procedures] Vitals | Immunizations | Skin Tests | PatlentEd| Health Factors | Exams | \, %' 6_
----- Feb 2713 WMH PSYCHIA  Diagnoses Section Problem List ltems Q\
""" g EBE 2313 gg&gg:?ﬂ Priablem [ Diabetes Melituz without mention of Complication, tpe | or unspes? ‘Oe ‘@\
..... eb 20, [ CAD \:b Q14,9
----- Feh 05,13 MH PSYCHO [ Histary of Fal @ Q N
""" EBE SEE iLUS:T"‘PTNNU [] Chianic Back Pain ,®0 ,\0( 724.5 =
""" Eb b, [ Low Back Pain 7242
""" EEE SEE :Eﬁl ':TTLEESE [ M&JOR DEPRESSIVE AFFECTIVE D|SDHDF\§~6' ~0DE. SEVERE DEGREE. SPE
eb 05, . [ Micropenis 752 B4 W
""" Feb 05,13 180, ATL POD [ Diabetes Mellituz Type Il or Lnspemh(}\ 250.02
- EEE SEE ::g«ﬂtg'gf [ Other Ascites 789,59
eb 05, . [ Fratteurism 302.89
JFE'J 521133 ':': lGTHEDHF?s: [ Elephantiasis, Filarial 125.9
P Jan 24, ]
----- Jan 18.13 MEDICIME P4 [ OBESITY UMa 278.00
----- Jan 02,13 RESEARCH T ) ) ; a o
Dec 17,12 RESEARCH Dther Diagrosis... | [ Lack of Houging (ICD-9-CH WED.0) YE0.0
Dec14.12 MH HOMELE
Dec14.12 MO SHOW M . .
_____ Dec12.12 MH PSYCHIA Add to PL rlmary Seleted |agnos
..... Dec 0512 MH HOMELH Primary  ANRIETY STATE NOS
Dec 05,12 MH HOMELE r
Dec 04,12 CBOC TELER
Dec 04,12 RESEARCH .
----- Maov 30,12 CARDIOLOG IRHTE
----- Mow 28,12 CHAPLAIM R| | Comments Select &l |
----- d B Mow 2812 COMSENT P o —
----- Mow 2712 STUDENT M
----- Mow 27,12 STUDEMT W
----- Mov 27,12 MH 0ATCD ak. | Cancel |
----- Mow 2712 PHARMACY
_ FAFE K- 1417 NDUTUAL AN MR DIARDA b4
] T
# Templatez 7
/ Reminders ! b

<Moo encounter infarmation entered:
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2] VistA CPRS in use by: Demosthenes, Charles S (vista.atlanta.med.va.gov)
file gdt Yiew Jooks Help

‘ | ZZDUMPTY_ HUMPTY JR (OUTPATIENT) - TESTA Mar 13,13 16:31 Prmary Care Toam Unastgred
b | 000-008358 Jan 01,1345 (68) | Prowder. DEMOSTHENES CHARLES S
Avadobie Repots | /=] patient Selection
— Discharge Sun  Fbent List atierts (Combination)
= Laboeatory 1 Detma: T
BloodAval o~ QE A& Combination e [immlg:we .
Blood Trar i~ 1 Pessond (.Mﬁﬂk ' *SENSITIVE"
Blood Banl *SENSITIVE"
. C Lo (o Zadumply Humpty Ji
) Anstomic § Speciakie: & ety Huamety St
Lab Ordess Zadurmgty Mrs
Chem & H¢ Zadumpty, T et
Micects Z:eah,loh?::a.l ALIAS
@ Medicine/CP Zzedwads Jrreny Dea - ALIAS
# Oedess ———
& Outpabient Eng
- Pharmacy
% Probleen List

[# Progress Noted 4;& STWARNING*™

**"RESTRICTED RECORD*™*

* will contact you for your j

B

* Accessing this patient is tracked, and your station Security Officer *

R

Do you want to continue processing this patient record?

Yes

 Settngs |

| [——

Process Info J Process Al l Froce I

(2 Radology
Nothcas * Thas record is protected by the Privacy Act of 1974 and the Heslth *
- - * Insurance Portability and Accountability Act of 1996. i you elect *
Info | Patiert | Location | Unged * to proceed, you will be required to prove you have a need to know. * | Forwarded ByWhen 2

m
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Summary

Cllnical Benefits

Improves clinician ability to search patient records

Essential for Cognitive Support, Knowledge Management, and Clinical
Decision Support

More robust Records Management capabilities

Improves ability to leverage encounter data for secondary uses such as
research and quality improvement lab

Privacy and Security Benefits

Application-level security services aligned with Clinical requirements

Improves enforcement of patient preferences and organizational privacy
policy

Mitigates risk of unauthorized access or disclosure including breach

Enables Coarse to Fine Grain Access Control by Clearance Attributes in
addition to Roles
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Conclusion

Data segmentation and labeling provides a means
for protecting specific elements of health
information, both within an EHR and in broader
electronic exchange environments, which can
prove useful in implementing current legal
requirements and honoring patient choice.
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