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SUMMARY RECOMMENDATION

Add Trust Policy to ActPolicyType branch of the ActCode concept domain, code system, and value set and the SecurityControlObservationValue value set.
VOCABULARY OBJECTS CHANGE SUMMARY
	Abbrev.
	Description
	# to add
	# to remove
	# to change

	D
	Concept Domains
	14

	
	

	S
	Code Systems
	2
	
	

	C
	Concept Codes in a Code System
	24
	
	

	V
	Value Sets
	2
	
	

	B
	Context Bindings
	
	
	


	POSITION OF CONCERNED ORGANIZATIONS:



	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	Security WG
	Discussed with workgroup members.  Formal approval pending.
	ActPolicyType branch of the ActCode concept domain, code system, and value set and the SecurityControlObservationValue value set.

	
	
	


ISSUE:

Emergent requirement from several stakeholder communities in US and EU to enable conveyance of trust policy attributes for which there are no current code systems.  Requirements have been outlined in the Trust Framework project of the Office of the National Coordinator (ONC) and National eHealth Collaborative (NeHC). 

The EU Trust Framework concerns were presented to the Security WGM tutorial by Bernd Blobel:
· HL7 WGM San Antonio 2014_Security Tutorial
· Privacy Architecture Journal of Medical Internet Research 2013
· A Conceptual Framework and Principles for Trusted Pervasive Health Journal of Medical Internet Research 2013
These codes would be added to the ActCode system under ActPolicyType as an abstract sibling to _ActPrivacyPolicy and SecurityPolicy, and to the ActPolicyType and SecurityControlObservationValue value sets.  
These value sets are included in conformance statements of the following specifications:
· HL7 Data Segmentation for Privacy Implementation Guide

· HL7 Consent Directive CDA
· HL7 Security and Privacy DAM
· HL7 Security and Privacy Ontology
· HL7 Healthcare Privacy and Security Classification System
· HL7 PASS Security Labeling Service
· FHIR Security Label vocabulary.
CURRENT STATE:

The current state is discussed above and shown below. 
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OPTIONS CONSIDERED:

There are no existing codes or code systems that can be used for the purpose of conveying interoperable cryptographic trust framework attributes of participants in electronic exchange.
RATIONALE:

TrustPolicy codes are required to meet stakeholder use cases.
RECOMMENDATION DETAILS:

(1) Add SecurityTrustObservationType Concept Domain and Sub-Domains to SecurityObservationType Concept Domain
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CONCEPT DOMAIN: SecurityTrustObservationType

Description: Type of security metadata observation made about aspects of trust applicable to an IT resource (data, information object, service, or system capability).  Trust applicable to IT resources is established and maintained in and among security domains, and may be comprised of observations about the domain’s trust authority, trust framework, trust policy, trust interaction rules, means for assessing and monitoring adherence to trust policies, mechanisms that enforce trust, and quality and reliability measures of assurance in those mechanisms. [Based on ISO IEC 10181-1 and NIST SP 800-63-2]

Usage Note: Security trust metadata may be used as a trust attribute to populate a computable trust policy, trust credential, trust assertion, or trust label field in a security label and principally used for authentication, authorization, and access control decisions.

Bound with coding strength CWE to Value Set: SecurityTrustObservationType in Context: R1 (Representative Realm)

Has 6 sub-domains

1. SecurityTrustAccreditationObservationType

2. SecurityTrustAssuranceObservationType

3. SecurityTrustCertificateObservationType

4. SecurityTrustFrameworkObservationType

5. SecurityTrustMechanismObservationType

6. SecurityTrustPolicyObservationType

1. CONCEPT DOMAIN: SecurityTrustAccreditationObservationType

Description: Type of security metadata observation made about the formal declaration by an authority or neutral third party that validates the technical, security, trust, and business practice conformance of Trust Agents to facilitate security, interoperability, and trust among participants within a security domain or trust framework.  
2. CONCEPT DOMAIN: SecurityTrustAssuranceObservationType

Description: Type of security metadata observation made about the digital quality or reliability of a trust assertion, activity, capability, information exchange, mechanism, process, or protocol.
3. CONCEPT DOMAIN: SecurityTrustCertificateObservationType

Description: Type of security metadata observation made about a set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for an IT resource (data, information object, service, or system capability). [Based on ISO IEC 10181-1]
4. CONCEPT DOMAIN: SecurityTrustFrameworkObservationType

Description: Type of security metadata observation made about a complete set of contracts, regulations or commitments that enable participating actors to rely on certain assertions by other actors to fulfill their information security requirements.” [Kantara]
5. CONCEPT DOMAIN: SecurityTrustMechanismObservationType

Description: Type of security metadata observation made about a security architecture system component that supports enforcement of security policies.
6. CONCEPT DOMAIN: SecurityTrustPolicyObservationType
Description: Type of security metadata observation made about security requirements for a security domain. [ISO IEC 10181-1]
(2) Add SecurityTrustObservationValue Concept Domain and Sub-Domains to SecurityObservationValue Concept Domain
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CONCEPT DOMAIN: SecurityTrustObservationValue
Description: observation value used to indicate aspects of trust applicable to an IT resource (data, information object, service, or system capability).
Examples:  Applicable trust framework, policy, or mechanisms.

Usage Note: Security trust metadata values may be used as the trust attribute value populating a computable trust policy, trust credential, trust assertion, or trust label field in a security label and principally used for authentication, authorization, and access control decisions.

Bound with coding strength CWE to Value Set: SecurityTrustObservationValue in Context: R1 (Representative Realm)

Has 6 sub-domains

1. SecurityTrustAccreditationObservationValue
2. SecurityTrustAssuranceObservationValue
3. SecurityTrustCertificateObservationValue
4. SecurityTrustFrameworkObservationValue
5. SecurityTrustMechanismObservationValue
6. SecurityTrustPolicyObservationValue

1. CONCEPT DOMAIN: SecurityTrustAccreditationObservationValue
Description: Values for security metadata observation made about the formal declaration by an authority or neutral third party that validates the technical, security, trust, and business practice conformance of Trust Agents to facilitate security, interoperability, and trust among participants within a security domain or trust framework.  
Examples: Designated Accrediting Authority, DirectTrust, Kantara

2. SecurityTrustAssuranceObservationType

Description: Values for security metadata observation made about the digital quality or reliability of a trust assertion, activity, capability, information exchange, mechanism, process, or protocol.

Examples: Authentication, identity proofing, and non-repudiation level of assurance
3. CONCEPT DOMAIN: SecurityTrustCertificateObservationValue
Description: Values for security metadata observation made about a set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for an IT resource (data, information object, service, or system capability). [Based on ISO IEC 10181-1]

Examples: Single use certificate, dual use certificate, digital signature certificate
4. CONCEPT DOMAIN: SecurityTrustFrameworkObservationValue
Description: Values for security metadata observation made about a complete set of contracts, regulations or commitments that enable participating actors to rely on certain assertions by other actors to fulfill their information security requirements.” [Kantara]

Examples:  FICAM, DirectTrust, HITRUST
5. CONCEPT DOMAIN: SecurityTrustMechanismObservationValue
Description: Values for security metadata observation made about a security architecture system component that supports enforcement of security policies.

Examples:  Digital signature, authorization scheme, and certificate token
7. CONCEPT DOMAIN: SecurityTrustPolicyObservationValue
Description: Values for security metadata observation made about security requirements for a security domain. [ISO IEC 10181-1]

Examples: DURSA, DIRECT Applicability Statement, HIPAA Covered Entity and Business Associate Agreement
(3) Add C:ActCode:SECTRSTOBS as specialization of C:ActCode:SECOBS:23471
ABSTRACT CONCEPT:SECTRSTOBS [abstract term]

Description: An observation identifying security trust metadata about an IT resource (data, information object, service, or system capability), which may be used as a trust attribute to populate a computable trust policy, trust credential, trust assertion, or trust label field in a security label and principally used for authentication, authorization, and access control decisions.

Concept Relationships:

Specializes: SECOBS

1. Generalizes (derived): ACCRD

2. Generalizes (derived): CERT

3. Generalizes (derived): LOA

4. Generalizes (derived): TRSTFWK

5. Generalizes (derived): TRSTMEC

6. Generalizes (derived): TRSTPOL

1. LEAF CONCEPT: ACCRD (security trust accreditation observation)

Description: Type of security metadata observation made about the formal declaration by an authority or neutral third party that validates the technical, security, trust, and business practice conformance of Trust Agents to facilitate security, interoperability, and trust among participants within a security domain or trust framework.  

Specializes: SECTRSTOBS

2. LEAF CONCEPT:CERT (security trust certificate observation)

Description: Type of security metadata observation made about a set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for an IT resource (data, information object, service, or system capability). [Based on ISO IEC 10181-1]

Specializes: SECTRSTOBS

3. LEAF CONCEPT: LOA (security trust assurance observation)

Description: Type of security metadata observation made about the digital quality or reliability of a trust assertion, activity, capability, information exchange, mechanism, process, or protocol.
Specializes: SECTRSTOBS

4. LEAF CONCEPT: TRSTFWK  (security trust framework observation)

Description: Type of security metadata observation made about a complete set of contracts, regulations or commitments that enable participating actors to rely on certain assertions by other actors to fulfill their information security requirements.” [Kantara]

Specializes: SECTRSTOBS

5. LEAF CONCEPT: TRSTMEC  (security trust mechanism observation)

Description: Type of security metadata observation made about a security architecture system component that supports enforcement of security policies.

Specializes: SECTRSTOBS

6. LEAF CONCEPT: TRSTPOL  (security trust policy observation)

Description: Type of security metadata observation made about security requirements for a security domain. [ISO IEC 10181-1]

Specializes: SECTRSTOBS
(4) Add C:ObservationValue:_SecurityTrustObservationValue as specialization of C:ObservationValue:_SecurityObservationValue:23483
ABSTRACT CONCEPT:_SECTRSTOBV[abstract term]

Description: Observation value used to indicate aspects of trust applicable to an IT resource (data, information object, service, or system capability).

1. Generalizes (derived): _ACCRDOBV

2. Generalizes (derived): _CERTOBV

3. Generalizes (derived): _LOAOBV

4. Generalizes (derived): _TRSTFWKOBV 

5. Generalizes (derived): _TRSTMECOBV 

6. Generalizes (derived): _TRSTPOLOBV

1. LEAF CONCEPT: ACCRDOBV (abstracted)

Description: Values for security metadata observation made about the formal declaration by an authority or neutral third party that validates the technical, security, trust, and business practice conformance of Trust Agents to facilitate security, interoperability, and trust among participants within a security domain or trust framework.  
Specializes: _SECTRSTOBV

2. LEAF CONCEPT: CERTOBV (abstracted)

Description: Values for security metadata observation made about a set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for an IT resource (data, information object, service, or system capability). [Based on ISO IEC 10181-1]

    Specializes: _SECTRSTOBV

3. ABSTRACT CONCEPT: _LOAOBV (abstract term)

Description: Values for security metadata observation made about the digital quality or reliability of a trust assertion, activity, capability, information exchange, mechanism, process, or protocol.

    Specializes: _SECTRSTOBV

4. LEAF CONCEPT: TRSTFWKOBV (abstracted)

Description: Values for security metadata observation made about a complete set of contracts, regulations or commitments that enable participating actors to rely on certain assertions by other actors to fulfill their information security requirements.” [Kantara]

    Specializes: _SECTRSTOBV

5. LEAF CONCEPT: TRSTMECOBV (abstracted)

Description: Values for security metadata observation made about a security architecture system component that supports enforcement of security policies.

    Specializes: _SECTRSTOBV

6. LEAF CONCEPT: TRSTPOL (abstracted)

Description: Values for security metadata observation made about security requirements for a security domain. [ISO IEC 10181-1]

    Specializes: _SECTRSTOBV

(5) Add C:ObservationValue:_LOA and its children 
	C:ObservationValue:_LOA

	4-A
	level of assurance
	Values for security metadata observation made about the digital quality or reliability of a trust assertion, activity, capability, information exchange, mechanism, process, or protocol.



	C:ObservationValue:_LOAAN

Specializes _LOA
	5-A
	authentication level of assurance value
	The value assigned as the indicator of the digital quality or reliability of the verification and validation process used to verify the claimed identity of an entity by securely associating an identifier and its authenticator. [Based on ISO 7498-2] The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. [OMB M-04-04 E-Authentication Guidance for Federal Agencies] 

	LOAAN1

Specializes _LOAAN


	6-L
	low authentication level of assurance
	Indicator of low digital quality or reliability of the digital reliability of the verification and validation process used to verify the claimed identity of an entity by securely associating an identifier and its authenticator. [Based on ISO 7498-2] The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. [OMB M-04-04 E-Authentication Guidance for Federal Agencies] 

Low authentication level of assurance indicates that the relying party may have  little or no confidence in the asserted identity’s validity. Level 1 requires little or no confidence in the asserted identity. No identity proofing is required at this level, but the authentication mechanism should provide some assurance that the same claimant is accessing the protected transaction or data. A wide range of available authentication technologies can be employed and any of the token methods of Levels 2, 3, or 4, including Personal Identification Numbers (PINs), may be used. To be authenticated, the claimant must prove control of the token through a secure authentication protocol. At Level 1, long-term shared authentication secrets may be revealed to verifiers.  Assertions issued about claimants as a result of a successful authentication are either cryptographically authenticated by relying parties (using approved methods) or are obtained directly from a trusted party via a secure authentication protocol.   [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAN2
	6-L
	basic authentication level of assurance
	Indicator of basic digital quality or reliability of the digital reliability of the verification and validation process used to verify the claimed identity of an entity by securely associating an identifier and its authenticator. [Based on ISO 7498-2] The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. [OMB M-04-04 E-Authentication Guidance for Federal Agencies]

Basic authentication level of assurance indicates that the relying party may have some confidence in the asserted identity’s validity. Level 2 requires confidence that the asserted identity is accurate. Level 2 provides for single-factor remote network authentication, including identity-proofing requirements for presentation of identifying materials or information. A wide range of available authentication technologies can be employed, including any of the token methods of Levels 3 or 4, as well as passwords. Successful authentication requires that the claimant prove through a secure authentication protocol that the claimant controls the token.  Eavesdropper, replay, and online guessing attacks are prevented.  
Long-term shared authentication secrets, if used, are never revealed to any party except the claimant and verifiers operated by the CSP; however, session (temporary) shared secrets may be provided to independent verifiers by the CSP. Approved cryptographic techniques are required. Assertions issued about claimants as a result of a successful authentication are either cryptographically authenticated by relying parties (using approved methods) or are obtained directly from a trusted party via a secure authentication protocol.   [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAN3
	6-L
	medium authentication level of assurance
	Indicator of medium digital quality or reliability of the digital reliability of verification and validation of the process used to verify the claimed identity of an entity by securely associating an identifier and its authenticator. [Based on ISO 7498-2] The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. [OMB M-04-04 E-Authentication Guidance for Federal Agencies] 

Medium authentication level of assurance indicates that the relying party may have high confidence in the asserted identity’s validity.  Level 3 is appropriate for transactions that need high confidence in the accuracy of the asserted identity. Level 3 provides multifactor remote network authentication. At this level, identity-proofing procedures require verification of identifying materials and information. Authentication is based on proof of possession of a key or password through a cryptographic protocol. Cryptographic strength mechanisms should protect the primary authentication token (a cryptographic key) against compromise by the protocol threats, including eavesdropper, replay, online guessing, verifier impersonation, and man-in-the-middle attacks. A minimum of two authentication factors is required. Three kinds of tokens may be used:  
 · “soft” cryptographic token, which has the key stored on a general-purpose computer, 
 · “hard” cryptographic token, which has the key stored on a special hardware device, and 
 · “one-time password” device token, which has symmetric key stored on a personal hardware device that is a cryptographic module validated at FIPS 140-2 Level 1 or higher. Validation testing of cryptographic modules and algorithms for conformance to Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, is managed by NIST.
Authentication requires that the claimant prove control of the token through a secure authentication protocol. The token must be unlocked with a password or biometric representation, or a password must be used in a secure authentication protocol, to establish two-factor authentication. Long-term shared authentication secrets, if used, are never revealed to any party except the claimant and verifiers operated directly by the CSP; however, session (temporary) shared secrets may be provided to independent verifiers by the CSP. Approved cryptographic techniques are used for all operations.  Assertions issued about claimants as a result of a successful authentication are either cryptographically authenticated by relying parties (using approved methods) or are obtained directly from a trusted party via a secure authentication protocol.    [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAN4
	6-L
	high authentication level of assurance
	Indicator of high digital quality or reliability of the digital reliability of the verification and validation process used to verify the claimed identity of an entity by securely associating an identifier and its authenticator. [Based on ISO 7498-2] The degree of confidence in the vetting process used to establish the identity of the individual to whom the credential was issued, and 2) the degree of confidence that the individual who uses the credential is the individual to whom the credential was issued. [OMB M-04-04 E-Authentication Guidance for Federal Agencies]

High authentication level of assurance  indicates that the relying party may have very high confidence in the asserted identity’s validity. Level 4 is for transactions that need very high confidence in the accuracy of the asserted identity. Level 4 provides the highest practical assurance of remote network authentication. Authentication is based on proof of possession of a key through a cryptographic protocol. This level is similar to Level 3 except that only “hard” cryptographic tokens are allowed, cryptographic module validation requirements are strengthened, and subsequent critical data transfers must be authenticated via a key that is bound to the authentication process. The token should be a hardware cryptographic module validated at FIPS 140-2 Level 2 or higher overall with at least FIPS 140-2 Level 3 physical security. This level requires a physical token, which cannot readily be copied, and operator authentication at Level 2 and higher, and ensures good, two-factor remote authentication. 
Level 4 requires strong cryptographic authentication of all parties and all sensitive data transfers between the parties. Either public key or symmetric key technology may be used. Authentication requires that the claimant prove through a secure authentication protocol that the claimant controls the token. Eavesdropper, replay, online guessing, verifier impersonation, and man-in-the-middle attacks are prevented. Long-term shared authentication secrets, if used, are never revealed to any party except the claimant and verifiers operated directly by the CSP; however, session (temporary) shared secrets may be provided to independent verifiers by the CSP. Strong approved cryptographic techniques are used for all operations. All sensitive data transfers are cryptographically authenticated using keys bound to the authentication process.   [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	C:ObservationValue:_LOAAP
	5-A
	authentication process level of assurance value
	The value assigned as the indicator of the digital quality or reliability of a defined sequence of messages between a Claimant and a Verifier that demonstrates that the Claimant has possession and control of a valid token to establish his/her identity, and optionally, demonstrates to the Claimant that he or she is communicating with the intended Verifier. [Based on NIST SP 800-63-2]

	LOAAP1
	6-L
	low authentication process level of assurance value
	Indicator of the low digital quality or reliability of a defined sequence of messages between a Claimant and a Verifier that demonstrates that the Claimant has possession and control of a valid token to establish his/her identity, and optionally, demonstrates to the Claimant that he or she is communicating with the intended Verifier. [Based on NIST SP 800-63-2]

Low authentication process level of assurance indicates that (1) long-term shared authentication secrets may be revealed to verifiers; and (2) assertions and assertion references require protection from manufacture/modification and reuse attacks.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAP2
	6-L
	basic authentication process level of assurance value
	Indicator of the basic digital quality or reliability of a defined sequence of messages between a Claimant and a Verifier that demonstrates that the Claimant has possession and control of a valid token to establish his/her identity, and optionally, demonstrates to the Claimant that he or she is communicating with the intended Verifier. [Based on NIST SP 800-63-2]

Basic authentication process level of assurance indicates that long-term shared authentication secrets are never revealed to any other party except Credential Service Provider (CSP).  Sessions (temporary) shared secrets may be provided to independent verifiers by CSP. Long-term shared authentication secrets, if used, are never revealed to any other party except Verifiers operated by the Credential Service Provider (CSP); however, session (temporary) shared secrets may be provided to independent Verifiers by the CSP. In addition to Level 1 requirements, assertions are resistant to disclosure, redirection, capture and substitution attacks. Approved cryptographic techniques are required.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAP3
	6-L
	medium authentication process level of assurance value
	Indicator of the medium digital quality or reliability of a defined sequence of messages between a Claimant and a Verifier that demonstrates that the Claimant has possession and control of a valid token to establish his/her identity, and optionally, demonstrates to the Claimant that he or she is communicating with the intended Verifier. [Based on NIST SP 800-63-2]

Medium authentication process level of assurance indicates that the token can be unlocked with password, biometric, or uses a secure multi-token authentication protocol to establish two-factor authentication.  Long-term shared authentication secrets are never revealed to any party except the Claimant and Credential Service Provider (CSP).
Authentication requires that the Claimant prove, through a secure authentication protocol, that he or she controls the token. The Claimant unlocks the token with a password or biometric, or uses a secure multi-token authentication protocol to establish two-factor authentication (through proof of possession of a physical or software token in combination with some memorized secret knowledge). Long-term shared authentication secrets, if used, are never revealed to any party except the Claimant and Verifiers operated directly by the CSP; however, session (temporary) shared secrets may be provided to independent Verifiers by the CSP. In addition to Level 2 requirements, assertions are protected against repudiation by the Verifier.

	LOAAP4
	6-L
	high authentication process level of assurarnce value
	Indicator of the high digital quality or reliability of a defined sequence of messages between a Claimant and a Verifier that demonstrates that the Claimant has possession and control of a valid token to establish his/her identity, and optionally, demonstrates to the Claimant that he or she is communicating with the intended Verifier. [Based on NIST SP 800-63-2]

High authentication process level of assurance indicates all sensitive data transfer are cryptographically authenticated using keys bound to the authentication process.  Level 4 requires strong cryptographic authentication of all communicating parties and all sensitive data transfers between the parties. Either public key or symmetric key technology may be used. Authentication requires that the Claimant prove through a secure authentication protocol that he or she controls the token. All protocol threats at Level 3 are required to be prevented at Level 4. Protocols shall also be strongly resistant to man-in-the-middle attacks. Long-term shared authentication secrets, if used, are never revealed to any party except the Claimant and Verifiers operated directly by the CSP; however, session (temporary) shared secrets may be provided to independent Verifiers by the CSP. Approved cryptographic techniques are used for all operations. All sensitive data transfers are cryptographically authenticated using keys bound to the authentication process.   [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	C:ObservationValue:_LOAAS
	5-A
	assertion level of assurance value
	The value assigned as the indicator of the high quality or reliability of the statement from a Verifier to a Relying Party (RP) that contains identity information about a Subscriber. Assertions may also contain verified attributes.

	LOAAS1
	6-L
	low assertion level of assurance value
	Indicator of the low quality or reliability of the statement from a Verifier to a Relying Party (RP) that contains identity information about a Subscriber. Assertions may also contain verified attributes.

Assertions and assertion references require protection from modification and reuse attacks.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAS2
	6-L
	basic assertion level of assurance value
	Indicator of the basic quality or reliability of the statement from a Verifier to a Relying Party (RP) that contains identity information about a Subscriber. Assertions may also contain verified attributes.

Assertions are resistant to disclosure, redirection, capture and substitution attacks.  Approved cryptographic techniques are required for all assertion protocols.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAS3
	6-L
	medium assertion level of assurance value
	Indicator of the medium quality or reliability of the statement from a Verifier to a Relying Party (RP) that contains identity information about a Subscriber. Assertions may also contain verified attributes.

Assertions are protected against repudiation by the verifier.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	LOAAS4
	6-L
	high assertion level of assurance value
	Indicator of the high quality or reliability of the statement from a Verifier to a Relying Party (RP) that contains identity information about a Subscriber. Assertions may also contain verified attributes.

Strongly resistant to man-in-the-middle attacks. "Bearer" assertions are not used.  "Holder-of-key" assertions may be used. RP maintains records of the assertions.  [Summary of the technical requirements specified in NIST SP 800-63 for the four levels of assurance defined by the December 2003, the Office of Management and Budget (OMB) issued Memorandum M-04-04, E-Authentication Guidance for Federal Agencies.]

	C:ObservationValue:_LOAID
	5-A
	
	Indicator of the quality or reliability in the process of ascertaining that an individual is who he or she claims to be. 

	LOAID1
	6-L
	low identity proofing level of assurance
	Indicator of low digital quality or reliability in the process of ascertaining that an individual is who he or she claims to be.  Requires that a continuity of identity be maintained but does not require identity proofing. [Based on Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOAID2
	6-L
	basic identity proofing  level of assurance
	Indicator of some digital quality or reliability in the process of ascertaining that that an individual is who he or she claims to be. Requires identity proofing via presentation of identifying material or information. [Based on Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOAID3
	6-L
	medium identity proofing  level of assurance
	Indicator of high digital quality or reliability in the process of ascertaining that an individual is who he or she claims to be.  Requires identity proofing procedures for verification of identifying materials and information. [Based on Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOAID4
	6-L
	high identity proofing  level of assurance 
	Indicator of very high digital quality or reliability in the process of ascertaining that an individual is who he or she claims to be. Requires in-person identity proofing. [Based on Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	C:ObservationValue:_LOANR
	5-A
	non-repudiation level of assurance
	Indicator of the digital quality or reliability in the process of establishing proof of delivery and proof of origin. [Based on ISO 7498-2]

	LOANR1
	6-L
	low non-repudiation level of assurance
	Indicator of low digital quality or reliability in the process of establishing proof of delivery and proof of origin. [Based on ISO 7498-2]

	LOANR2
	6-L
	basic non-repudiation level of assurance
	Indicator of basic digital quality or reliability in the process of establishing proof of delivery and proof of origin. [Based on ISO 7498-2]

	LOANR3
	6-L
	medium non-repudiation level of assurance
	Indicator of medium digital quality or reliability in the process of establishing proof of delivery and proof of origin. [Based on ISO 7498-2]

	LOANR4
	6-L
	high non-repudiation level of assurance
	Indicator of high digital quality or reliability in the process of establishing proof of delivery and proof of origin. [Based on ISO 7498-2]

	
	
	
	

	C:ObservationValue:_LOARAZ
	5-A
	remote access level of assurance value
	Indicator of the digital quality or reliability of the information exchange between network-connected devices where the information cannot be reliably protected end-to-end by a single organization’s security controls. [Based on NIST SP 800-63-2]

	LOARAZ1
	6-L
	
	Indicator of low digital quality or reliability of the information exchange between network-connected devices where the information cannot be reliably protected end-to-end by a single organization’s security controls. [Based on NIST SP 800-63-2]

	LOARAZ2
	6-L
	
	Indicator of basic digital quality or reliability of the information exchange between network-connected devices where the information cannot be reliably protected end-to-end by a single organization’s security controls. [Based on NIST SP 800-63-2]

	LOARAZ3
	6-L
	
	Indicator of medium digital quality or reliability of the information exchange between network-connected devices where the information cannot be reliably protected end-to-end by a single organization’s security controls. [Based on NIST SP 800-63-2]

	LOARAZ4
	6-L
	
	Indicator of high digital quality or reliability of the information exchange between network-connected devices where the information cannot be reliably protected end-to-end by a single organization’s security controls. [Based on NIST SP 800-63-2]

	C:ObservationValue:_LOATK
	
	
	Indicator of the digital quality or reliability of single and multi-token authentication. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOATK1
	
	low token level of assurance
	Indicator of the low digital quality or reliability of single and multi-token authentication. Permits the use of any of the token methods of Levels 2, 3, or 4. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOATK2
	
	basic token level of assurance
	Indicator of the basic digital quality or reliability of single and multi-token authentication. Requires single factor authentication using memorized secret tokens, pre-registered knowledge tokens, look-up secret tokens, out of band tokens, or single factor one-time password devices. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOATK3
	
	medium token level of assurance
	Indicator of the medium digital quality or reliability of single and multi-token authentication. Requires two authentication factors. Provides multi-factor remote network authentication. Permits multi-factor software cryptographic token. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOATK4
	
	high token level of assurance
	Indicator of the high digital quality or reliability of single and multi-token authentication. Requires token that is a hardware cryptographic module validated at validated at Federal Information Processing Standard (FIPS) 140-2 Level 2 or higher overall with at least FIPS 140-2 Level 3 physical security. Level 4 token requirements can be met by using the PIV authentication key of a FIPS 201 compliant Personal Identity Verification (PIV) Card.  [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	C:ObservationValue:_LOACM
	5-A
	token and credential management level of assurance value
	An indicator of the digital quality or reliability of the activities performed by the Credential Service Provider (CSP) subsequent to electronic authentication registration, identity proofing and issuance activities to manage and safeguard the integrity of an issued credential and its binding to an identity. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOACM1
	6-L
	low token and credential management level of assurance
	An indicator of the low digital quality or reliability of the activities performed by the Credential Service Provider (CSP) subsequent to electronic authentication registration, identity proofing and issuance activities to manage and safeguard the integrity of an issued credential and its binding to an identity. Little or no confidence that an individual has maintained control over a token that has been entrusted to him or her and that that token has not been compromised. Characteristics include weak identity binding to tokens and plaintext passwords or secrets not transmitted across a network. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOACM2
	6-L
	basic token and credential management level of assurance
	An indicator of the basic digital quality or reliability of the activities performed by the Credential Service Provider (CSP) subsequent to electronic authentication registration, identity proofing and issuance activities to manage and safeguard the integrity of an issued credential and its binding to an identity.  Some confidence that an individual has maintained control over a token that has been entrusted to him or her and that that token has not been compromised. Characteristics  include:  Verification must prove claimant controls the token; token resists online guessing, replay, session hijacking, and eavesdropping attacks; and  token is at least weakly resistant to man-in-the middle attacks. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOACM3
	6-L
	medium token and credential management level of assurance
	An indicator of the medium digital quality or reliability of the activities performed by the Credential Service Provider (CSP) subsequent to electronic authentication registration, identity proofing and issuance activities to manage and safeguard the integrity of an issued credential and it’s binding to an identity.  High confidence that an individual has maintained control over a token that has been entrusted to him or her and that that token has not been compromised. Characteristics  include: Ownership of token verifiable through security authentication protocol and credential management protects against verifier impersonation attacks. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]

	LOACM4
	6-L
	high token and credential management level of assurance
	An indicator of the high digital quality or reliability of the activities performed by the Credential Service Provider (CSP) subsequent to electronic authentication registration, identity proofing and issuance activities to manage and safeguard the integrity of an issued credential and it’s binding to an identity.  Very high confidence that an individual has maintained control over a token that has been entrusted to him or her and that that token has not been compromised. Characteristics  include: Verifier can prove control of token through a secure protocol;  credential management supports strong cryptographic authentication of all communication parties. [Electronic Authentication Guideline - Recommendations of the National Institute of Standards and Technology, NIST Special Publication 800-63-1, Dec 2011]


DISCUSSION:

ACTION ITEMS:

Requested action is that the Vocabulary WG implements this proposal.
RESOLUTION:

Checklist for HL7 Vocabulary Harmonization Submissions

The following checklist must be completed for each submission and attached as part of the submission posting for every HL7 harmonization proposal that proposes a change to any HL7 terminology artifact.  (Submit your proposal as a zip containing the base proposal and this form, or copy this form onto the end of your proposal.)  If a revised proposal is submitted (e.g. detailed proposal after cover page), a new copy of the checklist must be attached confirming that the revised proposal has been re-reviewed.  The failure to attach a completed checklist will result in the tabling or deferral of the proposal to a subsequent harmonization meeting with the assumption the proposal will be re-introduced with a completed form.

The proposal has been constructed in such a way that the “correct” answer to each question is either “Yes” or “N/A”.  In the event that the answer is “No”, please provide an explanation at the end noting the question number and the reason why the checklist item has not been met.  Harmonization proposals that do not satisfy all checklist items may still be considered at harmonization at the discretion of the harmonization group and the vocabulary maintenance team if there is a satisfactory reason the checklist item could not be met.  Lack of time to complete the form does not constitute a satisfactory reason.

A section of the form may be marked as “N/A” and all checklist items within that section ignored if none of the terminology items submitted apply to that section.

In most circumstances, this checklist should be completed by the sponsor committee’s vocabulary facilitator, but it may be completed by any submitter.

Note: When checking for existing codes, code systems, value sets, etc., please make sure that your RoseTree configuration options are set to display Retired and Deprecated elements, as the “no duplicates” rule applies to those as well.

Before completing this checklist, please consult the following “best practices” and guidelines documents.  (They will be updated from time to time, so please review the documents for changes prior to each harmonization.)

Concept domain & Value set naming: http://wiki.hl7.org/index.php?title=Concept_Domain_Naming_Conventions
http://wiki.hl7.org/index.php?title=Value_Set_Naming_Conventions
Definitions: http://wiki.hl7.org/index.php?title=Annotations_Best_Practices
Terminology Good Practices: http://wiki.hl7.org/index.php?title=Good_Terminology_Practices
General

1. Has the proposal, in its final form, been reviewed by the sponsor committee’s vocabulary facilitator (mark N/A if there is no facilitator)? (  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

2. Have you completely filled out header section for the proposal and checked that the dates are correct and the submission number is unique across all of your submissions for this harmonization cycle? ((  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

3. Have you filled out the summary form identifying the number of created, updated and deprecated objects of each type? ((  FORMCHECKBOX 
 - Yes;)

4. Has your proposal been submitted to and reviewed by all relevant WGs and been formally endorsed (with a vote recorded in the WG minutes) to be brought forward to harmonization?  (For harmonization submissions from international affiliates, approval by an appropriate affiliate level committee or project is sufficient, though submission to the relevant HL7 UV WG is strongly recommended.) ( FORMCHECKBOX 
 - Yes; (  FORMCHECKBOX 
  - No;  FORMCHECKBOX 
 Expect approval 2/11- N/A)

New Concept Domains ( FORMCHECKBOX 
- N/A)
For all concept domains being created by this proposal:
5. Have you done a key-word search for equivalent or similar concept domains and, if any exist, identified appropriate parent and child relationships to position your concept domain? ( FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

6. Have you provided a name for your concept domain that follows the naming guidelines?(  FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

7. If your concept domain is not associated with a new RIM attribute or datatype property, have you identified a parent for your concept domain? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
  - No;  FORMCHECKBOX 
 - N/A)

8. Have you checked whether any existing concept domains are proper specializations of your concept domain and, if so, identified those new specialization relationships as part of your proposal? ( FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

9. If your concept domain is in the ActCode, RoleCode or EntityCode hierarchy, have you identified the classCode that acts as the “root” for the concept domain? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

10. Have you verified that all concept domains referenced as parent or child concepts actually exist in the most recent vocabulary repository and are correctly spelled in your proposal using U.S. language settings? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

11. Have you provided a concise, non-tautological definition for your concept domain and confirmed that the definition follows the best practices for definitions? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

12. Have you checked the name of your concept domain and associated definition for appropriate spelling and grammar using U.S. language settings, and consistency with the current Concept Domain naming conventions? ( FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

13. Have you either: Provided 3 distinct examples; identified a binding to an example value set with 3 distinct example codes; identified a representative binding; or identified a universal binding? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

Revised Concept Domains ((  FORMCHECKBOX 
 - N/A)
For all concept domains being revised by this proposal:
14. Have you identified the name of the existing concept domain, and verified that the concept domain does in fact exist in the most recent vocabulary repository with the name spelled as referenced? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

15. Have you verified that any additional concept domains identified as parents or children and any code referenced as the anchor for the concept domain actually exist and are spelled properly? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

16. Have you confirmed that any change to the definition would not cause backwards compatibility issues with any models that reference the Concept Domain under the old definition? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

17. Have you confirmed that any changes to the Concept Domain definition continue to comply with best practices for definitions? (  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

18. Have you spell-checked and grammar checked your revised definition using U.S. language settings? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New/Revised Code System ( FORMCHECKBOX 
 - N/A)
For all code systems created or whose metadata is updated by this proposal:
19. For new HL7-maintained code systems, have you confirmed that no other terminology maintenance organization is a more appropriate organization to maintain the code system and codes within it? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No; (  FORMCHECKBOX 
  - N/A)

20. For new external code systems, have you confirmed that the code system follows the good terminology practices and is therefore appropriate for use in HL7 instances? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No; (  FORMCHECKBOX 
 N/A) 
21. For external code systems where there is a desire for HL7 to publish codes from the external code system, have you verified that there are no copyright issues associated with the publication and provided a justification for why HL7 should take on this administrative effort as well as identified how the HL7 published versions will be kept in sync with the source? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

22. Have you provided a short-name for the code system that is unique among all other code systems found in the HL7 OID registry? ( FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

23. For all code systems, have you provided:

a. A long, unique “descriptive” name for the code system? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

b. A description of the intended use and scope of the code system ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

24. For external code systems, have you provided:

a. OID for the code system (if already registered in the HL7 OID registry or otherwise assigned an OID)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

b. Licensing information ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

c. URL information for the official source of the vocabulary ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No FORMCHECKBOX 
- N/A)

d. Contact Information ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

e. The “short name” for the code system is consistent with the following rules (ISO Secondary Identifier rules plus some HL7 constraints)

i. No spaces

ii. Only the characters 0-9, a-z, A-Z and hyphens

iii. Cannot have multiple consecutive hyphens or end with a hyphen

iv. Leading character must be a lower-case alpha

v. Must be unique from among all registered code systems in HL7’s OID registry

vi. Should not match any code system in HL7’s OID registry even when treating both as upper-case

Revised Code in Code System  FORMCHECKBOX 
:
25. Have you searched the code system in the most recent repository using keywords to verify that an equivalent code doesn’t already exist? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

26. Have you searched the code system in the most recent repository to confirm that no code already exists with the same code? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)  Note that you must also check existing retired and/or deprecated codes for existence.

27. If adding a code from an external code system for HL7 publication (where HL7 has agreed to publish codes from the external code system), have you confirmed that the code has actually been accepted by the external code system and confirmed the code, print names and definition are identical to those in the most recent version of the external code system? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

Added or Revised Code in Code System ( FORMCHECKBOX 
 - N/A)
For all new codes created or updated by this proposal:
28. When adding a code or changing a print name, have you search searched the code system in the most recent repository that no code already exists with the same print name?  FORMCHECKBOX 
 Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

29. Have you provided a code values and (where appropriate) print names that align with the naming convention for the code system?  (Generally all upper case, no spaces for codes, lower case for print names.  Depending on the code system, the code may be mnemonic or not). ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

30. Have you provided a definition for the code that follows the best practices for definitions? ( FORMCHECKBOX 
es;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A) 
31. Have you spell-checked (and for definitions grammar-checked) the definitions and print names using U.S. language settings?  FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

32. Have you defined all required properties for the code system in which the code is being added? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

a. ActClass: “specialized by concept domain”, Formal class name, formal name for association from participation to Act
b. ActCode: “specialized by concept domain”

c. ActMood: Formal name
d. ActRelationshipType: “is document characteristic?”; applies to; how applies; Formal name from Act to outbound ActRelationship, ActRelationship to source Act, ActRelationship to target Act and Act to inbound ActRelationship; Sort for Act to inbound ActRelationship and Act to outbound ActRelationship

e. CompressionAlgorithm: howApplies (mandatory, deprecated, other)

f. EntityClass: “specialized by concept domain”, applies to determinerCode, Formal class name

g. EntityDeterminer: Formal name

h. GTSAbbreviation: Equivalent expression

i. ObservationMethod: how applies?

j. ParticipationType: “specialized by concept domain”, “is document characteristic?”, Formal name from Act to Participation and Role to Participation; Sort from Act to Participation and Role to Participation

k. RoleClass: “specialized by concept domain”, Formal name, Participation to Role name, Role to player Entity name, Entity to played Role name, Entity to scoped Role name, Role to scoper Entity name, Entity to played Role sort, Entity to scoped Role sort

l. RoleCode: conceptStatusQualifier

m. RoleLinkType: Formal name from Role to outbound RoleLink, RoleLink to source Role, RoleLink to target Role and Role to inbound RoleLink; Sort for Role to inbound RoleLink and Role to outboundRoleLink

33. Have you checked the current version of the code system and identified all code(s) that should be parents and/or children of the new concept and verified that you have listed them all appropriately (and spelled correctly) in your proposal? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

34. Have you identified whether the code should be considered abstract or not? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

35. If deprecating a code, have you identified a reason for the deprecation and provided guidance for what should be used instead? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Value Sets ( FORMCHECKBOX 
- N/A)
For all new value sets created as part of this proposal:
36. Have you verified that the value set is appropriate to be registered in the HL7 Inc. repository (created against structural code systems, used in a UV, Example or Representative binding)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

37. Have you identified whether the value set definition is immutable?  I.e. It is a definition that must never be changed. ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

38. Have you verified that the name for the value set does not already exist in the existing HL7 repository? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

39. Have you named the value set using the naming guidelines found here: http://wiki.hl7.org/index.php?title=Value_Set_Naming_Conventions ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New or Modified Value Sets  FORMCHECKBOX 
 N/A)
For all value sets created or modified as part of this proposal:
40. That any modified value sets are not flagged as immutable. ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A) 
41. For non-immutable value sets, have you provided a description that explains the scope of the value set and the “owning” WG that should be responsible for determining how the value set definition evolves over time? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

42. Have you defined all required properties for value sets drawn from one of the following structural code systems? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

a. ActClass: Formal class name, formal name for association from participation to Act
b. ActMood: Formal name
c. ActRelationshipType: Formal name from Act to outbound ActRelationship, ActRelationship to source Act, ActRelationship to target Act and Act to inbound ActRelationship; Sort for Act to inbound ActRelationship and Act to outbound ActRelationship

d. EntityClassFormal class name

e. EntityDeterminer: Formal name

f. ParticipationType: Formal name from Act to Participation and Role to Participation; Sort from Act to Participation and Role to Participation

g. RoleClass: Formal name, Participation to Role name, Role to player Entity name, Entity to played Role name, Entity to scoped Role name, Role to scoper Entity name, Entity to played Role sort, Entity to scoped Role sort

h. RoleLinkType: Formal name from Role to outbound RoleLink, RoleLink to source Role, RoleLink to target Role and Role to inbound RoleLink; Sort for Role to inbound RoleLink and Role to outboundRoleLink

43. Have you checked that your value set name and description are correctly spelled (and for descriptions, have correct grammar) using U.S. language settings, and is consistent with the current Value Set naming conventions? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

44. Have you checked that all references to codes in your value set definition identify their associated code system and actually exist within the current version of their respective code systems (both HL7 and external code systems)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

45. Have you verified that if your value set content definition is enumerated (extensional) that there is no appropriate or better way to define it as an expression-based (intentional) definition? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

46. For expression-based value set content definitions, have you confirmed that your expression is expressed in a way that is fully defined against the HL7 metamodel? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

a. For code-based value sets, identify whether the head-code is included or not

b. For code-based value sets, identify whether the included codes should be children, all descendants or leaf nodes only

c. For code based value sets, that the specific type of association to be navigated is identified if it is something other than the subsumption relationship

d. For complex value sets, that they are expressed as a combination of unions, intersections and exclusions where “order of operations” is clearly documented

e. For property-based value sets, that the referenced property names actually exist in their respective code systems and are spelled correctly

f. That for mnemonic-based value sets, that the reg-ex expression to be evaluated against the codes is a valid reg-ex expression

47. If deprecating a value set, have you identified a reason for the deprecation and provided guidance for what should be used instead? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Binding Realms  FORMCHECKBOX 
- N/A)
For all new Binding Realms created as part of this proposal:

48. Have you identified the owning affiliate and the superset binding realm? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

49. Have you received official permission from the affiliate t create the new binding realm ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

50. Have you identified a proposed code for the binding realm that is unique amongst all binding realms in the most recent version of the repository following binding realm naming conventions (i.e. starting with the code for the affiliate)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

51. Have you provided a unique descriptive name for the new binding realm? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

52. Have you provided a description that explains the scope of the new binding realm and spell-checked and grammar-checked it? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Context Bindings ( FORMCHECKBOX 
 - N/A)
For all new Context Bindings created as part of this proposal:
53. Have you declared the name of the concept domain, the binding realm and the value set name or OID? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

54. Have you checked that the concept domain name, binding realm code and value set name or OID actually exist in the most recent version of the repository? ( FORMCHECKBOX 
-- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

55. If the binding is not to be effective immediately upon harmonization approval and application of approved changes, have you identified the effective date? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- - N/A)

56. Have you checked whether there is already a binding for the same concept domain and binding realm and if so, either specified a new sequence number (to allow parallel bindings) or a date to on which the old binding should end and the new one should become effective? ( FORMCHECKBOX 
- - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

57. If binding in a realm other than “example”, have you conformed that the set of codes in the valueset being bound provides full coverage for the concept space defined by the concept domain? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- - N/A)

Explanation for N/A Items

� identifier by which proposal is known to sponsor


� must be sponsored by an HL7 TC, the HL7 International Committee, an HL7 SIG, or an ANSI or ISO accredited SDO


� for sponsor tracking only; not for Harmonization identification


� for sponsor tracking only, Sponsor’s status must be “Approved” for submission to Harmonization





�Not sure on how to count – 2 Concept domains each with 6 subdomains.





