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SUMMARY RECOMMENDATION

Create a new SecurityObservationClass; SecurityObservationType and SecurityObservationValue concept domains, coded concepts, and value sets.
VOCABULARY OBJECTS CHANGE SUMMARY
<<REQUIRED – fill in the numbers in the rightmost three columns that total the number of vocabulary changes in the proposal.  This is used to cross-check the accuracy of capturing and applying the requested changes>>

	Abbrev.
	Description
	# to add
	# to remove
	# to change

	D
	Concept Domains
	25
	
	

	S
	Code Systems
	
	
	

	C
	Concept Codes in a Code System
	51
	
	

	V
	Value Sets
	25
	
	

	B
	Context Bindings
	25
	
	


	POSITION OF CONCERNED ORGANIZATIONS:

<<REQUIRED - This table should contain one row for each organization (e.g., TC, SIG, other SDO) known to be interested, and should outline any consultation with – and feedback from – the organization.  Overwrite the examples below. >>

	ORG
	RECOMMENDATION APPROVAL STATUS
	AFFECTED ELEMENTS OF INTEREST TO ORG

	<< Name of affected org.>>
	<<Specify the organization's position on the overall recommendation.  Explain if other than "Endorsed". >>.
	<<For each organization, list model elements affected by the recommendation.>>

	
	
	


ISSUE:

Security WG has identified the need for a Security Observation Vocabulary that supports association of security metadata about a resource (data, information object, service, or system capability), which may be used to make access control decisions.
CURRENT STATE:

No standard vocabularies exist to support requirements.
OPTIONS CONSIDERED:

No standard terminologies currently structured to support this vocabulary.
RATIONALE:

Needed to support data segmentation, HL7 Healthcare Privacy and Security Classification, security labeling, and HL7 Security and Privacy Domain Analysis Vocabulary requirements.
RECOMMENDATION DETAILS:
ADD CONCEPT DOMAINS

Add ActClassSecurityObservation under ActClass Concept Domain
	New

CONCEPT DOMAIN
	Parent CONCEPT DOMAIN
	Definition
	Examples and Usage Notes
	Binding

	ActClassSecurityObservation
	ActClass
	An observation identifying security metadata about an IT resource (data, information object, service, or system capability), which may be used to make access control decisions.
	
	Bound with coding strength CWE to Value Set: SECUREOBS (security observation) in Context: R1 

(Representative Realm)


Add SecurityObservationType under ActCode Concept Domain
	New

CONCEPT DOMAIN
	Parent CONCEPT DOMAIN
	Definition
	Examples and Usage Notes
	Binding

	SecurityObservationType
	ObservationType
	Type of security metadata observation made about an IT resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security metadata are used in security labels. 






	Rationale: According to ISO/TS 22600-3:2009(E) A.9.1.7 SECURITY LABEL MATCHING, Security label matching compares the initiator’s clearance to the target’s security label. All of the following must be true for authorization to be granted:

* The security policy identifiers shall be identical,

* The classification level of the initiator shall be greater than or equal to that of the target 

(that is, there shall be at least one value in the classification list of the clearance greater 

than or equal to the classification of the target), and

* For each security category in the target label, there shall be a security category of the same  

type in the initiator’s clearance and the initiator’s classification level shall dominate that of the target.
	Bound with coding strength CWE to Value Set: SecurityObservationType in Context: R1 

(Representative Realm)

Has 4 sub-domains.

	SecurityClassificationObservationType
	SecurityObservationType
	Type of security metadata observation made about the classification of a resource (data, information object, service, or system capability), which may be used to make access control decisions.

Security classification is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "The 

determination of which specific degree of protection against access the data or information requires, together with a designation of that degree of protection."  Security classification metadata is based on an analysis of applicable policies and the risk of harm that could result from unauthorized disclosure.

The SecurityClassificationObservationType further specifies the SecurityObservationClass.
	Examples: Types of security classification include: HL7 Confidentiality Codes such as very restricted, unrestricted, and normal.  Intelligence community examples include top secret, secret, and confidential.

Usage Note:  A security classification observation may indicate that the confidentiality level indicated by an Act or Role confidentiality attribute has been overridden by the entity responsible for ascribing the SecurityClassificationObservationValue.  This supports the business requirement for increasing or decreasing the level of confidentiality (classification or declassification) based on parameters beyond the original ascription an Act or Role confidentiality.


	Bound with coding strength CWE to Value Set: SecurityClassificationObservationType in Context: R1 (Representative Realm)



	SecurityCategoryObservationType
	SecurityObservationType
	Type of security metadata observation made about the category of a resource (data, information object, service, or system capability), which may be used to make access control decisions. Security category metadata is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "A nonhierarchical grouping of sensitive information used to control access to data more finely than with hierarchical security classification alone."  

The SecurityCategoryObservationType further specifies the SecurityObservationClass.
	Examples: Types of security categories include:

* Compartment:  A division of data into isolated blocks with separate security controls for the purpose of reducing risk. (ISO 2382-8).  Information segment tag which indicates access only by members of a defined community belonging to the compartment. (HL7 Healthcare Classification 

System)

* Sensitivity:  The characteristic of a resource which implies its value or importance and may include its vulnerability. (ISO 7492-2)  Privacy metadata for information perceived as 

undesirable to share.(HL7 Healthcare Classification System)
	Bound with coding strength CWE to Value Set: SecurityCategoryObservationType in Context: R1 (Representative Realm)



	SecurityControlObservationType
	SecurityObservationType
	Type of security metadata observation made about the control of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security control metadata conveys instructions for secure distribution, transmission, storage or use.  The SecurityControlObservationType further specifies the SecurityObservationClass.
	Examples:  Types of security control metadata include handling caveats, dissemination controls, obligations, refrain policies, and purpose of use constraints.
	Bound with coding strength CWE to Value Set: SecurityControlObservationType in Context: R1 (Representative Realm)



	SecurityIntegrityObservationType
	SecurityObservationType
	Type of security metadata observation made about the integrity of a resource (data, information object, service, or system capability), which may be used to make access control decisions.
	Examples:  Types of security integrity metadata include integrity status, which indicates the completion status of a resource (data, information object, service, or system capability); integrity 

confidence, which indicates the reliability and trustworthiness of the resource; integrity control, which indicates pertinent handling caveats, obligations, refrain policies, and purpose of use for 

the resource; data integrity, which indicate the security mechanisms used to ensure that the accuracy and consistency are preserved regardless of changes made (ISO/IEC DIS 2382-8); alteration integrity, which indicate the security mechanisms used for authorized transformations of the resources; and integrity provenance, which indicates the second-hand origins of a reported or 

asserted resource.
	Bound with coding strength CWE to Value Set: SecurityIntegrityObservationType in Context: R1 (Representative Realm)

Has 5 sub-domains

	SecurityIntegrityStatusObservationType
	SecurityIntegrityObservationType
	Type of security metadata observation made about the integrity status of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Indicates the completion status or workflow state of a resource, which may impact users that are authorized to access and use the resource.
	Examples:  Types of security integrity status observation metadata, which may value the observation, include codes from the HL7 DocumentCompletion code system such as legally authenticated, in progress, and incomplete.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityStatusObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityIntegrityConfidenceObservationType
	SecurityIntegrityObservationType
	Type of security metadata observation made about the integrity confidence of a resource (data, information object, service, or system capability), which may be used to make access control decisions.


	Examples:  Types of security integrity confidence observation metadata, which may value the observation, include highly reliable, uncertain reliability, and not reliable.

Usage Note:  A security integrity confidence observation on an Act may indicate that a valued Act.uncertaintycode attribute has been overridden by the entity responsible for ascribing the SecurityIntegrityConfidenceObservationValue.  This supports the business requirements for increasing or decreasing the assessment of the reliability or trustworthiness of a resource based on parameters beyond the original ascription of an Act statement level of uncertainty.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityConfidenceObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityDataIntegrityObservationType
	SecurityIntegrityObservationType
	Type of security metadata observation made about the data integrity of a resource (data, information object, service, or system capability), which indicates the security mechanism used to preserve resource accuracy and consistency.  Data integrity is defined by ISO 22600-23.3.21 as: "The property that data has not been altered or destroyed in an unauthorized manner", and by ISO/IEC 2382-8:  The property of data whose accuracy and consistency are preserved regardless of changes made."


	Examples: Types of security data integrity observation metadata, which may value the observation, include cryptographic hash function and digital signature.
	Bound with coding strength CWE to [to be added] Value Set: SecurityDataIntegrityObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityAlterationIntegrityObservationType
	SecurityIntegrityObservationType
	Type of security metadata observation made about the alteration integrity of a resource (data, information object, service, or system capability), which indicates the mechanism used for authorized transformations of the resource.
	Examples:  Types of security alteration integrity observation metadata, which may value the observation, include translation, syntactic transformation, semantic mapping, redaction, masking, pseudonymization, and anonymization. 
	Bound with coding strength CWE to [to be added] Value Set: SecurityAlterationIntegrityObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityIntegrityProvenanceObservationType
	SecurityIntegrityObservationType
	Type of security metadata observation made about the provenance integrity of a resource (data, information object, service, or system capability), which indicates the lifecycle status and states of a resource, such as its creation, modification, suspension, and deletion; locations in which the resources has been collected or archived, from which it may be retrieved, and history of its distribution and disclosure; and the entities responsible for its state and location changes.  Integrity provenance metadata about a resource may be used to assess its veracity, reliability, and trustworthiness.
	Examples:  Types of security integrity provenance observation metadata, which may value the observation, include document completion status, such as authentication; the entity responsible for original authoring or informing about the resource; the entity responsible for second-hand reporting or assertions about the resource; or the entity responsible for excerpting, transforming, or compiling the resource.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityIntegrityProvenanceReportedByObservationType
	SecurityIntegrityProvenanceObservationType
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that reported the existence of the resource.  The reporting entity may not be the original author of the resource.
	Examples:  Types of security integrity provenance reported by observation metadata, which may value the observation, include reports about the resource by a patient, a clinician, or a device.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceReportedByObservationType (new oid) in Context: R1 (Representative Realm)



	SecurityIntegrityProvenanceAssertedByObservationType
	SecurityIntegrityProvenanceObservationType
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that made assertions about the resource.  The asserting entity may not be the original informant about the resource.
	Examples:  Types of security integrity provenance asserted by observation metadata, which may value the observation, including assertions about the resource by a patient, a clinician, or a device.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceAssertedByObservationType (new oid) in Context: R1 (Representative Realm)




Add SecurityObservationValue Concept Domain under ObservationValue Concept Domain

	New

CONCEPT DOMAIN
	Parent CONCEPT DOMAIN
	Definition
	Examples and Usage Notes
	Binding

	SecurityObservationValue
	ObservationValue
	Observation values used to indicate security observation metadata.
	
	Bound with coding strength CWE to [to be added] Value Set: SecurityObservationType (new oid) in Context: R1 (Representative Realm)

Has 4 sub-domains

	SecurityClassificationObservationValue
	SecurityObservationValue
	Security observation values used to indicate security classification metadata.
	Examples:  Confidentiality Codes
	Bound with coding strength CNE to Value Set: Confidentiality (2.16.840.1.113883.1.11.10228) in 

Context: R1 (Representative Realm)

	SecurityCategoryObservationValue
	SecurityObservationValue
	Security observation values used to indicate security category metadata.
	Examples:  Codes denoting privacy law, information sensitivity, and consent directive types.
	Bound with coding strength CWE to Value Set: ActPrivacyPolicy (2.16.840.1.113883.1.11.20424) and V:ActPrivacyLaw:2.16.840.1.113883.1.11.20426  in 

Context: R1 (Representative Realm).  Could be bound R1 to a V:ActUSPrivacyPolicy in a future US Realm.

	SecurityControlObservationValue
	SecurityObservationValue
	Security observation values used to indicate security control metadata.
	Examples:  Codes denoting dissemination controls, information handling caveats, purpose of use, refrain policies, and obligations to which custodians and information receivers must comply.
	Bound with coding strength CWE to Value Set: ActSecurityPolicy (2.16.840.1.113883.1.11.20444); 

V:ObligationPolicy:((2.16.840.1.113883.1.11.20445) ;V:RefrainPolicy (2.16.840.1.113883.1.11.20446);

V:PurposeOfUse: (2.16.840.1.113883.1.11.20448); and V:GeneralPurposeOfUse (2.16.840.1.113883.1.11.20449)  in Context: R1 (Representative Realm)

	SecurityIntegrityObservationValue
	SecurityObservationValue
	Security observation values used to indicate security integrity metadata.
	Examples:  Codes denoting integrity status, integrity confidence, and provenance.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityObservationValue (new oid) in Context: R1 (Representative Realm)

Has 5 sub-domains

	SecurityIntegrityStatusObservationValue
	SecurityIntegrityObservationValue
	Security observation values used to indicate integrity status metadata.
	Examples:  Codes denoting the workflow status of resource as authenticated, legally authenticated, and in progress.
	Bound with coding strength CWE to [to be added] Value Set: V:DocumentCompletion:2.16.840.1.113883.1.11.271 Context: R1 (Representative Realm)

	SecurityIntegrityConfidenceObservationValue
	SecurityIntegrityObservationValue
	Security observation values used to indicate integrity confidence metadata.
	Examples:  Codes denoting the level of reliability and trustworthiness of a resource.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityConfidenceObservationValue (new oid) in Context: R1 (Representative Realm)

	SecurityDataIntegrityObservationValue
	SecurityIntegrityObservationValue
	Security observation values used to indicate data integrity metadata.
	Examples:  Codes denoting the mechanism used to preserve the accuracy and consistency of a resource such as a digital signature and a cryptographic hash function.
	Bound with coding strength CWE to [to be added] Value Set: SecurityDataIntegrityObservationValue (new oid) in Context: R1 (Representative Realm)

	SecurityAlterationIntegrityObservationValue
	SecurityIntegrityObservationValue
	Security observation values used to indicate alteration integrity metadata.
	Examples:  Codes denoting the mechanism used to make authorized alterations of a resource, such as translation, masking and anonymization.
	Bound with coding strength CWE to [to be added] Value Set: SecurityAlterationIntegrityObservationValue (new oid) in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceObservationValue
	SecurityIntegrityObservationValue
	Security metadata observation value indicating the provenance of a resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance of a resource such as the entity asserting or reporting about the resource.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceObservationValue (new oid) in Context: R1 (Representative Realm)

Has 2 subdomains

	SecurityIntegrityProvenanceReportedByObservationValue
	SecurityIntegrityProvenanceObservationValue
	Security provenance metadata observation value indicating the entity that reported the resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance metadata about the entity reporting the resource.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceReportedByObservationValue (new oid) in Context: R1 (Representative Realm)



	SecurityIntegrityProvenanceAssertedByObservationValue
	SecurityIntegrityProvenanceObservationValue
	Security provenance metadata observation value indicating the entity that asserted the resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance metadata about the entity asserting the resource.
	Bound with coding strength CWE to [to be added] Value Set: SecurityIntegrityProvenanceAssertedByObservationValue (new oid) in Context: R1 (Representative Realm)




ADD CODED CONCEPTS
Add SecurityObservation Coded Concept to ActClass Code System

	ActClass

Code System LvL
	 Concept Code
	Print Name
	Definition
	Examples & Usage Notes
	Concept Relationships

	0-S
	ACT
	act
	
	
	

	1-S
	OBS
	observation
	
	
	

	2-L
	SECUREOBS 
	security observation
	An observation identifying security metadata about a resource (data, information object, service, or system capability), which may be used to make access control decisions.
	Observation of the security metadata used in security labels for access control such as confidentiality classification; compartment restrictions based on policy or membership in a group or project; a security resource sensitivity category; security mechanisms used to ensure data 

integrity or to perform authorized data transformation; and indicators of resource reliability, trustworthiness, completeness or provenance.
	Concept Properties:

    internalId: xxxxx

    Name:Class: SecurityObservationConcept Relationships:

    Specializes: OBS




Add SecurityObservationType Coded Concepts to ActCode Code System

	Act

Code System LvL
	 Concept Code
	Print Name
	Definition 
	Examples & Usage Notes
	Concept Relationships

	0-A
	_ObservationType
	ObservationType
	Identifies the kinds of observations that can be performed


	
	Generalizes (derived): ADVERSE_REACTION ASSERTION CASESER DX GISTIER HHOBS ISSUE KSUBJ KSUBT OINT SEV SECUREOBS
ClassifiesClassCode to: OBS 



	1-S
	.SECOBS 
	SecurityObservationType
	An observation identifying security metadata about a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security metadata are used in security labels.  According to ISO/TS 22600-3:2009(E) A.9.1.7 SECURITY LABEL MATCHING, Security label matching compares the initiator’s clearance to the target’s security label. All of the following must be true for authorization to be granted:

* The security policy identifiers shall be identical,

* The classification level of the initiator shall be greater than or equal to that of the target 

(that is, there shall be at least one value in the classification list of the clearance greater 

than or equal to the classification of the target), and

* For each security category in the target label, there shall be a security category of the same  

type in the initiator’s clearance and the initiator’s classification level shall dominate that of the target.
	Observation of the security metadata used in security labels for access control such as confidentiality classification; compartment restrictions based on policy or membership in a group 

or project; a security resource sensitivity category; security mechanisms used to ensure data 

integrity or to perform authorized data transformation; and indicators of resource reliability, trustworthiness, completeness or provenance.
	Specializes: _ObservationType
Generalizes (derived): SECCLASSOBS SECCATOBS SECCONOBS SECINTOBS

	2-L
	..SECCLASSOBS
	security classification observation
	Type of security metadata observation made about the classification of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security classification is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "The 

determination of which specific degree of protection against access the data or information requires, together with a designation of that degree of protection."  Security classification metadata is based on an analysis of applicable policies and the risk of harm that could result from unauthorized disclosure.


	Examples: Types of security classification include: HL7 Confidentiality Codes such as very restricted, unrestricted, and normal.  Intelligence community examples include top secret, secret, and confidential.

Usage Note:  A security classification observation may indicate that the confidentiality level indicated by an Act or Role confidentiality attribute has been overridden by the entity responsible for ascribing the SecurityClassificationObservationValue.  This supports the business requirement for increasing or decreasing the level of confidentiality (classification or declassification) based on parameters beyond the original ascription an Act or Role confidentiality.


	Specializes: _SecurityObservationType



	2-L
	..SECCATOBS
	security category observation
	Type of security metadata observation made about the category of a resource (data, information object, service, or system capability), which may be used to make access control decisions. Security category metadata is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "A nonhierarchical grouping of sensitive information used to control access to data more finely than with hierarchical security classification alone."  


	Types of security categories include:

* Compartment:  A division of data into isolated blocks with separate security controls for the purpose of reducing risk. (ISO 2382-8).  Information segment tag which indicates access only by members of a defined community belonging to the compartment. (HL7 Healthcare Classification 

System)

* Sensitivity:  The characteristic of a resource which implies its value or importance and may include its vulnerability. (ISO 7492-2)  Privacy metadata for information perceived as 

undesirable to share.(HL7 Healthcare Classification System)
	Specializes: _SecurityObservationType

	2-L
	..SECCONOBS
	security control  observation
	Type of security metadata observation made about the control of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security control metadata conveys instructions for secure distribution, transmission, storage or use.  The SecurityControlObservationType further specifies the SecurityObservationClass.
	Types of security control metadata include handling caveats, dissemination controls, obligations, refrain policies, and purpose of use constraints.
	Specializes: _SecurityObservationType

	2-L
	..SECINTOBS
	security integrity observation
	Type of security metadata observation made about the integrity of a resource (data, information object, service, or system capability), which may be used to make access control decisions.
	Examples:  Types of security integrity metadata include integrity status, which indicates the completion status of a resource (data, information object, service, or system capability); integrity 

confidence, which indicates the reliability and trustworthiness of the resource; integrity control, which indicates pertinent handling caveats, obligations, refrain policies, and purpose of use for 

the resource; data integrity, which indicate the security mechanisms used to ensure that the accuracy and consistency are preserved regardless of changes made (ISO/IEC DIS 2382-8); alteration integrity, which indicate the security mechanisms used for authorized transformations of the resources; and integrity provenance, which indicates the second-hand origins of a reported or 

asserted resource.
	Specializes: _SecurityObservationType

Generalizes (derived): SECINTSTOBS SECINTCONOBS SECDATINTOBS SECALTINTOBS SECINTPRVOBS

	3-L
	…SECINTSTOBS
	security integrity status observation
	Type of security metadata observation made about the integrity status of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Indicates the completion status or workflow state of a resource, which may impact users that are authorized to access and use the resource.
	Examples:  Types of security integrity status observation metadata, which may value the observation, include codes from the HL7 DocumentCompletion code system such as legally authenticated, in progress, and incomplete.
	Specializes: _SecurityIntegrityObservationType


	3-L
	...SECINTCONOBS
	security integrity confidence observation
	Type of security metadata observation made about the integrity confidence of a resource (data, information object, service, or system capability), which may be used to make access control decisions.


	Examples:  Types of security integrity confidence observation metadata, which may value the observation, include highly reliable, uncertain reliability, and not reliable.

Usage Note:  A security integrity confidence observation on an Act may indicate that a valued Act.uncertaintycode attribute has been overridden by the entity responsible for ascribing the SecurityIntegrityConfidenceObservationValue.  This supports the business requirements for increasing or decreasing the assessment of the reliability or trustworthiness of a resource based on parameters beyond the original ascription of an Act statement level of uncertainty.
	Specializes: _SecurityIntegrityObservationType


	3-L
	...SECDATINTOBS
	security data integrity observation
	Type of security metadata observation made about the data integrity of a resource (data, information object, service, or system capability), which indicates the security mechanism used to preserve resource accuracy and consistency.  Data integrity is defined by ISO 22600-23.3.21 as: "The property that data has not been altered or destroyed in an unauthorized manner", and by ISO/IEC 2382-8:  The property of data whose accuracy and consistency are preserved regardless of changes made."


	Examples: Types of security data integrity observation metadata, which may value the observation, include cryptographic hash function and digital signature.
	Specializes: _SecurityIntegrityObservationType


	3-L
	...SECALTINTOBS
	security alteration  integrity observation
	Type of security metadata observation made about the alteration integrity of a resource (data, information object, service, or system capability), which indicates the mechanism used for authorized transformations of the resource.
	Examples:  Types of security alteration integrity observation metadata, which may value the observation, include translation, syntactic transformation, semantic mapping, redaction, masking, pseudonymization, and anonymization. 
	Specializes: _SecurityIntegrityObservationType


	3-S
	...SECINTPRVOBS
	security integrity provenance observation
	Type of security metadata observation made about the provenance integrity of a resource (data, information object, service, or system capability), which indicates the lifecycle status and states of a resource, such as its creation, modification, suspension, and deletion; locations in which the resources has been collected or archived, from which it may be retrieved, and history of its distribution and disclosure; and the entities responsible for its state and location changes.  Integrity provenance metadata about a resource may be used to assess its veracity, reliability, and trustworthiness.
	Examples:  Types of security integrity provenance observation metadata, which may value the observation, include document completion status, such as authentication; the entity responsible for original authoring or informing about the resource; the entity responsible for second-hand reporting or assertions about the resource; or the entity responsible for excerpting, transforming, or compiling the resource.
	Specializes: _SecurityIntegrityObservationType
Generalizes (derived):  SECINTPRVRBOBS SECINTPRVABOBS

	4-L
	....SECINTPRVRBOBS
	security integrity provenance reported by observation
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that reported the existence of the resource.  The reporting entity may not be the original author of the resource.
	Examples:  Types of security integrity provenance reported by observation metadata, which may value the observation, include reports about the resource by a patient, a clinician, or a device.
	Specializes: _SecurityIntegrityProvenanceObservationType

	4-L
	...SECINTPRVABOBS
	security integrity provenance asserted by  observation
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that made assertions about the resource.  The asserting entity may not be the original informant about the resource.
	Examples:  Types of security integrity provenance asserted by observation metadata, which may value the observation, including assertions about the resource by a patient, a clinician, or a device.
	Specializes: _SecurityIntegrityProvenanceObservationType


Add SecurityObservationValue Coded Concepts to ObservationValue Code System

	ObservationValue Code System LvL
	 Concept Code
	Print Name
	Definition
	Examples & Usage Notes
	Concept Relationships

	0-A
	_SecurityObservationValue
	SecurityObservationValue
	Observation values used to indicate security observation metadata.
	
	Specializes: _ObservationValue
Generalizes (derived):  SECCLASSOBV SECCATOBV SECCONOBV SECINTOBV

	1-S
	.SECCLASSOBV
	security classification 


	Security observation values used to indicate security classification metadata.
	Examples:  Confidentiality Codes
	Specializes: _SecurityObservationValue

	1-S
	.SECCATOBV
	security category 
	Security observation values used to indicate security category metadata.
	Examples:  Codes denoting privacy law, information sensitivity, and consent directive types.
	Specializes: _SecurityObservationValue

	1-S
	.SECCONOBV
	security control 
	Security observation values used to indicate security control metadata.
	Examples:  Codes denoting dissemination controls, information handling caveats, purpose of use, refrain policies, and obligations to which custodians and information receivers must comply.
	Specializes: _SecurityObservationValue

	1-S
	.SECINTOBV
	security integrity 
	Security observation values used to indicate security integrity metadata.
	Examples:  Codes denoting integrity status, integrity confidence, and provenance.
	Specializes: _SecurityObservationValue

Generalizes (derived):  SECINTSTOBV SECINTCONOBV SECDATINTOBV
SECALTINTOBV
SECINTPRVOBV


	2-S
	…SECINTSTOBV
	integrity status 
	Security observation values used to indicate integrity status metadata.
	Examples:  Codes, such as those in the HL7 DocumentClassification code system denoting the workflow status of resource as authenticated, legally authenticated, and in progress.
	Specializes: SECINTOBV


	2-S
	_SECINTCONOBV
	integrity confidence
	Abstract security observation value used to indicate integrity confidence metadata.
	Examples:  Codes denoting the level of reliability and trustworthiness of a resource.
	Specializes: SECINTOBV
Generalizes (derived):  HRELIABLE RELIABLE UNCERTREL UNRELIABLE

	3-L
	….HRELIABLE
	highly reliable
	Security metadata observation value indicating that the veracity or trustworthiness of a resource (data, information object, service, or system capability) for a specified purpose of use is perceived to be or deemed by policy to be very high.
	
	Specializes SECINTCONOBV

	3-L
	….RELIABLE
	reliable
	Security metadata observation value indicating that the veracity or trustworthiness of a resource (data, information object, service, or system capability) for a specified purpose of use is perceived to be or deemed by policy to be adequate.
	
	Specializes SECINTCONOBV

	3-L
	….UNCERTREL
	uncertain reliability
	Security metadata observation value indicating that the veracity or trustworthiness of a resource (data, information object, service, or system capability) for a specified purpose of use is perceived to be or deemed by policy to be uncertain.
	
	Specializes SECINTCONOBV

	3-L
	….UNRELIABLE
	unreliable
	Security metadata observation value indicating that the veracity or trustworthiness of a resource (data, information object, service, or system capability) for a specified purpose of use is perceived to be or deemed by policy to be inadequate.
	
	Specializes SECINTCONOBV

	2-S
	_SECDATINTOBV
	data integrity
	Abstract security observation values used to indicate data integrity metadata.
	Examples:  Codes denoting the mechanism used to preserve the accuracy and consistency of a resource such as a digital signature and a cryptographic hash function.
	Specializes: SECINTOBV
Generalizes (derived):  CRYTOHASH DIGSIG

	3-L
	CRYTOHASH
	cryptographic hash function
	Security metadata observation value indicating the mechanism by which software systems can establish that data was not modified in transit. This definition is intended to align with the ISO 22600-2 3.3.19 definition of cryptographic checkvalue: Information which is derived by performing a cryptographic transformation (see cryptography) on the data unit.  The derivation of the checkvalue may be performed in one or more steps and is a result of a mathematical function of the key and a data unit. It is usually used to check the integrity of a data unit. 
	Examples:  SHA-1, SHA-2 (Secure Hash Algorithm)


	

	3-L
	DIGSIG
	digital signature
	Security metadata observation value indicating the mechanism by which software systems use digital signature to establish that data has not been modified.  This definition is intended to align with the ISO 22600-2 3.3.26 definition of digital signature:  Data appended to, or a cryptographic transformation (see cryptography) of, a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient.
	
	

	2-S
	_SECALTINTOBV
	alteration integrity
	Security metadata observation values used to indicate mechanism used for authorized alteration of a resource (data, information object, service, or system capability) while preserving the integrity of the resource for authorized users.
	Examples:  Codes denoting the mechanism used to make authorized alterations of a resource, such as translation, masking and anonymization.
	Specializes: SECINTOBV
Generalizes (derived):  REDACTED MASKED ANONYED PSEUDED

	3-L
	REDACTED
	redacted
	Security metadata observation value indicating the mechanism by which software systems can filter a resource (data, information object, service, or system capability) to remove any portion of the resource that is not authorized to be access, used, or disclosed.
	
	

	3-L
	MASKED
	masked
	Security metadata observation value conveying the alteration integrity of a resource (data, information object, service, or system capability), by indicating the mechanism by which software systems can make data unintelligible (that is, as unreadable and unusable by algorithmically transforming plaintext into ciphertext) such that it can only be accessed or used by authorized users.  An authorized user may be provided a key to decrypt per license or “shared secret”.
	
	

	3-L
	ANONYED
	anonymized
	Security metadata observation value conveying the alteration integrity of a resource (data, information object, service, or system capability), by indicating the mechanism by which software systems can strip portions of the resource that could allow the identification of the source of the information or the information subject.  No key to relink the data is retained.
	
	

	3-L
	PSEUDED
	pseudonymized
	Security metadata observation value conveying the alteration integrity of a resource (data, information object, service, or system capability), by indicating the mechanism by which software systems can strip portions of the resource that could allow the identification of the source of the information or the information subject.  Custodian may retain a key to relink data necessary to reidentify the information subject.
	
	

	2-S
	_SECINTPRVOBV
	provenance
	Security metadata observation value indicating the provenance of a resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance metadata about the entity reporting the resource.
	Specializes: SECINTOBV
Generalizes (derived):  
SECINTPRVRBOBV
SECINTPRVABOBV

	3-S
	._ SECINTPRVRBOBV
	provenance reported by
	Security provenance metadata observation value indicating the entity that reported the resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance metadata about the entity reporting the resource.
	Specializes: SECINTPRVOBV
Generalizes (derived):  CLINRPT HCPRPT PRORPT PAYRPT DEVRPT PATRPT SDMRPT PACQRPT



	4-L
	CLINRPT
	clinician reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a clinician.
	
	

	4-L
	HCPRPT
	healthcare professional reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a healthcare professional.
	
	

	4-L
	PRORPT
	professional reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a professional.
	
	

	4-L
	PAYRPT
	payer reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a payer.
	
	

	4-L
	DEVRPT
	device reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a device.
	
	

	4-L
	PATRPT
	patient reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a patient.
	
	

	4-L
	SDMRPT
	substitute decision maker reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a substitute decision maker.
	
	

	4-L
	PACQRPT
	patient acquaintance reported
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was reported by a patient acquaintance.
	
	

	3-S
	_SECINTPRVABOBV
	provenance asserted by
	Security provenance metadata observation value indicating the entity that asserted the resource (data, information object, service, or system capability).
	Examples:  Codes denoting the provenance metadata about the entity asserting the resource.
	Specializes: SECINTPRVOBV
Generalizes (derived):  CLINAST HCPAST PROAST PAYAST DEVAST PATAST SDMAST PACQRPT



	4-L
	CLINAST
	clinician asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a clinician.
	
	

	4-L
	HCPAST
	healthcare professional asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a healthcare professional.
	
	

	4-L
	PROAST
	professional asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a professional.
	
	

	4-L
	PAYAST
	payer asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a payer.
	
	

	4-L
	DEVAST
	device asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a device.
	
	

	4-L
	PATAST
	patient asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a patient.
	
	

	4-L
	SDMAST
	substitute decision maker asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a substitute decision maker.
	
	

	4-L
	PACQRPT

VS
	patient acquaintance asserted
	Security provenance metadata observation value indicating that a resource (data, information object, service, or system capability) was asserted by a patient acquaintance.
	
	


ADD VALUE SETS
Add Security Vocabulary Value Sets

Concept Table Instructions from HL7 Vocabulary Wiki:  One (or more) tables for Value Set additions and changes. Column headings for at least - Type of change (Add, Move or Change); ValueSetName; Description of Value Set; Other Annotations; CodeSyetemName from which Codes are drawn; Code; Indicator of whether single code is added with this line, or whether it is the code and all its children; and so on.
Add ActClassSecurityObservation Value Set to ActClass Value Set
	VALUE SET add to ActClass Value Set

Supported Code Systems:

    ActClass (2.16.840.1.113883.5.6)
	Description
	isImmutable
	Codes Included

	ActClassSecurityObservation
	An observation identifying security metadata about a resource (data, information object, service, or system capability), which may be used to make access control decisions.
	true
	Contains  1 child of type "codeBasedContent"


Add SecurityObservationType Value Set to ActCode Value Set
	VALUE SET to add to ActCode Value Set

Supported Code Systems:

    ActCode (2.16.840.1.113883.5.4)
	Description
	isImmutable
	Codes Included

	SecurityObservationType
	Type of security metadata observation made about a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security metadata are used in security labels.  According to ISO/TS 22600-3:2009(E) A.9.1.7 SECURITY LABEL MATCHING, Security label matching compares the initiator’s clearance to the target’s security label. All of the following must be true for authorization to be granted:

* The security policy identifiers shall be identical,

* The classification level of the initiator shall be greater than or equal to that of the target 

(that is, there shall be at least one value in the classification list of the clearance greater 

than or equal to the classification of the target), and

* For each security category in the target label, there shall be a security category of the same type in the initiator’s clearance and the initiator’s classification level shall dominate that of the target.
	true
	Contains  1 code XYXXY and all its children


	SecurityClassificationObservationType
	Type of security metadata observation made about the classification of a resource (data, information object, service, or system capability), which may be used to make access control decisions.

Security classification is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "The determination of which specific degree of protection against access the data or information requires, together with a designation of that degree of protection."  Security classification metadata is based on an analysis of applicable policies and the risk of harm that could result from unauthorized disclosure.


	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityClassificationObservationType

	SecurityCategoryObservationType
	Type of security metadata observation made about the category of a resource (data, information object, service, or system capability), which may be used to make access control decisions. Security category metadata is defined by ISO/IEC 2382-8:1998(E/F)/ T-REC-X.812-1995 as: "A nonhierarchical grouping of sensitive information used to control access to data more finely than with hierarchical security classification alone."  


	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityCategoryObservationType

	SecurityControlObservationType
	Type of security metadata observation made about the control of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Security control metadata conveys instructions for secure distribution, transmission, storage or use.  The SecurityControlObservationType further specifies the SecurityObservationClass.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityControlObservationType

	SecurityIntegrityObservationType
	Type of security metadata observation made about the integrity of a resource (data, information object, service, or system capability), which may be used to make access control decisions.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityIntegrityObservationType

	SecurityIntegrityStatusObservationType
	Type of security metadata observation made about the integrity status of a resource (data, information object, service, or system capability), which may be used to make access control decisions.  Indicates the completion status or workflow state of a resource, which may impact users that are authorized to access and use the resource.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityIntegrityStatusObservationType

	SecurityIntegrityConfidenceObservationType
	Type of security metadata observation made about the integrity confidence of a resource (data, information object, service, or system capability), which may be used to make access control decisions.


	true
	Contains  1 child of type "codeBasedContent" Primary Reference:  SecurityIntegrityConfidenceObservationType

	SecurityDataIntegrityObservationType
	Type of security metadata observation made about the data integrity of a resource (data, information object, service, or system capability), which indicates the security mechanism used to preserve resource accuracy and consistency.  Data integrity is defined by ISO 22600-23.3.21 as: "The property that data has not been altered or destroyed in an unauthorized manner", and by ISO/IEC 2382-8:  The property of data whose accuracy and consistency are preserved regardless of changes made."


	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityDataIntegrityObservationType

	SecurityAlterationIntegrityObservationType
	Type of security metadata observation made about the alteration integrity of a resource (data, information object, service, or system capability), which indicates the mechanism used for authorized transformations of the resource.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityAlterationIntegrityObservationType

	SecurityIntegrityProvenanceObservationType
	Type of security metadata observation made about the provenance integrity of a resource (data, information object, service, or system capability), which indicates the lifecycle status and states of a resource, such as its creation, modification, suspension, and deletion; locations in which the resources has been collected or archived, from which it may be retrieved, and history of its distribution and disclosure; and the entities responsible for its state and location changes.  Integrity provenance metadata about a resource may be used to assess its veracity, reliability, and trustworthiness.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityIntegrityProvenanceObservationType

	SecurityIntegrityProvenanceReportedByObservationType
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that reported the existence of the resource.  The reporting entity may not be the original author of the resource.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityIntegrityProvenanceReportedByObservationType

	SecurityIntegrityProvenanceAssertedByObservationType
	Type of security metadata observation made about the integrity provenance of a resource (data, information object, service, or system capability), which indicates the entity that made assertions about the resource.  The asserting entity may not be the original informant about the resource.
	true
	Contains  1 child of type "codeBasedContent" Primary Reference: SecurityIntegrityProvenanceAssertedByObservationType


Add SecurityObservationValue Value Set to ObservationValue Value Set
            <codeBasedContent code="OBS">
               <includeRelatedCodes relationshipName="Generalizes" relationshipTraversal="TransitiveClosure"/>
            </codeBasedContent>
	VALUE SET to add to ObservationValue Value Set

Supported Code Systems: ObservationValue
	Description
	isImmutable
	Codes Included

	SecurityObservationValue
	Observation values used to indicate security observation metadata.
	true
	Contains  1 child of type "codeBasedContent"
Primary Reference:  SecurityObservationValue

[Intent is to include all codes under coded concept SecurityObservationValue in ObservationValue code system]



	SecurityClassificationObservationValue
	Security observation values used to indicate security classification metadata..
	true
	Contains  1 child of type "codeBasedContent"
Primary Reference: Confidentiality (2.16.840.1.113883.1.11.10228)

[Intent is to include all codes in ConfidentialityCode system]

	SecurityCategoryObservationValue
	Security observation values used to indicate security category metadata.
	true
	"codeBasedContent" - Union??
Primary Reference:

c:ActConsentType

c:ActPrivacyPolicy including c:ActPrivacyLaw; c:ActConsentDirective; c:InformationSensitivityPolicy
c:ActUSPrivacyPolicy in a future US Realm.

[Intent is to include all codes in the above referenced code systems – and allow value set to expand as referenced code systems expand.]

	SecurityControlObservationValue
	Security observation values used to indicate security control metadata.
	true
	"codeBasedContent"
   Union of??
Primary Reference: 

ActSecurityPolicy (2.16.840.1.113883.1.11.20444); 

V:ObligationPolicy:((2.16.840.1.113883.1.11.20445) ; V:RefrainPolicy (2.16.840.1.113883.1.11.20446);

V:PurposeOfUse: (2.16.840.1.113883.1.11.20448); and  V:GeneralPurposeOfUse (2.16.840.1.113883.1.11.20449
[Intent is to include all codes in the above referenced code systems – and allow value set to expand as referenced code systems expand.])  

	SecurityIntegrityObservationValue
	Security observation values used to indicate security integrity metadata.
	true
	"codeBasedContent"

	SecurityIntegrityStatusObservationValue
	Security observation values used to indicate integrity status metadata.
	true
	
V:DocumentCompletion:2.16.840.1.113883.1.11.271)
[Intent is to include all codes in the above referenced code systems – and allow value set to expand as referenced code systems expand.]

	SecurityIntegrityConfidenceObservationValue
	Security observation values used to indicate integrity confidence metadata.
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference: SecurityIntegrityConfidenceObservationValue

	SecurityDataIntegrityObservationValue
	Security observation values used to indicate data integrity metadata.
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference:

	SecurityAlterationIntegrityObservationValue
	Security observation values used to indicate alteration integrity metadata.
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference: SecurityDataIntegrityObservationValue

	SecurityIntegrityProvenanceObservationValue
	Security metadata observation value indicating the provenance of a resource (data, information object, service, or system capability).
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference: SecurityIntegrityProvenanceObservationValue

	SecurityIntegrityProvenanceReportedByObservationValue
	Security provenance metadata observation value indicating the entity that reported the resource (data, information object, service, or system capability).
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference:  SecurityIntegrityProvenanceReportedByObservationValue

	SecurityIntegrityProvenanceAssertedByObservationValue
	Security provenance metadata observation value indicating the entity that asserted the resource (data, information object, service, or system capability).
	true
	Contains  1 child of type "codeBasedContent"

Primary Reference:  SecurityIntegrityProvenanceAssertedByObservationValue


ADD CONTEXT BINDING
Add Security Vocabulary Context Bindings of Concept Domains to Value Sets
One (or more) tables listing only Context Bindings of Concept Domains to Value Sets. Column headings for at least - Type of change (Add, Move or Change), ConceptDomainName, ValueSetName, Binding Realm.

	New

CONCEPT DOMAIN
	Parent CONCEPT DOMAIN
	Binding

	ActClassSecurityObservation
	ActClass
	Bound with coding strength CWE to Value Set: SECUREOBS (security observation) in Context: R1 

(Representative Realm)

	SecurityObservationType
	ObservationType
	Bound with coding strength CWE to Value Set: SecurityObservationType in Context: R1 

(Representative Realm)  Has 4 sub-domains.

	SecurityClassificationObservationType
	SecurityObservationType
	Bound with coding strength CWE to Value Set: SecurityClassificationObservationType in Context: R1 (Representative Realm)

	SecurityCategoryObservationType
	SecurityObservationType
	Bound with coding strength CWE to Value Set: SecurityCategoryObservationType) in Context: R1 (Representative Realm)

	SecurityControlObservationType
	SecurityObservationType
	Bound with coding strength CWE to Value Set: SecurityControlObservationType  in Context: R1 (Representative Realm)



	SecurityIntegrityObservationType
	SecurityObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityObservationType in Context: R1 (Representative Realm)

Has 5 sub-domains

	SecurityIntegrityStatusObservationType
	SecurityIntegrityObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityStatusObservationType in Context: R1 (Representative Realm)

	SecurityIntegrityConfidenceObservationType
	SecurityIntegrityObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityConfidenceObservationType in Context: R1 (Representative Realm)



	SecurityDataIntegrityObservationType
	SecurityIntegrityObservationType
	Bound with coding strength CWE to Value Set: SecurityDataIntegrityObservationType in Context: R1 (Representative Realm)

	SecurityAlterationIntegrityObservationType
	SecurityIntegrityObservationType
	Bound with coding strength CWE to] Value Set: SecurityAlterationIntegrityObservationType in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceObservationType
	SecurityIntegrityObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceObservationType in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceReportedByObservationType
	SecurityIntegrityProvenanceObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceReportedByObservationType in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceAssertedByObservationType
	SecurityIntegrityProvenanceObservationType
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceAssertedByObservationType in Context: R1 (Representative Realm)

	SecurityObservationValue
	ObservationValue
	Bound with coding strength CWE to Value Set: SecurityObservationType in Context: R1 (Representative Realm)

Has 4 sub-domains

	SecurityClassificationObservationValue 
	SecurityObservationValue
	Bound with coding strength CNE to Value Set: Confidentiality (2.16.840.1.113883.1.11.10228) in 

Context: R1 (Representative Realm)

??????
Question:  RE: Checklist # 49 - Have you checked whether there is already a binding for the same concept domain and binding realm and if so, either specified a new sequence number (to allow parallel bindings) or a date to on which the old binding should end and the new one should become effective?  

Not sure whether this is an example that needs to be addressed under #49, and if so, how to do it.

VALUE SET: Confidentiality<br/> (2.16.840.1.113883.1.11.10228)

Supported Code Systems:

    Confidentiality (2.16.840.1.113883.5.25)

Contains  6 children of type "codeBasedContent"

Bound to Domains:

Confidentiality (CWE) in R1 (Representative Realm)

SecurityClassificationObservationType (CWE) in R1 (Representative Realm)

	SecurityCategoryObservationValue
	SecurityObservationValue
	Bound with coding strength CWE to Value Set: SecurityCategoryObservationValue  defined as the union of following Value Sets.
V:ActConsentType (2.16.840.1.113883.1.11.19897);  

V:ActPrivacyPolicy (2.16.840.1.113883.1.11.20424) 

V:ActPrivacyLaw (2.16.840.1.113883.1.11.20426)

V:ActConsentDirective (2.16.840.1.113883.1.11.20425

V:InformationSensitivityPolicy (2.16.840.1.113883.1.11.20428)
V:ActInformationSensitivityPolicy (2.16.840.1.113883.1.11.20429)

V:RoleInformationSensitivityPolicy (2.16.840.1.113883.1.11.20430)
V:EntityInformationSensitivityPolicy:2.16.840.1.113883.1.11.20431
in Context: R1 (Representative Realm) 
Could be bound R1 to a V:ActUSPrivacyPolicy in a future US Realm.

	SecurityControlObservationValue
	SecurityObservationValue
	Bound with coding strength CWE to : XYZZY  defined as the union of following Value Sets.
ActSecurityPolicy (2.16.840.1.113883.1.11.20444); 

V:ObligationPolicy:((2.16.840.1.113883.1.11.20445) ;

V:RefrainPolicy (2.16.840.1.113883.1.11.20446);

V:PurposeOfUse: (2.16.840.1.113883.1.11.20448); and

 V:GeneralPurposeOfUse (2.16.840.1.113883.1.11.20449)  

in Context: R1 (Representative Realm)

	SecurityIntegrityObservationValue
	SecurityObservationValue
	Bound with coding strength CWE to Value Set: SecurityIntegrityObservationValue  in Context: R1 (Representative Realm)

Has 5 sub-domains

	SecurityIntegrityStatusObservationValue
	SecurityIntegrityObservationValue
	Bound with coding strength CWE to Value Set: V:DocumentCompletion:2.16.840.1.113883.1.11.271 Context: R1 (Representative Realm)

	SecurityIntegrityConfidenceObservationValue
	SecurityIntegrityObservationValue
	Bound with coding strength CWE to Value Set: SecurityIntegrityConfidenceObservationValue in Context: R1 (Representative Realm)

	SecurityDataIntegrityObservationValue
	SecurityIntegrityObservationValue
	Bound with coding strength CWE to Value Set: SecurityDataIntegrityObservationValue in Context: R1 (Representative Realm)

	SecurityAlterationIntegrityObservationValue
	SecurityIntegrityObservationValue
	Bound with coding strength CWE to Value Set: SecurityAlterationIntegrityObservationValue in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceObservationValue
	SecurityIntegrityObservationValue
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceObservationValue in Context: R1 (Representative Realm)

Has 2 subdomains

	SecurityIntegrityProvenanceReportedByObservationValue
	SecurityIntegrityProvenanceObservationValue
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceReportedByObservationValue in Context: R1 (Representative Realm)

	SecurityIntegrityProvenanceAssertedByObservationValue
	SecurityIntegrityProvenanceObservationValue
	Bound with coding strength CWE to Value Set: SecurityIntegrityProvenanceAssertedByObservationValue in Context: R1 (Representative Realm)


DISCUSSION:

<< OPTIONAL - Any additional information needed to understand, evaluate or implement the recommendation, such as model fragments or other context that demonstrates use of the requested change.  Include implications.>>

ACTION ITEMS:

<< REQUIRED - Actions needed to address this recommendation.  Minimal recommended action item is: "M&M to implement recommendation".>>

RESOLUTION:

<< REQUIRED before recommendation can be closed.  Indicates how recommendation was brought to closure. Can include notes on further study or networking required, and by whom.>>

Checklist for HL7 Vocabulary Harmonization Submissions

The following checklist must be completed for each submission and attached as part of the submission posting for every HL7 harmonization proposal that proposes a change to any HL7 terminology artifact.  (Submit your proposal as a zip containing the base proposal and this form, or copy this form onto the end of your proposal.)  If a revised proposal is submitted (e.g. detailed proposal after cover page), a new copy of the checklist must be attached confirming that the revised proposal has been re-reviewed.  The failure to attach a completed checklist will result in the tabling or deferral of the proposal to a subsequent harmonization meeting with the assumption the proposal will be re-introduced with a completed form.

The proposal has been constructed in such a way that the “correct” answer to each question is either “Yes” or “N/A”.  In the event that the answer is “No”, please provide an explanation at the end noting the question number and the reason why the checklist item has not been met.  Harmonization proposals that do not satisfy all checklist items may still be considered at harmonization at the discretion of the harmonization group and the vocabulary maintenance team if there is a satisfactory reason the checklist item could not be met.  Lack of time to complete the form does not constitute a satisfactory reason.

A section of the form may be marked as “N/A” and all checklist items within that section ignored if none of the terminology items submitted apply to that section.

In most circumstances, this checklist should be completed by the sponsor committee’s vocabulary facilitator, but it may be completed by any submitter.

Note: When checking for existing codes, code systems, value sets, etc., please make sure that your RoseTree configuration options are set to display Retired and Deprecated elements, as the “no duplicates” rule applies to those as well.

Before completing this checklist, please consult the following “best practices” and guidelines documents.  (They will be updated from time to time, so please review the documents for changes prior to each harmonization.)

Concept domain & Value set naming: http://wiki.hl7.org/index.php?title=Concept_Domain_Naming_Conventions
http://wiki.hl7.org/index.php?title=Value_Set_Naming_Conventions
Definitions: http://wiki.hl7.org/index.php?title=Annotations_Best_Practices
Terminology Good Practices: http://wiki.hl7.org/index.php?title=Good_Terminology_Practices
General

1. Has the proposal, in its final form, been reviewed by the sponsor committee’s vocabulary facilitator (mark N/A if there is no facilitator)? (  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

2. Have you completely filled out header section for the proposal and checked that the dates are correct and the submission number is unique across all of your submissions for this harmonization cycle? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

3. Have you filled out the summary form identifying the number of created, updated and deprecated objects of each type? ( FORMCHECKBOX 
 - Yes;)

4. Has your proposal been submitted to and reviewed by all relevant WGs and been formally endorsed (with a vote recorded in the WG minutes) to be brought forward to harmonization?  (For harmonization submissions from international affiliates, approval by an appropriate affiliate level committee or project is sufficient, though submission to the relevant HL7 UV WG is strongly recommended.) ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Concept Domains ( FORMCHECKBOX 
 - N/A)

For all concept domains being created by this proposal:

5. Have you done a key-word search for equivalent or similar concept domains and, if any exist, identified appropriate parent and child relationships to position your concept domain? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

6. Have you provided a name for your concept domain that follows the naming guidelines?(  FORMCHECKBOX 
  - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

7. If your concept domain is not associated with a new RIM attribute or datatype property, have you identified a parent for your concept domain? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

8. Have you checked whether any existing concept domains are proper specializations of your concept domain and, if so, identified those new specialization relationships as part of your proposal? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

9. If your concept domain is in the ActCode, RoleCode or EntityCode hierarchy, have you identified the classCode that acts as the “root” for the concept domain? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

10. Have you verified that all concept domains referenced as parent or child concepts actually exist in the most recent vocabulary repository and are correctly spelled in your proposal using U.S. language settings? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

11. Have you provided a concise, non-tautological definition for your concept domain and confirmed that the definition follows the best practices for definitions?  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

12. Have you checked the name of your concept domain and associated definition for appropriate spelling and grammar using U.S. language settings, and consistency with the current Concept Domain naming conventions? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

13. Have you either: Provided 3 distinct examples; identified a binding to an example value set with 3 distinct example codes; identified a representative binding; or identified a universal binding? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

Revised Concept Domains ( FORMCHECKBOX 
 - N/A)

New/Revised Code System ( FORMCHECKBOX 
 - N/A)

For all code systems created or whose metadata is updated by this proposal:

14. For new HL7-maintained code systems, have you confirmed that no other terminology maintenance organization is a more appropriate organization to maintain the code system and codes within it? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

15. For new external code systems, have you confirmed that the code system follows the good terminology practices and is therefore appropriate for use in HL7 instances? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
N/A)

16. For external code systems where there is a desire for HL7 to publish codes from the external code system, have you verified that there are no copyright issues associated with the publication and provided a justification for why HL7 should take on this administrative effort as well as identified how the HL7 published versions will be kept in sync with the source? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

17. Have you provided a short-name for the code system that is unique among all other code systems found in the HL7 OID registry? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A) 
18. For all code systems, have you provided:

a. A long, unique “descriptive” name for the code system? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

b. A description of the intended use and scope of the code system ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A )

19. For external code systems, have you provided:

a. OID for the code system (if already registered in the HL7 OID registry or otherwise assigned an OID)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
N/A)

b. Licensing information ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

c. URL information for the official source of the vocabulary ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

d. Contact Information ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- N/A)

e. The “short name” for the code system is consistent with the following rules (ISO Secondary Identifier rules plus some HL7 constraints)

i. No spaces

ii. Only the characters 0-9, a-z, A-Z and hyphens

iii. Cannot have multiple consecutive hyphens or end with a hyphen

iv. Leading character must be a lower-case alpha

v. Must be unique from among all registered code systems in HL7’s OID registry

vi. Should not match any code system in HL7’s OID registry even when treating both as upper-case

Revised Code in Code System ( FORMCHECKBOX 
- N/A)

Added or Revised Code in Code System ( FORMCHECKBOX 
 - N/A)

For all new codes created or updated by this proposal:

20. When adding a code or changing a print name, have you search searched the code system in the most recent repository that no code already exists with the same print name?  FORMCHECKBOX 
Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

21. Have you provided a code values and (where appropriate) print names that align with the naming convention for the code system?  (Generally all upper case, no spaces for codes, lower case for print names.  Depending on the code system, the code may be mnemonic or not).  FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A) 
22. Have you provided a definition for the code that follows the best practices for definitions? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

23. Have you spell-checked (and for definitions grammar-checked) the definitions and print names using U.S. language settings? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

24. Have you defined all required properties for the code system in which the code is being added? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A) 
a. ActClass: “specialized by concept domain”, Formal class name, formal name for association from participation to Act

b. ActCode: “specialized by concept domain”

c. ActMood: Formal name

d. ActRelationshipType: “is document characteristic?”; applies to; how applies; Formal name from Act to outbound ActRelationship, ActRelationship to source Act, ActRelationship to target Act and Act to inbound ActRelationship; Sort for Act to inbound ActRelationship and Act to outbound ActRelationship

e. CompressionAlgorithm: howApplies (mandatory, deprecated, other)

f. EntityClass: “specialized by concept domain”, applies to determinerCode, Formal class name

g. EntityDeterminer: Formal name

h. GTSAbbreviation: Equivalent expression

i. ObservationMethod: how applies?

j. ParticipationType: “specialized by concept domain”, “is document characteristic?”, Formal name from Act to Participation and Role to Participation; Sort from Act to Participation and Role to Participation

k. RoleClass: “specialized by concept domain”, Formal name, Participation to Role name, Role to player Entity name, Entity to played Role name, Entity to scoped Role name, Role to scoper Entity name, Entity to played Role sort, Entity to scoped Role sort

l. RoleCode: conceptStatusQualifier

m. RoleLinkType: Formal name from Role to outbound RoleLink, RoleLink to source Role, RoleLink to target Role and Role to inbound RoleLink; Sort for Role to inbound RoleLink and Role to outboundRoleLink

25. Have you checked the current version of the code system and identified all code(s) that should be parents and/or children of the new concept and verified that you have listed them all appropriately (and spelled correctly) in your proposal? ( FORMCHECKBOX 
 - Yes FORMCHECKBOX 
No;  FORMCHECKBOX 
 - N/A)

26. Have you identified whether the code should be considered abstract or not? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

27. If deprecating a code, have you identified a reason for the deprecation and provided guidance for what should be used instead? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Value Sets ( FORMCHECKBOX 
 - N/A)

For all new value sets created as part of this proposal:

28. Have you verified that the value set is appropriate to be registered in the HL7 Inc. repository (created against structural code systems, used in a UV, Example or Representative binding)? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

29. Have you identified whether the value set definition is immutable?  I.e. It is a definition that must never be changed. ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

30. Have you verified that the name for the value set does not already exist in the existing HL7 repository? ( FORMCHECKBOX 
- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

31. Have you named the value set using the naming guidelines found here: http://wiki.hl7.org/index.php?title=Value_Set_Naming_Conventions ( FORMCHECKBOX 
-- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New or Modified Value Sets ( FORMCHECKBOX 
 - N/A)

For all value sets created or modified as part of this proposal:

32. That any modified value sets are not flagged as immutable. ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
-- N/A)

33. For non-immutable value sets, have you provided a description that explains the scope of the value set and the “owning” WG that should be responsible for determining how the value set definition evolves over time? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
-N/A) 
34. Have you defined all required properties for value sets drawn from one of the following structural code systems?  FORMCHECKBOX 
-Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

a. ActClass: Formal class name, formal name for association from participation to Act

b. ActMood: Formal name

c. ActRelationshipType: Formal name from Act to outbound ActRelationship, ActRelationship to source Act, ActRelationship to target Act and Act to inbound ActRelationship; Sort for Act to inbound ActRelationship and Act to outbound ActRelationship

d. EntityClassFormal class name

e. EntityDeterminer: Formal name

f. ParticipationType: Formal name from Act to Participation and Role to Participation; Sort from Act to Participation and Role to Participation

g. RoleClass: Formal name, Participation to Role name, Role to player Entity name, Entity to played Role name, Entity to scoped Role name, Role to scoper Entity name, Entity to played Role sort, Entity to scoped Role sort

h. RoleLinkType: Formal name from Role to outbound RoleLink, RoleLink to source Role, RoleLink to target Role and Role to inbound RoleLink; Sort for Role to inbound RoleLink and Role to outboundRoleLink

35. Have you checked that your value set name and description are correctly spelled (and for descriptions, have correct grammar) using U.S. language settings, and is consistent with the current Value Set naming conventions? ( FORMCHECKBOX 
- - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

36. Have you checked that all references to codes in your value set definition identify their associated code system and actually exist within the current version of their respective code systems (both HL7 and external code systems)? ( FORMCHECKBOX 
-- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

37. Have you verified that if your value set content definition is enumerated (extensional) that there is no appropriate or better way to define it as an expression-based (intentional) definition? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- - N/A)

38. For expression-based value set content definitions, have you confirmed that your expression is expressed in a way that is fully defined against the HL7 metamodel? ( FORMCHECKBOX 
-- Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

a. For code-based value sets, identify whether the head-code is included or not

b. For code-based value sets, identify whether the included codes should be children, all descendants or leaf nodes only

c. For code based value sets, that the specific type of association to be navigated is identified if it is something other than the subsumption relationship

d. For complex value sets, that they are expressed as a combination of unions, intersections and exclusions where “order of operations” is clearly documented

e. For property-based value sets, that the referenced property names actually exist in their respective code systems and are spelled correctly

f. That for mnemonic-based value sets, that the reg-ex expression to be evaluated against the codes is a valid reg-ex expression

39. If deprecating a value set, have you identified a reason for the deprecation and provided guidance for what should be used instead? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- - N/A)

New Binding Realms  FORMCHECKBOX 
- - N/A)

For all new Binding Realms created as part of this proposal:

40. Have you identified the owning affiliate and the superset binding realm? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

41. Have you received official permission from the affiliate t create the new binding realm ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

42. Have you identified a proposed code for the binding realm that is unique amongst all binding realms in the most recent version of the repository following binding realm naming conventions (i.e. starting with the code for the affiliate)? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

43. Have you provided a unique descriptive name for the new binding realm? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

44. Have you provided a description that explains the scope of the new binding realm and spell-checked and grammar-checked it? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

New Context Bindings ( FORMCHECKBOX 
 - N/A)

For all new Context Bindings created as part of this proposal:

45. Have you declared the name of the concept domain, the binding realm and the value set name or OID? ( FORMCHECKBOX 
- - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

46. Have you checked that the concept domain name, binding realm code and value set name or OID actually exist in the most recent version of the repository?  FORMCHECKBOX 
-Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

47. If the binding is not to be effective immediately upon harmonization approval and application of approved changes, have you identified the effective date? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
- - N/A) 
48. Have you checked whether there is already a binding for the same concept domain and binding realm and if so, either specified a new sequence number (to allow parallel bindings) or a date to on which the old binding should end and the new one should become effective? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A) 
49. If binding in a realm other than “example”, have you conformed that the set of codes in the valueset being bound provides full coverage for the concept space defined by the concept domain? ( FORMCHECKBOX 
 - Yes;  FORMCHECKBOX 
 - No;  FORMCHECKBOX 
 - N/A)

Explanation for N/A Items
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